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ABSTRACT 

Cybersecurity has increasingly become an area of concern for Financial Institutions. 

Banks and Micro finance institutions, have critical infrastructure, and are under attack by 

malicious intruders and players on a daily basis through various forms like deployment of 

malicious software, insider threat, and hack attempts all for financial gain with in the financial 

sector. Numerous pieces of legislation and policies on Cybersecurity have been proposed, 

ranging from piecemeal approaches to comprehensive policy packages. Issues addressed include 

facilitating cyber threat information sharing; requiring baseline Cybersecurity practices for 

critical financial infrastructure; creating a regulated standard for data breach notification; 

investing in Cybersecurity research and development, education, and workforce training; and 

updating cyber-crime statutes. Cybersecurity policy making should seek solutions that leverage 

the expertise of the Financial Sector and should be result-oriented and technology-neutral thus 

promoting the adoption and use of Cybersecurity within the Financial Sector.
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CHAPTER ONE: 

GENERAL INTRODUCTION 

1.0 Introduction 

Cybersecurity is a very broad term that can be broken down to a number of concepts, 

depending on the type of the system that has to be secured. In the Information and 

Communications Technology (ICT) realm, five quality attributes compose a system’s security 

and these are Confidentiality, Integrity, Availability, Access control, Non-repudiation (Lehtinen, 

Rick et al 2006). As such the researcher looked at the best possible ways to secure ICTs for 

instance in the financial sector through the enhancement of Cybersecurity. This was achieved by 

looking at what ICTs are used within the financial sector, why the assets needed to be secured. 

This was achieved by looking at the impact of their compromise on the business. 

Cybersecurity is the protection of information systems from theft or damage to the hardware, the 

software, and to the information on them, as well as from disruption or misdirection of the 

services they provide (International Telecommunication Union, 2015, Hitesh Goel, 2015). It 

includes controlling physical access to the hardware, as well as protecting against harm that may 

come via network access, data and code injection, and due to malpractice by operators, whether 

intentional, accidental, or due to them being tricked into deviating from secure procedures (Dr. 

Joe Chan, 2015). In that with one’s ability to promote and adopt Cybersecurity comes the 

reliability of information assurance which is a practice of assuring information and managing 

risks related to the use, processing, storage, and transmission of information or data and the 

systems and processes used for those purposes. Information assurance includes protection of the 

integrity, availability, authenticity, non-repudiation and confidentiality of user data. It uses 

physical, technical and administrative controls to accomplish these tasks. While focused 

predominantly on information in digital form, the full range of Information Assurance 

encompasses not only digital but also analogue or physical form. These protections apply to data 

in transit, both physical and electronic forms as well as data at rest in various types of physical 

and electronic storage facilities. Information assurance as a field has grown from the practice of 

information security and this can be seen from industry to industry including the financial sector. 

The banking and financial services sector is one of the most advanced in terms of adoption, use 

and diffusion of technologies (Ali Alawneh, 2011). Essentially as information business, they do 
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not produce physical products and have been trading electronically for decades. They are ideally 

suited to E-business which, in fact, is progressing very quickly. ICT impacts on all aspects of the 

activity and is undoubtedly one of the main driving forces in the sector. 

In the past decades, technological advances have already allowed increasing internal efficiency; 

more recently they have also increasingly influenced delivery methods. Presently, investments 

are progressively shifting from the management of operational needs (such as year 2000, Euro 

conversion) to the improvement of core internal processes, customer management and 

marketing. The increasing sensitivity towards more efficiency in core processes is forced by the 

decreasing profit margins and the turbulence of capital markets. 

 

Billions of financial data transactions occur online every day of the year twenty-four hours a day 

seven days a week and as a result financial institutions are prone to very many cyber-attacks thus 

resulting into financial information of clients being compromised. There is an increase in the 

number of cybercrimes and attacks towards financial institutions and this is mainly through 

various attacks to the systems of the financial institutions both internally and externally (Paul 

Jeffery Marshall, 2010). This can be through the wide spread of malicious bank Trojan viruses, 

malware and software that allow remote access to the systems within the banks hence corrupting 

data and impending the quality of the services and the ICTs within the organisation. 

1.1 Background of Study 

According to the law dictionary (TheFreeDictionary.com, 2016), Cyber-crime and fraud 

is defined as the unauthorized use of credit and financial information for criminal activities. Such 

criminal behaviour has shown improvement in attack vector sophistication in bypassing tradition 

information security controls with a similar trend in increased usage of insider assistance. The 

introduction of various ICT customer channels like mobile and the web have increased financial 

institutions’ risk exposure to cyber-crime with financial gain as the motivational factor (Banks 

likely to remain top cybercrime targets, 2012). Cyber – crime and fraud in financial institutions 

has become an increasing epidemic within the world and as a result it has been designed to go a 

step further into intrusion of personal and private information. In that there is a growing increase 

in cybercrime attacks not only in the western world but also within Africa (Pierluigi Paganini, 

2015). With the increase and adoption of electronic banking and ICTs in the financial 
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institutions, there has been an increase in attacks towards these institutions, this has resulted into 

personal client data leaking and loss of income for the financial institutions as well as their 

customers. 

In The East African article on, “worries over new avenues of cybercrime” in 2014, Kenya’s 

Cabinet Secretary for Information Fred Matiang’i reported that Kenya as a country lost nearly 

“Ksh2 billion ($22.56 million) to cyber-crime, with close to 1,000 Kenyans falling victim to 

Internet fraud on a daily basis. Uganda’s 2012-2013 annual Police Crime and Traffic Report as 

well showed that the country recorded a 149 per cent increase in economic crimes, with mobile 

money and automated teller machine (ATM) fraud blamed for the loss of about Ush1.5 billion 

($575,373 million). Tanzania lost about Tsh1.3 billion ($782,419) last year, according to 

statistics from the Bank of Tanzania”.  

1.2 Statement of the Problem 

There is an increasing adoption and use of ICTs within the financial sector in Uganda to 

the extent that they have become a critical component of daily business operations of banks and 

other financial service providers.  

Financial sector players world over, especially banks are some of the institutions well known for 

being most risk averse and hence, adopting and using the most advanced security controls and 

measures  

It is however, not known to what extent financial sector players in Uganda are adopting and 

using Cybersecurity to address challenges like cybercrime and threats that occur within the 

financial sector on a daily basis. 

In order to achieve information assurance for their stability, there is need to mainstream the area 

of information security as a core function, elevating the role as well as developing a culture of 

Cybersecurity from Governance all the way down to ICT use and implementations which is 

currently missing or lacking in the financial sector. 
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1.3 Objectives of the Study 

1.3.1 General Objective 

The main research objective is to assess the extent of Cybersecurity governance in the financial 

sector in Uganda looking at the adoption and use of cybersecurity within the financial sector. 

1.3.2 Specific Objectives 

1. To identify common forms of cybercrime affecting the financial sector. 

2. To determine the ways in which financial sector players are managing Cybersecurity 

risks. 

3. To assess the extent of Cybersecurity (non-) governance in the financial sector. 

4. To recommend improvements, for managing Cybersecurity risks in the financial sector. 

1.4 Research Question or Hypothesis 

1. To what extent do ICTs support the financial sector? 

2. How have banks and microfinance institutions moved towards securing use of ICTs and 

mitigating risks? 

3. At which level is Cybersecurity management placed with the Governance structure of 

financial institutions? 

4. What gaps exist in the Cybersecurity management of financial institutions in regards to 

ICTs? 

5. What measures can be set in place to improve the Cybersecurity management within in 

financial institutions? 

6. Which Cybersecurity frameworks are used in the Financial Institutions in developing 

countries?  

1.5 Scope of the Study 

Cybersecurity is the collection of tools, policies, security concepts, security safeguards, 

guidelines, risk management approaches, actions, training, best practices, assurance and 

technologies that can be used to protect the cyber environment and organization and user’s assets 

(von Solms and van Niekerk, 2013). Increase in criminal activities through computer network 

has led to the focus of attention towards protecting sensitive business and personal information, 

as well as safeguard national security (Philip Zimmerman, 2016).  Subsequently, the scope of the 

study is to propose viable avenues of improving and mainstreaming of Cybersecurity 
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management within the Ugandan financial sector. This research will study multiple case studies 

focusing on selected financial institutions within Kampala – Uganda.  

 

1.6 Significance of Study 

This study is significant in two ways.  First, although Cybersecurity is carried out within 

the financial sector in Uganda, there is some laggardness to fully adopting it within the various 

levels of the organisations thus resulting into services being compromised. There is also lack of 

sufficient research on factors affecting adoption and use of Cybersecurity in Uganda especially 

in the financial sector, in that most research done so far looks at specific units within 

Cybersecurity for instance adoption of online banking, adoption of mobile banking.  

Investigating the adoption and use of Cybersecurity within the financial sector overall may 

enable banks to increase their market share by creating solutions and strategies that attract 

consumers to use and adopt various types of technological services without having to worry 

about information security if all the proper steps in the proposed research framework are 

followed and fully utilized.  Therefore, there is a need for a study of this kind.  

Secondly, the study shall contribute to the extremely scanty literature on Cybersecurity mainly 

focusing on the current state of cyber-crimes and fraud in the financial sector within Uganda, 

especially since most of the empirical and research studies have largely been conducted in 

developed countries, while few studies have been conducted on this issue in developing 

countries, and hardly any has been conducted in Uganda. 

1.7 Justification of the Study 

The purpose for this study is to propose viable solutions and enlighten the financial sector 

that as much as there is a great deal of security and various monitoring tools that ensure 

Cybersecurity within the financial sector, there are still very many breaches and attacks coming 

in on a daily basis that need the financial sector to improve on the level of adoption and use of 

Cybersecurity so as to improve on the information assurance. 
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1.8 Limitations of the Study 

The main concern of this study is the difficulty in acquiring the required information 

from the sampled Ugandan Financial Sector (Banks and Micro Finance Institutions) because of 

the policies and regulations set by the Institutions on information sharing. Determining how to 

maximize participation was an important consideration in this study.  Participation was 

maximized by emphasizing confidentiality and anonymity of the informants. 

1.9 Definition of Key Terms 

The concepts that are central to this study are defined as follows: 

Adoption: 

The phase of exploration, research, deliberation and decision-making to introduce a new system 

into the organization. (Andriessen, 1989) 

Use: 

The term USE in ICT is the application of ICTs within the daily activities by members of an 

organization 

 

Cybersecurity:  

Cybersecurity can simply be defined as security measures being applied to information 

technology to provide a desired level of protection. 

Information Assurance:  

Measures that protect and defend information and information systems by ensuring their 

availability, integrity, authentication, confidentiality, and non-repudiation. These measures 

include providing for restoration of information systems by incorporating protection, detection, 

and reaction capabilities. (Source: SP 800-59; CNSSI-4009). 

Cyber- Crime:  

Cybercrime is criminal activity done using computers and the Internet. This includes anything 

from downloading illegal music files to stealing millions of dollars from online bank accounts. 

Cybercrime also includes non-monetary offenses, such as creating and distributing viruses on 

other computers or posting confidential business information on the Internet (Techterms.com, 

2016). 
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Cyber-fraud: 

This refers to any type of deliberate deception for unfair or unlawful gain that occurs online or 

offline. The most common form is online credit card theft (Netlingo.com, 2016). 

Confidentiality: 

This refers to the information that data should only be viewable by authorized parties. 

Integrity: 

This is the principle that only authorized users are allowed to change data, and that these changes 

will be reflected uniformly across all aspects of the data. 

Availability: 

This refers to the principle that data and computer resources will always be available to 

authorized users. 

Access Control: 

This is the selective restriction of access to a place or other resource. The act of accessing may 

mean consuming, entering, or using. Permission to access a resource is called authorization. 

Non-repudiation: 

A service that provides proof of the integrity and origin of data. An authentication that can be 

asserted to be genuine with high assurance. 

Authenticity: 

Authenticity is assurance that a message, transaction, or other exchange of information is from 

the source it claims to be from. Authenticity involves proof of identity. 
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CONCLUSION 

The adoption and use of Cybersecurity in the financial sector is a critical element in that 

there are various measures that have been set up to secure the systems used within the financial 

sector however there is challenge of fully adopting and using the cybersecurity frameworks, 

policies and measures put in place. In chapter two the researcher look at the various ways the 

financial sector has been affected as a result of the minimal adoption and use of cybersecurity 

within the financial sector, this is broken down into the Global, African and East African context.  
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CHAPTER TWO: 

 

LITERATURE REVIEW 

 

2.0 INTRODUCTION 

 

Computers are getting more sophisticated in that; they have given banks a potential they could 

only dream about and given bank customers’ high expectations, the changes that new 

technologies have brought to banking industry are enormous in their impact on officers, 

employees, and customers of banks. Advances in technology are allowing for delivery of 

banking products and services more conveniently and effectively than ever before, thus creating 

new bases of competition. Rapid access to critical information and the ability to act quickly and 

effectively will distinguish the successful banks of the future. The bank gains a vital competitive 

advantage by having a direct marketing and accountable customer service environment and new, 

streamlined business processes. Consistent management and decision support systems provide 

the bank that competitive edge to forge ahead in the banking marketplace. 

 With the increase in technology also comes some liabilities in terms of cybercrime and fraud 

and as a result, we are looking at the current risks seeing as most of the existing academic and 

policy related literature on Cybersecurity in regards to cybercrime starts out by underlining the 

rise of the Information Age and thus the centrality of information and communication 

technologies in nearly all sectors of society from government, to business and even to the 

individual level. Of course information has always been important but now in post-industrial 

society information is more paramount, pervasive, accessible and vulnerable than ever before.   

Looking at some of the biggest vulnerabilities in the financial sector the researcher considered 

some of the greatest cybercrimes and fraud attacks noticeably within the world, African 

continent, East African region and Uganda in details in this chapter focusing on the types of 

cybercrimes within the financial sector and vulnerabilities that have come up with advancement 

in technology. This chapter covered cybercrime issues like malware vulnerabilities, insider 

threat, external threat, physical threat, and denial of services, among others.  
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During the course of reviewing this literature the researcher looked at the various cybercrime 

types that are affecting the financial sector and relate them to the examples of what is happening 

both in developing countries and non-developing countries hence providing a look at the major 

areas that are crucial in the adoption of cybersecurity within the financial sector.  

The main cybercrime types with in the financial sector can be categorized and looked at under 

the following umbrellas; 

1. Exploring the global view of Cybersecurity and cyberfraud by analysing the different 

types of cybercrime that have been faced in the financial sector. 

2. Exploring the growing issue of insider threat within the financial sector. 

3. Undertaking a synopsis of cybercrime related literature on financial institutions within 

the African Continent and East African region. 

 

2.1: TYPES OF CYBERSECURITY RISKS WITHIN THE FINANCIAL SECTOR: - 

2.1.1 MALWARE 

Malware is the short form for malicious software which is a computer program designed to 

infiltrate and damage computers without the users’ knowledge. Malware can be spread through 

networks by just infiltrating one computer on a network, thus resulting into the wide spread of 

the malicious software from just one laptop or desktop to all the computers on that specific 

network hence resulting into damaging of the company’s information and illegal access of the 

information from the company. Malware can be spread through inserting an infected stick (flash 

disk) into a Universal Serial Bus port of a laptop or desktop and as a result the malware corrupts 

the company’s information by linking itself into the network and attacking any device on the 

network. Examples of Malware are Ransom ware, Stuxnet, and Carbanak.  

One of the biggest malware heists was the Carbanak heist where 30 nations had their financial 

Institutions hacked and a form of malware known as Carbanak was spread through the network 

infecting everything that was on the bank network system (Owen Davis and Avaneesh Pandey, 

2015). This malware was able to view and track everything that was happening within the banks 

from the monetary transfers to the movements that were made by the various bank staffs in the 
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30 institutions. This gave them leeway to be able to impersonate the staff and as a result dispense 

money at free will and steal millions of dollars from the Financial Institutions (Perlroth, 2015). 

2.1.2 HACKING 

Hacking is a type of crime where by a person’s computer or digital access is broken into and his 

personal information is illegally accessed. Hacking can also be defined as exposing of personal 

information such as email addresses, phone number, and account details of a client or person 

without their knowledge.  Hackers write or use ready-made computer programs to attack the 

target computer. They possess the desire to destruct and they get the kick out of such destruction. 

Some hackers hack for personal monetary gains, such as to stealing the credit card information, 

transferring money from various bank accounts to their own account followed by withdrawal of 

money. They extort money from corporate giants threatening them to publish the stolen 

information which is critical in nature.  

Hackers can be categorized into various types and these are; 

1. Black Hats; these are individuals with extra-ordinary computing skills, resorting to 

malicious destructive activities and are also known as crackers. 

2. White Hats; these are individuals professing hacker skills and using them for defensive 

purposes and are also known as security analysts. 

3. Gray Hats; they are hackers who work both offensively and defensively at various times. 

4. Suicide Hackers are hackers who aim to bring down critical infrastructure for a “cause” 

and are not worried about facing jail terms or any other kind of punishment. 

5. Script Kiddies; they are unskilled hackers who compromise systems by running scripts, 

tools, and software developed by real hackers. 

6. Cyber Terrorists are individuals with a wide range of skills, motivated by religious or 

political beliefs to create fear by large-scale disruption of computer networks.  

7. State sponsored hackers are individuals employed by the government to penetrate and 

gain top-secrete information as well as damage information systems of other 

governments. 

8. Hacktivists are people who promote a political agenda by hacking, especially by defacing 

or disabling websites. One example of hacktivists is the hacking group Anonymous, in 
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that they are known for hacking for a cause so as to show the corruption with in various 

governments in various countries. 

2.1.3 COMPUTER FRAUD 

Computer Fraud is the Intentional deception for personal gain via the use of computer systems. 

2.1.4 IDENTITY THEFT 

This is the process of stealing someone’s personal information and impersonating them either for 

financial gain or other malicious reasons. 

2.1.5 ELECTRONIC FUND TRANSFER 

This entails gaining un-authorised access to bank computer networks and making illegal 

fund transfers. Electronic funds transfer systems have begun to proliferate, and so has the risk 

that such transactions may be intercepted and diverted. Valid credit card numbers can be 

intercepted electronically, as well as physically; the digital information stored on a card can be 

counterfeited.  

Of course, we don't need Willie Sutton to remind us that banks are where they keep the 

money. In 1994, a Russian hacker Vladimir Levin, operating from St Petersburg, accessed the 

computers of Citibank's central wire transfer department, and transferred funds from large 

corporate accounts to other accounts which had been opened by his accomplices in The United 

States, the Netherlands, Finland, Germany, and Israel. Officials from one of the corporate 

victims, located in Argentina, notified the bank, and the suspect accounts, located in San 

Francisco, were frozen. The accomplice was arrested. Another accomplice was caught 

attempting to withdraw funds from an account in Rotterdam. Although Russian law precluded 

Levin's extradition, he was arrested during a visit to the United States and subsequently 

imprisoned. (Denning 1999, 55). 

The above forms of computer-related crime are not necessarily mutually exclusive, and 

need not occur in isolation. Just as an armed robber might steal an automobile to facilitate a 

quick getaway, so too can one steal telecommunications services and use them for purposes of 

vandalism, fraud, or in furtherance of a criminal conspiracy.1 Computer-related crime may be 

compound in nature, combining two or more of the generic forms outlined above.  
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2.1.6 ELECTRONIC MONEY LAUNDERING 

This is the process of using technology, computers to launder illegal money. For some time now, 

electronic funds transfers have assisted in concealing and in moving the proceeds of crime. 

Emerging technologies will greatly assist in concealing the origin of ill-gotten gains. 

Legitimately derived income may also be more easily concealed from taxation authorities. Large 

financial institutions will no longer be the only ones with the ability to achieve electronic funds 

transfers transiting numerous jurisdictions at the speed of light. The development of informal 

banking institutions and parallel banking systems may permit central bank supervision to be 

bypassed, but can also facilitate the evasion of cash transaction reporting requirements in those 

nations which have them. Traditional underground banks, which have flourished in Asian 

countries for centuries, will enjoy even greater capacity through the use of telecommunications.  

With the emergence and proliferation of various technologies of electronic commerce, one can 

easily envisage how traditional countermeasures against money laundering and tax evasion may 

soon be of limited value. I may soon be able to sell you a quantity of heroin, in return for an 

untraceable transfer of stored value to my "smart-card", which I then download anonymously to 

my account in a financial institution situated in an overseas jurisdiction which protects the 

privacy of banking clients. I can discreetly draw upon these funds as and when I may require, 

downloading them back to my stored value card (Wahlert 1996). 

2.1.7 ATM FRAUD 

This is the process whereby ATM details are intercepted by criminals for example the account number 

details, pin numbers thus resulting into the criminals illegally accessing the information and withdrawing 

someone’s money without their knowledge. 
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2.1.8 DENIAL OF SERVICE ATTACKS 

Denial of service attacks is also known as Distributed denial of service attacks, and these involve 

the use of computers in multiple locations to attack servers with a view of shutting them down, 

thus rendering the systems within the organisation useless. 

2.1.9 SPAM 

Spam is the process of sending un-authorised emails. These emails usually are made up of online 

advertisements. 

2.1.10 INSIDER THREAT 

Thwarting Insider Threat for Financial Institutions whitepaper looks at the past 10 years, and the 

primary concern for financial institutions being the securing of the perimeter of their network 

from attack by anonymous hackers. They look at the biggest threat being the internal threat in 

Today’s financial institutions that being the human interface. Today, financial institution 

employees have multiple sets of identities contained within different directories and applications 

(Identity and Access Management Solution, 2005). Access policies for these identities are managed 

within silos of authentication and access systems that don't communicate with each other. These 

systems also have related silos of audit and reporting which means that employee activities are 

not easily tracked and monitored, providing an environment ripe for misuse or access of critical 

information assets. (Carnegie Mellon University, 2015). 

Insiders according to Hamin (2000), are in an advantageous position to misuse organizational 

Information systems, due to their familiarity with the system structures and potential weak spots 

in security administration. “The insider threat identifies a serious threat to Cybersecurity and 

computer security. It describes a breach of trust by people within an organization or system, as 

contrasted to external entities for whom firewalls and other mechanisms can deny access” 

(Bishop, Engle, Peisert, Whalen, & Gates, 2000). A security incident perpetrated by an insider 

can impact an organization in various ways. Potential results of insider threat incidents could be 

negative impact on the public image of an organization, negative impact on the revenue of an 

organization or litigation due to disclosure of confidential information (Colwill, 2009), (Ophoff, 

J., Jensen, A., Sanderson-Smith, J., Porter, M., & Johnston, K 2014). 
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2.2 THEORETICAL FRAMEWORK 

2.2.1 THE ADOPTION AND USE OF CYBERSECURITY IN FINANCIAL 

INSTITUTION. 

2.2.2 Social Psychology 

The raw power of ICTs continues to improve, making sophisticated applications 

economically feasible. As technical barriers disappear, a pivotal factor in harnessing this 

expanding power becomes the ability to create applications that people are willing to use. 

Therefore resulting into the need for us as researchers to better understand why there is 

poor or limited adoption to Cyber security within the financial sector. 

This results into the ability to carry out certain evaluations and analysis to see how the 

community (Financial community) responds to changes in the adoption of cyber security 

and look at how best the implementations are done.  

There have been some models that have been discussed and suggested which would act 

as theoretical foundations for research on the determinants of user behaviour in ICT 

(Swanson, 1982). 

 

2.2.3 Theory of reasoned Action (TRA) 

The theory of Reasoned Action is a widely studied model from Social Psychology, which 

is concerned with the determinants of consciously intended behaviours (Ajzen and 

Fishbein, 1980; Fishbein and Ajzen, 1975). It is composed of attitudinal, social influence, 

and intention variables to predict behaviour. Figure 1-1 is a schematic representation of 

the relationships among constructs in TRA. It is hypothesized by TRA that the 

individual’s behavioural intention (BI) to perform a behaviour is jointly determined by 

the individual’s attitude toward performing the Behaviour (ATB) and subjective norm 

(SN), which is the overall perception of what relevant others think the individual should 

do or not do. The importance of ATB and SN to predict BI will vary by behavioural 
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domain.  For behaviours which attitudinal or personal-based influence is stronger (e.g. 

purchasing something for personal consumption or use in relation to ICTs  and Cyber 

security implementation), ATB will be the dominant predictor of the BI, and SN will be 

of little or no predictive efficacy. While for behaviours in which normative implications 

are strong (e.g. purchasing the ICTs that will be used by the financial organisations). SN 

should be the dominant predictor of BI and ATB will be of lesser importance (Ajzen and 

Fishbein, 1980). 

The theory of Reasoned Action also hypothesizes that BI is the only direct antecedent of 

actual behaviour (AB). BI is expected to predict AB accurately if the three boundary 

conditions specified by Fishbein and Ajzen (1975) can be held: (a) the degree to which 

the measure of intention and the behavioural criterion correspond with respect to their 

levels of specificity of action, target, context and time frame; (b) the stability of 

intentions between time of measurement and performance of the behaviour; and (c) the 

degree to which carrying out the intention is under the volitional control of the individual 

(i.e., the individual can decide at will to perform or not to perform the behaviour).  

TRA is a general model that doesn’t specify the beliefs that are operative for a particular 

behaviour. Researchers using TRA must first identify the beliefs that are salient for 

subjects regarding the behaviour under investigation. 

Fishbein and Ajzen (1975) and Ajzen and Fishbein (1980), suggest eliciting five to nine 

salient beliefs using free response interviews with various staff of financial institutions. 

Fishbein and Ajzen recommend using “modal” salient beliefs for the population, obtained 

by taking the beliefs most frequently elicited from a representative sample of the group. 

The TRA has been successfully applied to large numbers of situations to predict the 

performance of behaviour and intentions. For example, TRA predicted turnover 

(Prestholdt et al., 1987); education (Fredricks and Dossett, 1983); and breast cancer 

examination (Timko, 1987). In a meta-analysis of research on Theory of Reasoned 

Action, Sheppard et al. (1988) concluded that the predictive Utility of the TRA was 

strong across conditions.  
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Figure 1.1 Theory of Reasoned Action. Source: Fishbein and Ajzen, 1975 

 

2.2.4 Theory of Planned Behavior (TPB) 

Despite the predictability of the TRA is strong across studies, it becomes problematic if the 

behaviour under study is not under full volitional control.  

Sheppard et al. (1988) pointed out two problems of the theory. First, one must differentiate the 

difference between behaviours from intention. This could be problematic because a variety of 

factors in addition to one’s intentions determine how the behaviour is performed. Second, there 

is no provision in the model for considering whether the probability of failing to perform is due 

to one’s behaviour or due to one’s intentions. To deal with these problems, Ajzen (1985) 

extended the Theory of Reasoned Action by including another construct called perceived 

behavioural control, which predicts behavior intentions and behavior. The extended model is 

called the Theory of Planned Behavior (TPB). 

As figure 1.2 shows, TRA and TPB have many similarities. In both models, BI is a key factor in 

the prediction of actual behavior. Both theories assume that human beings are basically rational 

and make systematic use of information available to them when making decisions. By 

considering control- related factors, TRA assumes that the behavior being studied is under total 

volitional control of the performer (Madden et al., 1992). However, TPB expands the boundary 

conditions of TRA to more goal- directed actions. 

Attitude toward Behavior (ATB) is defined as “a person’s general feeling of favourableness or 

unfavourableness for that behavior” (Ajzen and Fishbein, 1980). 

Beliefs and 

Evaluations 
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Subjective Norm (SN) is defined as a person’s “perception that most people who are important to 

him/her think he/she should or should not perform the behavior in question” (Ajzen and 

Fishbein, 1980). Attitude toward behavior is a function of the product of one’s salient beliefs that 

performing the behavior will lead to certain outcomes, and an evaluation of the outcomes, i.e., 

rating of the desirability of the outcome. 

The main difference between these two theories is that the TPB has added Perceived Behavioral 

Control (PBC) as the determinant of Behavioral Intention, as well as control beliefs that affect 

the perceived behavioral control. Though it may be difficult to assess actual control before 

behavior, TPB asserts that it is possible to measure PBC “people’s perception of the ease of 

difficulty in performing the behavior of interest” (Ajzen, 1991). PBC is a function of control 

beliefs and perceived facilitation. Control belief is the perception of the presence or absence of 

requisite resources and opportunities needed to carry out the behavior. Perceived facilitation is 

one’s assessment of the importance of those resources to the achievement of the outcome (Ajzen 

and Madden, 1986). 

PBC is included as an exogenous variable that has both a direct effect on actual behavior and an 

indirect effect on actual behavior through intentions. The indirect effect is based on the 

assumption that PBC has motivational implications for behavioral intentions. When people 

believe that they have little control over performing the behavior because of lack of requisite 

resources and opportunities, then their intentions to perform the behavior maybe low even if they 

have favourable attitudes and /or subjective norms concerning performance of the behavior. 

Bandura (1977) has provided empirical evidence that people’s behavior is strongly influenced by 

the confidence they have in their ability to perform the behavior. The structural link from PBC to 

BI reflects the motivational influence of control on actual behavior through intentions. 

The direct path from PBC to AB is assumed to reflect the actual control an individual has over 

performing the behavior. Ajzen (1985) offers the following rationale for this direct path. First, if 

intention is held constant, the effort needed to perform the behavior is likely to increase with 

PBC. For example, if two people have equally strong intentions to learn to drive a car, and both 

try to do so, the confident person who believes that it would take them a shorter timeframe to 

master this task would be the one to drive the car faster than the one who has doubts. In addition 

PBC often serves as a substitute for actual control, and insofar as perceived control is realistic 

estimate of actual control, PBC should help to predict AB. 
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As with TRA, the relative importance of BI predictors varies with the behavioral domain. In 

some applications, it may be found that only ATB has a significant impact on BI; in others, ATB 

and PBC will be significant; in still others, ATB, SN and PBC will contribute to the prediction of 

BI (Ajzen, 1985). Similarly, the ability of PBC and BI to predict AB also will vary across 

behaviours and situations. Both BI and PBC can make significant contributions to the prediction 

of goal-directed actions. In any given application, however, one predictor may be more important 

than the other, and only one of the two may be significant. 

 

The theory pf Planned Behavior has been successfully applied to various situations in predicting 

the performance of behavior and intention, such as predicting user intentions to use new software 

(Mathieson, 1991), to perform unethical behaviour (Man,1998). 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

Figure 1.2 Theory of Planned Behavior. Source: Adopted from Pavlou, 2001 
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2.2.5 Decomposed of Theory of Planned Behavior 

Taylor and Todd (1995) indicated that a better understanding of the relationships between the 

belief structures and antecedents of intention requires the decomposition of attitudinal beliefs. 

Shimp and Kavas (1984) argued that the cognitive components of belief could not be organised 

into a single conceptual or cognitive unit. Taylor and Todd (1995) also specified that, based on 

the diffusion of innovation theory, the attitudinal Use belief has three salient characteristics of an 

innovation that influence adoption, are relative advantage, complexity and compatibility (Rogers, 

1983).  Taylor and Todd (1995) showed that the decomposed model of the TPB has better 

explanatory power than the pure TPB and TRA models. So, the argument of our empirical study 

is that Cyber security is a technological innovation and thus the decomposed TPB model gives a 

more satisfactory explanation of adoption intention. 

Related advantage refers to the degree to which an innovation provides benefits which supersede 

those of its precursor and may incorporate factors such as economic benefits, image, 

enhancement, convenience and satisfaction (Rogers, 1983). 

Relative advantages should be positively related to an innovation’s rate of adoption (Rogers, 

1983; Tan and Teo, 2000). 

2.2.6 Technology Acceptance Model (TAM) 

Technology Acceptance Model (TAM), introduced by Davis (1989), is an adaptation of the 

Theory of Reasoned Action (TRA) specifically tailored for modelling user acceptance of 

information systems. The goal of TAM is to provide an explanation of the determinants of 

computer acceptance that is general, capable of explaining user behavior across a broad range 

of end-user computing technologies and user populations, while at the same time being both 

parsimonious and theoretically justified. Ideally one would like a model that is helpful not only for 

prediction but also for explanation, so that researchers and practitioners can identify why a 

particular system may be unacceptable, and pursue appropriate corrective steps. A key purpose of 

TAM, therefore, is to provide a basis for tracing the impact of external factors on internal 

beliefs, attitudes, and intentions. TAM was formulated in an attempt to achieve these goals by 

identifying a small number of fundamental variables suggested by previous research dealing with 
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the cognitive and affective determinants of computer acceptance, and using TRA as a 

theoretical backdrop for modelling the theoretical relationships among these variables. 

As Figure 1-3 shows, TAM posits that two particular beliefs, perceived usefulness  

(PU) and perceived ease of use (PEOU), are the primary relevance for computer acceptance 

behavior. PU is defined as the degree to which a prospective user believes that using a particular 

system would enhance his or her job performance. This follows from the definition of the word 

“useful”: “capable of being used advantageously”. Within an organizational context, people are 

generally reinforced for good performance by raises, promotions, bonuses, and other rewards 

(Pfeffer, 1982; Vroom, 1964). A system high in perceived usefulness, in turn, is one for which a 

user believes in the existence of a positive use-performance relationship.  

PEOU refers to the degree to which a prospective user believes that using a  

particular system would be free of effort. This follows from the definition of “ease”:  

“freedom from difficulty or great effort”. Effort is a finite resource that a person may  

allocate to the various activities for which he or she is responsible. All else being equal,  

an application perceived to be easier to use than another is more likely to be accepted by  

users. In January 2000, the Institute for Scientific Information’s Social Science Citation  

Index® listed 424 journal citations of the two journal articles that introduced TAM (i.e.,  

Davis 1989, Davis et al. 1989). In the past decade, TAM has become well established as a  

robust, powerful, and parsimonious model for predicting user acceptance.  

 

Figure 1-3 Technology Acceptance Model. Source: Davis, 1989 
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2.2.7 Extension of Technology Acceptance Model (ETAM) 

A study of the adoption of telemedicine technology by physician using TAM has found relatively 

low explanation power of TAM attitude and intention (Hu et al., 1999). The researchers 

suggested that integration of TAM with other IT acceptance models or incorporating additional 

factors could help to improve the specificity and explanatory utility in a specific area.  

Is researchers have begun to use TAM to examine the possible antecedents of perceived 

usefulness and perceived Ease of Use toward microcomputer usage (Igbaria, Guimaraes, and 

Davis, 1995; Igbaria, livari, and Maragahh, 1995). However, one criticism of the current TAM 

studies is that there are very few investigations target at the study of the factors (i.e., the external 

variables) that affect the PU and PEOU (Gefen and Keil, 1998). In order to address this issue, 

Venkatesh and Davis (1996) used three experiments to investigate the determinants of perceived 

Ease of Use. The results showed that general Computer self – efficacy significantly affects 

perceived Ease of Use at all time, while Objective Usability of the system affects users’ 

perception after they have direct experience with the system.  

 Furthermore, Venkatesh and Davis (2000) developed and tested a TAM2 model by including a 

number of determinants to perceived Usefulness into the new model (see figure 1-4). It is a 

theoretical extension of the Technology Acceptance Model that explains perceived Usefulness 

and Usage Intentions in terms of social influence processes (Job Relevance, Output Quality, 

Result Demonstrability and Perceived Ease of Use). 
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Figure 1- 4 Technology Acceptance Model (TAM2) 

 

Source: Venkatesh and Davis (2000) 
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2.2.8 Diffusion of Innovation 

Innovation of Diffusion Theory (IDT) is a model that explains the process by which innovations in 

technology are adopted by users. Rogers defines an innovation as “an idea, practice, or object that is 

perceived as new by an individual or other unit of adoption” (Rogers, 1995). Diffusion is defined as “the 

process by which an innovation is communicated through certain channels over time among the members 

of a social system.” So, it follows that Innovation Diffusion theory focuses on explaining how new ideas 

and concepts gain widespread adoption. 

 

Innovation Diffusion Theory considers a set of attributes associated with technological innovations that 

affect their rate of widespread adoption. Rogers defines these attributes as: 

Relative advantage – “The degree to which an innovation is perceived to be better than the idea it 

supersedes.” 

Compatibility – “The degree to which an innovation is perceived as consistent with the existing values, 

past experiences, and needs of potential adopters.” 

Complexity – “The degree to which an innovation is perceived as relatively difficult to understand and 

use.” 

Trialability – “The degree to which an innovation maybe experimented with on a limited basis.” 

Observability – “The degree to which the results of an innovation are visible to others.” 

Among these attributes, only relative advantage, compatibility and complexity are consistently related to 

innovation adoption (Chen et al., 2000) 

Rogers reviewed nearly 1500 studies where variants of IDT are used to investigate the adoption of 

technological innovations in an array of settings including agriculture, healthcare, city planning, financial 

sectors, and economic development. A smaller set of studies focus on, how these attributes influence 

behavioral intention and use. Rogers developed his IDT constructs by identifying the product attributes 

that most greatly influenced adoption. 
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2.3 FRAMEWORKS ASSOCIATED WITH THE ADOPTION AND USE OF CYBERSECURITY IN 

FINANCIAL INSTITUTION IN DEVELOPING COUNTRIES. 

 

Perks and Beveridge (2003) consider frameworks as “a reasoned, cohesive, adaptable, vendor-

independent, domain neutral and scalable conceptual foundation for detailed architecture 

representation”.  

On the other hand, as defined in the NIST (2014) A Framework is defined as “a set of 

cybersecurity activities, desired outcomes, and applicable references that are common across 

critical infrastructure sectors”. 

There are several frameworks for ICT Governance which relates to Cybersecurity. The most 

widely used frameworks for cybersecurity are: ISO27000 series, COSO, COBIT, NIST, and 

PCIDSS (Rajendra et al., 2016).  

These frameworks have different profiles and methodologies used in each benchmarks in 

implementing cybersecurity for organisations. Having the aspects of cybersecurity adoption and 

use in the financial sector in developing countries the researcher discusses the commonly used 

cybersecurity frameworks or standards in the world. 

2.3.1 COSO Framework 

The COSO Framework is a framework that was designed by the Committee of Sponsoring 

Organisations of the Treadway Commission. COSO was formed in 1985 to sponsor the National 

Commission on Fraudulent Financial Reporting (the Treadway Commission). The Treadway 

Commission was originally jointly sponsored and funded by five main professional accounting 

associations and institutes headquartered in the United States: the American Institute of Certified 

Public Accountants (AICPA), American Accounting Association (AAA), Financial Executives 

International (FEI), Institute of Internal Auditors (IIA) and the Institute of Management 

Accountants (IMA). The Treadway Commission recommended that the organizations sponsoring 

the Commission work together to develop integrated guidance on internal control. These five 

organizations formed what is now called the Committee of Sponsoring Organizations of the 

Treadway Commission. 
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The COSO framework defines internal control as a process, effected by an entity's board of 

directors, management and other personnel, designed to provide "reasonable assurance" 

regarding the achievement of objectives in the following categories: 

 Effectiveness and efficiency of operations 

 Reliability of financial reporting 

 Compliance with applicable laws and regulations. 

 Safeguarding of Assets (MHA) 

2.3.1.1 Five framework components 

The COSO internal control framework consists of five interrelated components derived from the 

way management runs a business. According to COSO, these components provide an effective 

framework for describing and analyzing the internal control system implemented in an 

organization as required by financial regulations. 

 The five components are the following: 

Control environment: The control environment sets the tone of an organization, influencing the 

control consciousness of its people. It is the foundation for all other components of internal 

control, providing discipline and structure. Control environment factors include the integrity, 

ethical values, management's operating style, delegation of authority systems, as well as the 

processes for managing and developing people in the organization. 

Risk assessment: Every entity faces a variety of risks from external and internal sources that 

must be assessed. A precondition to risk assessment is establishment of objectives and thus risk 

assessment is the identification and analysis of relevant risks to the achievement of assigned 

objectives. Risk assessment is a prerequisite for determining how the risks should be managed. 

Control activities: Control activities are the policies and procedures that help ensure 

management directives are carried out. They help ensure that necessary actions are taken to 

address the risks that may hinder the achievement of the entity's objectives. Control activities 

occur throughout the organization, at all levels and in all functions. They include a range of 
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activities as diverse as approvals, authorizations, verifications, reconciliations, reviews of 

operating performance, security of assets and segregation of duties. 

Information and communication: Information systems play a key role in internal control 

systems as they produce reports, including operational, financial and compliance-related 

information that make it possible to run and control the business. In a broader sense, effective 

communication must ensure information flows down, across and up the organization. For 

example, formalized procedures exist for people to report suspected fraud. Effective 

communication should also be ensured with external parties, such as customers, suppliers, 

regulators and shareholders about related policy positions. 

Monitoring: Internal control systems need to be monitored—a process that assesses the quality 

of the system's performance over time. This is accomplished through ongoing monitoring 

activities or separate evaluations. Internal control deficiencies detected through these monitoring 

activities should be reported upstream and corrective actions should be taken to ensure 

continuous improvement of the system. 
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Table 2.1: COSO framework 

Internal Control Component  Principles  

Control environment   

1. Demonstrate commitment to integrity 

and ethical values  

2. Ensure that board exercises oversight 

responsibility  

3. Establish structures, reporting lines, 

authorities and responsibilities  

4. Demonstrate commitment to a competent 

workforce  

5. Hold people accountable  

 

Risk assessment   

6. Specify appropriate objectives  

7. Identify and analyze risks  

8. Evaluate fraud risks  

9. Identify and analyze changes that could 

significantly affect internal controls  

 

Control activities   

10. Select and develop control activities 

that mitigate risks  

11. Select and develop technology controls  

12. Deploy control activities through 

policies and procedures  

 

Information and communication   

13. Use relevant, quality information to 

support the internal control function  

14. Communicate internal control 

information internally  
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15. Communicate internal control 

information externally  

 

Monitoring   

16. Perform ongoing or periodic 

evaluations of internal controls (or a 

combination of the two)  

17. Communicate internal control 

deficiencies  

 

 

There are certain limitation as the Framework recognizes that as internal control provide 

assurance of achieving the organizations objective, but limitations do exist as internal controls do 

not overcome bad judgments, external events etc. which can cause failure to achieve its 

operational goals. Organizations can face the failure from multiple factors:  

 Breakdown due to human failures.  

 Cases in which management override internal control.  

 External event beyond the organizations control.  

 Mistakes due to human intervention.  

 

2.2.3 National Institute of Standards and Technology Framework 

 

The Framework provides a common language for understanding, managing, and 

expressing Cybersecurity risk both internally and externally. It can be used to help identify and 

prioritize actions for reducing Cybersecurity risk, and it is a tool for aligning policy, business, 

and technological approaches to managing that risk. It can be used to manage Cybersecurity risk 

across entire organizations or it can be focused on the delivery of critical services within an 

organization. Different types of entities including sector coordinating structures, associations, 

and organizations can use the Framework for different purposes, including the creation of 

common Profiles(Matousek & Sanford 2013). 



30 
 

The Nist framework concentrates on mitigating risks with in the infrastructure of the 

organisation all the way from the governance aspect to the hardware aspect of the organisation. 

The figure below summarises the NIST core framework; 

 

Figure 2-7: The NIST Core Framework 

2.2.4 COBIT Framework (IT Governance Framework) 

COBIT (Control objective for information and related technology) is a framework for 

developing, implementing, monitoring and improving Information technology governance 

and management practices (Rajendra et al., 2016).  The COBIT framework was published 

by ISACA (Information Systems Audit and Control Association) in 1996. The framework 

supports organization governance by aligning IT goals with business goals. It helps 

enterprises to drive optimal value from IT by maintaining balance between resources use, 

benefits and optimizing risk levels. Adoption of COBIT allows organizations to achieve the 

following goals:  

 Alignment of IT with the business goals.  

 Increase in the importance of IT to business.  

 Risk reduction.  

 Continual improvement of IT.  

 Development of goals and scorecards for measurement of IT in a structured way. 
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COBIT describes a method for controlling the risks arising from the use of IT to support 

business-related processes (BSI-standard 100-1, 2008). From the various standards available, 

only COBIT fully addresses the entire spectrum of IT governance duties (Jimmy, 2012). 

 

COBIT version 5 is the current version of COBIT and the complete package consists of: The 

Executive summary, Governance and Control Framework, Control Objectives, Management 

Guidelines, Implementation Guide and IT Assurance Guide (ISACA, 2016) 

 

2.3.4 PASS 555 Framework 

PAS 555 supplies a holistic framework for effective Cybersecurity which not only considers the 

technical aspects, but also the related physical, cultural and behavioural aspects of an 

organization’s approach to addressing cyber threats, including effective leadership and 

governance. 

Through this approach, PAS 555 enables organizations to: 

 Focus investment in the most appropriate way, minimising potential losses and improving 

operational effectiveness and efficiency; 

 Develop organisational resilience by improving loss prevention and incident 

management; 

 Identify and mitigate Cybersecurity risk throughout the organisation. 

PAS 555 applies to the whole organization and its supply chain, avoiding the dangers that can 

arise when the security measures fail to cover the whole of the business. It is an adaptable 

approach which can apply to any organization, whatever its size or type, whether commercial, 

not-for-profit or public sector. 

PAS 555’s flexibility allows an organization to utilize its own defined processes or the adoption 

of other standards and management systems to achieve its intended Cybersecurity ends.  

PAS 555 can be used alone, but is also compatible with many major security standards, such as 

ISO20000-1, ISO27001, ISO22301 and ISO31000. 
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2.2.6 Payment Card Industry- Data Security Standard (PCIDSS) 

PCIDSS is a cybersecurity / information security standard for companies and 

organizations that handle branded credit and debit cards. These include the likes of; Visa, 

Mastercard, American Express, among others. The PCIDSS standards where developed by the 

Payment Card Industry Security Council. The standards were developed to increase controls 

around the cardholder data so as to mitigate the risk of credit / debit card fraud(PCI DSS 

Compliance, 2016).  

The first ever PCIDSS standard was released in 2004, this was as a result of five different 

programs namely; Visa's Cardholder Information Security Program, MasterCard's Site Data 

Protection, American Express' Data Security Operating Policy, Discover's Information Security 

and Compliance, and the JCB's Data Security Program were started by card companies.  

There intentions were roughly similar: in that they wanted to create an additional level of 

protection for card issuers by ensuring that merchants meet minimum levels of security when 

they stored, processed and transmitted cardholder data. 

The Payment Card Industry Security Standards Council (PCI SSC) was then formed and these 

companies aligned their individual policies to create the PCI DSS framework. 

The PCIDSS looks at twelve requirements for compliance, setup in six groups known as control 

objectives. Each version of the PCIDSS contains all these requirements and has them divided 

into sub requirements differently. However the twelve high requirements have not changed since 

the setup of the standard (PCI DSS Quick Reference Guide Understanding the Payment Card Industry 

Data Security Standard version 2.0, 2010).  
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Table 2.2: PCIDSS Framework Requirements 

Control objectives PCI DSS requirements 

Build and maintain a secure 

network 

1. Install and maintain a firewall configuration to protect cardholder 

data 

2. Do not use vendor-supplied defaults for system passwords and 

other security parameters 

Protect cardholder data 

3. Protect stored cardholder data 

4. Encrypt transmission of cardholder data across open, public 

networks 

Maintain a vulnerability 

management program 

5. Use and regularly update anti-virus software on all systems 

commonly affected by malware 

6. Develop and maintain secure systems and applications 

Implement strong access control 

measures 

7. Restrict access to cardholder data by business need-to-know 

8. Assign a unique ID to each person with computer access 

9. Restrict physical access to cardholder data 

Regularly monitor and test 

networks 

10. Track and monitor all access to network resources and 

cardholder data 

11. Regularly test security systems and processes 

Maintain an information security 

policy 
12. Maintain a policy that addresses information security 
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2.2.7 ISO 27000 Series Framework 

International Organization for Standardization (ISO), founded on February 23, 1947, 

promulgates worldwide proprietary industrial and commercial standards, has headquarters in 

Geneva, Switzerland (Heru et al., 2011).ISO is ''the world's largest developer and publisher of 

international standards in a wide area of subjects including information security management 

systems and practices” (Munirul et al., 2011). ISO as international standardization body is 

issuing standards in many areas including IT and its security management systems. These 

standards could either be applied by the member countries (which are around 163 out of 203 

countries as Heru et al., (2011) explained ) as they are or can be customized to national current 

development situation and requirements. Implementations of these standards help organizations 

to effectively manage their information systems security. 

ISO27001:2005 Standard The international standard of ISO/IEC 27001 is one of the ISO 

standards which specify the requirements for establishing, implementing, operating, monitoring, 

reviewing, maintaining and improving documented ISMS within an organization (ISO/IEC 

27001-2 & Yigezu, 2011). ISO/IEC 2700-2 (2005) standard is derived from the BS 7799:2, 

2002, which is meant for Information Security Management System – Requirements and it 

covers all type of organization (Yigezu, 2011).  

Due to the complexity of information technology and the demand for certifications, numerous 

manuals, standards and national norms for information security have emerged over the past 

several years. The ISO/IEC 27001 "Information Technology – Security Techniques – 

Information Security Management Systems Requirements Specification" is the first 16 

international standard for management of information security that also allows certification (BSI-

standard 100-1, 2008). As stated in ISO/IEC 27001-2 (2005) and summarized by Yigezu (2011) 

this standard contains security recommendations for 12 Security domains which include: 

1. Security policy - management direction;  

2. Organization of information security - governance of information security;  

3. Asset management - inventory and classification of information assets;  

4. Human resources security - security aspects of employee joining and leaving 

organization;  

5. Physical and environmental security - protection of computer security;  
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6. Communications and operations management - management of technical security;  

7. Access control - restriction of access control to systems, resources and network facilities;  

8. Information systems acquisition, development and maintenance - building security into 

applications;  

9. Information security incident management - anticipating and responding to security 

breaches;  

10. Business continuity management - protecting, maintain and recovering business critical 

systems, processes and assets;  

11. Compliance - ensuring compliance with organizational standards, policies, rules and 

regulations, procedures and norms; and  

12. Risk assessment - analysis, planning, controlling and monitoring of implemented 

solutions and measures.  
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ISO/IEC 27001:2005 is always implemented together with ISO/IEC 27002:2005 (Yigezu, 2011). 

Figure 2.8   Main contents of ISO/IEC 27002: 2005 adopted from (Yigezu, 2011) 
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2.2.8 Theory and Framework Comparisons 

 

In conclusion after analysing through some of the theories and the various sections that are 

covered in regards to Cybersecurity the most viable theories to consider are the Technology 

Acceptance model, Expansion Technology Acceptance Model, and the Diffusion of Innovation 

Theory. This is because they majorly look at the adoption and use of technology looking at the 

main three pillars within an organisation that being the strategic, tactical and operational and thus 

being able to guide users on accepting the business, processes and technology that is used within 

the financial sector.  These theories will work Hand-in hand with a framework designed by the 

researcher comprising of various elements of the different Cybersecurity frameworks, 

encompassing the NIST framework, COSO framework, ISO 27001 and 27002 frameworks, 

COBIT framework and PCI framework which look at the overall state of Cybersecurity 

providing solutions on how best to improve on the adoption and usage of Cybersecurity 

measures within the Financial Sector. 
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CONCLUSION 

In conclusion the researcher realises that Cybersecurity threats are an ever growing problem 

within the financial sector as seen in the literature review above which clearly depicts constant 

rise in cyber warfare and threats within the world at a geographical level highlighting the major 

types of cybercrime ranging from External threats, and Internal threats as seen in the literature 

review above. This can be noted by looking at the trend in developed countries as well as 

penetrating the developing countries more and more, implying that with an increase in 

technology advancement, infrastructure and Internet usage the rise of threats also increases.  

As the researcher looks at the Methodology needed to ensure proper adoption and use of 

Cybersecurity to provide information assurance within the financial sector, she looks at the 

current trends and frameworks that are being used in the financial sector and how best they can 

be, fully utilized to come up with a probable solution to mitigate the risk factors that are seen in 

the adoption and use of Cybersecurity with the financial sector so as to promote information 

assurance.  
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CHAPTER THREE 

RESEARCH DESIGN AND METHODOLOGY 

3.0 Introduction 

 

This chapter presents what research design and method was employed to answer the 

research questions formulated. Review of the research methods: qualitative, quantitative and 

mixed research methods are made and choice of the research methods and the reasons for 

that is stated. As a result the researcher mainly concentrates on qualitative research and this 

is explained further in the research.  Questions answered in this part are: What research 

paradigm is used? How samples for the study are selected and why? What data collection 

techniques are employed? How data is analysed?  

 

3.1 Research Design 

A conceptual Cybersecurity Framework development process has followed the following main 

research design components and steps which guide the research process. The research design acts 

as the guidance of the research, in that the student researcher preferred to use the combination of 

Action Research as well as Design Research. (Kothari &Robert, 2007) 

This can be seen in the context where by,   

3.1.1 Main Research Design Components 

The student researcher preferred the following research design methods so as to come to a 

probable response in terms of respondents input towards the research questions so as to come up 

with a plausible solution to the impending gaps within the adoption and use of Cybersecurity in 

the financial sector in developing countries especially in the Ugandan financial sector. 

a. Literature Review: 

This research starts with a literature review focusing on the objectives of the study, so as to be 

able to analyse the gaps within the adoption and use of Cybersecurity by studying the current 

cybercrimes with the financial sector. 
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b. Assessing the current extent of Cybersecurity governance in the financial sector: 

Qualitative methodology was applied to access the current Cybersecurity governance in the 

financial sector. The backing behind the selection of the mixed methods design is to get a better 

understanding of the problem identified in the research and come up with viable solutions to 

mitigate the problem.  In addition to the above there was minimal quantitative analysis carried 

out as a way to justify the emphasis made through the qualitative analysis. 

The mixed method would allow for both text and statistical data collection and analysis, and 

would permit more flexibility when designing questions for survey interviews (Questionnaires 

and face- to-face interviews), i.e. both open and close-ended questions. 

c. Using a Cybersecurity capability maturity model: 

The Cybersecurity capability maturity model helps the student researcher to assess some of the 

arising questions in the research. For instance by using the questionnaires and interviews as a 

way to measure the level of Cybersecurity adoption and use in the financial sector in developing 

countries. 

d. Propose a conceptual Cybersecurity framework: 

The conceptual Cybersecurity framework was modelled based on literature review findings and 

the assessment result of the current Cybersecurity framework.  

The overall thesis structure is governed by the following main research design components and 

steps as shown below: 

 

 

 

 

 

 

 

 



41 
 

 

Figure 3-1. Depicts the research design and steps 

 

 

 

 

 

 

 

 

 

 

3.1.2 Steps that have been taken during this study 

1. Conducting the literature review to capture the gaps in Cybersecurity adoption by 

studying the various cybercrimes in the financial sector; In addition to the above the 

literature review captured the various Cybersecurity frameworks used in the financial 

sector. 

2. Assessing the current state of Cybersecurity adoption and use in the financial sector. 

3. The data that was collected from the sample space was analyized. 

4. The findings resulting from the data analysis were discussed with respect to the research 

questions. 

5. The findings are interpreted within the context of the frameworks and capability maturity 

model. 

6. The capability maturity model was used to assess the level the financial sector is at in 

terms of Cybersecurity adoption and use.  

7. Incorporation of a sound feedback was done from the analysis into a proposed conceptual 

Cybersecurity maturity model. 
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8. The thesis is concluded with a summary of the findings and the final proposed 

Cybersecurity maturity model. 

 

3.2 RESEARCH METHODOLOGY 

This is primarily exploratory research making it.  It is used to gain an understanding of 

underlying reasons, opinions, and motivations. It provides insights into the problem or helps to 

develop ideas or hypotheses for potential quantitative research. Qualitative Research is also used 

to uncover trends in thought and opinions, and dive deeper into the problem. Qualitative data 

collection methods vary using unstructured or semi-structured techniques. Some common 

methods include focus groups (group discussions), individual interviews, and 

participation/observations. The sample size is typically small, and respondents are selected to 

fulfil a given quota. 

3.2 Area of Study 

The area of study mainly looked at the adoption and use of cybersecurity in the financial sector 

in developing countries. In that it studies how best the developing countries can adopt and use 

the benefits and crucial areas within cybersecurity to ensure information assurance. 

3.3 Study population 

The study population for the research is comprised of the banking sector, micro finance sector 

and the telecom sector (mobile money).  Under the banking sector the student research looked at 

five banks; in the microfinance sector the researcher studies two microfinance institutes and in 

the telecom sector the researcher looks at two telecom companies in Uganda. 
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3.4 Sampling Procedures 

3.4.1 Sample Size 

Sampling scope refers to a list or set of direction that identifies the target population. Thus, the 

target population of this study is those 5 (five) selected Banks, 2(two) Micro Finance Institutions 

and 2(two) Telecom companies. 

3.4.2 Sampling Techniques 

It is incumbent on the researcher to clearly define the target population. There are no strict rules 

to follow, and the researcher must rely on logic and judgment. The population is defined in 

keeping with the objectives of the study. This is because the sample size is small and as a result 

the researcher is looking at attaining the best out the limited sample size. 

Sometimes, the entire population will be sufficiently small, and the researcher can include the 

entire population in the study. This type of research is called a census study because data is 

gathered on every member of the population. 

Usually, the population is too large for the researcher to attempt to survey all of its members. A 

small, but carefully chosen sample can be used to represent the population. The sample reflects 

the characteristics of the population from which it is drawn. 

Sampling methods are classified as either probability or nonprobability. In probability samples, 

each member of the population has a known non-zero probability of being selected. Probability 

methods include random sampling, systematic sampling, and stratified sampling. In 

nonprobability sampling, members are selected from the population in some nonrandom manner. 

These include convenience sampling, judgment sampling, quota sampling, and snowball 

sampling. The advantage of probability sampling is that sampling error can be calculated. 

Sampling error is the degree to which a sample might differ from the population. When inferring 

to the population, results are reported plus or minus the sampling error. In nonprobability 

sampling, the degree to which the sample differs from the population remains unknown. 

Random sampling is the purest form of probability sampling. Each member of the population 

has an equal and known chance of being selected. When there are very large populations, it is 
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often difficult or impossible to identify every member of the population, so the pool of available 

subjects becomes biased. 

Systematic sampling is often used instead of random sampling. It is also called an nth name 

selection technique. After the required sample size has been calculated, every nth record is 

selected from a list of population members. As long as the list does not contain any hidden order, 

this sampling method is as good as the random sampling method. Its only advantage over the 

random sampling technique is simplicity. Systematic sampling is frequently used to select a 

specified number of records from a computer file. 

Stratified sampling is commonly used probability method that is superior to random sampling 

because it reduces sampling error. A stratum is a subset of the population that share at least one 

common characteristic. Examples of stratums might be males and females, or managers and non-

managers. The researcher first identifies the relevant stratums and their actual representation in 

the population. Random sampling is then used to select a sufficient number of subjects from each 

stratum. "Sufficient" refers to a sample size large enough for us to be reasonably confident that 

the stratum represents the population. Stratified sampling is often used when one or more of the 

stratums in the population have a low incidence relative to the other stratums. 

Convenience sampling is used in exploratory research where the researcher is interested in 

getting an inexpensive approximation of the truth. As the name implies, the sample is selected 

because they are convenient. This nonprobability method is often used during preliminary 

research efforts to get a gross estimate of the results, without incurring the cost or time required 

to select a random sample. 

Judgment sampling is a common nonprobability method. The researcher selects the sample 

based on judgment. This is usually and extension of convenience sampling. For example, a 

researcher may decide to draw the entire sample from one "representative" city, even though the 

population includes all cities. When using this method, the researcher must be confident that the 

chosen sample is truly representative of the entire population. 

Quota sampling is the nonprobability equivalent of stratified sampling. Like stratified sampling, 

the researcher first identifies the stratums and their proportions as they are represented in the 



45 
 

population. Then convenience or judgment sampling is used to select the required number of 

subjects from each stratum. This differs from stratified sampling, where the stratums are filled by 

random sampling. 

Snowball sampling is a special nonprobability method used when the desired sample 

characteristic is rare. It may be extremely difficult or cost prohibitive to locate respondents in 

these situations. Snowball sampling relies on referrals from initial subjects to generate additional 

subjects. While this technique can dramatically lower search costs, it comes at the expense of 

introducing bias because the technique itself reduces the likelihood that the sample will represent 

a good cross section from the population. 

3.5 Data Collections Methods and Instruments 

Generally, three types of instruments, namely: questionnaire, Document analysis and interview 

were employed for the data collection. The primary data was collected through questionnaires 

(structured) and interview (unstructured and structured). 

3.5.1 Questionnaire 

A set of questionnaires were designed based on the Strategic, Tactical and Operational aspects 

within the organization in relation to the adoption and use of cybersecurity in the financial sector 

in developing countries . The question items are open and closed on practices and status in 

Cybersecurity Management process. The questioners were prepared and distributed to ICT 

department, Human Resource department, Audit department, Procurement department, Finance 

department and Top management of the respective sampled Banks, Microfinance institutions and 

Telecom companies. The questionnaire developed for the ICT department had 29 questions, HR 

department had 23 questions, the Procurement department had 12 questions, the Finance 

department had 19 questions, the Audit department had 18 questions and the Governance team 

(Senior Management, Top Management) had 33 questions in three categories. The first section 

dealt with the policy-related. The second section inquired about the strategy of the financial 

sector in the aspect of cybersecurity. And the third section deals with the HR aspect of 

Cybersecurity interms of the people, processes and technology. 



46 
 

3.5.2 Interview 

Informal information about interviewees’ experience and knowledge has been collected by the 

researcher prior to conducting an interview. They possess the experience and perspective in 

cybersecurity adoption and use that this research wishes to understand. Given the cybersecurity 

management experience and background of potential interviewees, purposive sampling method 

seems the most logical choice for data collection in this research (Anene & Annette, 2007). The 

main purpose of this interview session is to supplement and increase the validity and reliability 

of the information obtained through the questionnaire. 

3.4.3 Document Analysis 

Document analysis was made as believed necessary. Printed materials; books, journal articles, 

conference proceedings, and internet sources were used to know the subject area in depth, and 

assess other countries experiences in fighting against their Information systems and 

cybersecurity threats. 

3.6 Quality Control Methods 

3.6.1 Validity 

According to Sekaran (2000), validity refers to the ability of the instruments to measure what the 

researcher intends to measure, not another concept altogether. This was measured by seeking 

expert opinion as to whether the items represent the concepts to be studied. Before setting out to 

find opinion of experts, in the area of study and questionnaire construction, the advice and 

opinion of my supervisor will be sought. Content validity in this study will be ensured through 

testing some questions on a small group prior to the field of research. Questions will be 

evaluated using the five likert scale of strongly agree, agree, undecided, disagree and strongly 

disagree. The content validity index (CVI) will be obtained by dividing the number of items 

declared relevant by the total number of items. 

3.6.2 Reliability 

A test- retest method of assessing reliability of data which involves administering the same 

instrument twice to the same group of subjects will be carried out. A correlation of the two sets 

of scores will be carried out and results evaluated. Where the stability coefficient will become 

0.7 or above, the conclusion will be that the test has good test–retest reliability and if it is below 
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the set reliability coefficient then there will be need to use other measures. Using Alpha 

Cronbach reliability test, values will be obtained for interpretation (Mugenda & Mugenda, 2003). 

 

3.7 Pilot Study 

In order to assess the relevance of the instruments designed to collect data for the study, the pilot 

study was conducted in one of the sample Banks and one of the sample Micro finance 

Institutions. The aim was to find out and avoid ambiguity, omissions and misunderstanding of 

each item. Using the relevant comments from results of the pilot study and suggestions of the 

advisor corrections were made. Some of the changes that have been made are: The 

Questionnaires were adjusted to cover the three categories of emphasis which are the Policy, 

Strategy and Human resource, also by using a sample questionnaire the research student with the 

help of the supervisor realised that some questions in the questionnaire would have been ideal to 

assess the results of the questionnaire thus they were removed from the final questionnaires that 

were distributed out to the financial organisations. 

3.8 Data management and Processing 

The student researcher collected the data through questionnaires and face to face interviews, and 

analyse it to assess how each sample study has used and adopted cybersecurity within the 

financial sector, what gaps they have seen and what plausible solutions they have advised. 

3.9 Data Analysis 

Data was gathered using online questionnaires, and face to face interviews were carried out and 

continually edited, later coded and exported to SPSS computer programme for analysis. 

Descriptive statistics was used to describe the distribution of scores or measurements. 

Measurements like mode, mean and median will be used to identify the score that will occur 

most frequently, the average set of scores and the medium score respectively. Likewise, data 

gathered from key informants using an interview guide, and documentary review will be edited 

and sorted to give it some meaning. Information recorded verbatim will help the researcher to 

compare with the responses from the general survey questionnaires so as to arrive at an informed 
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conclusions about the subject of study.  Relevant literature will also be used to compare, discuss 

and analyse the findings. 

3.10 Ethical Considerations 

The goal of ethics in research is to ensure that no one is harmed or suffers adverse 

consequences from research activities (Cooper&Schindler, 2001).  The following were done 

to ensure that the respondents’ rights are protected: 

 Informed consent was sought and appropriate documentation was kept  

 Questionnaires were coded guarantee anonymity as one of the respondents was not 

named at any time during the research or in the subsequent study. 

 Respondents were selected for their willingness to participate without compulsion, 

and no risk of exposure of the respondents could be identified at any stage during the 

research. 

3.11 Limitations of the study 

1. The limitation of the study is due to the sensitivity of the information required from the 

sampled organisations, there might not be full openness in terms of getting the required 

information thus resulting into some of the data not being fully accurate. 

2. Due to the limited time frame the researcher was unable to collect as much data as 

possible from the organisations sampled interms of face to face interview. In that some 

organisation where not easily accessible and some users where not willing to be 

interviewed. 

Conclusion 

In conclusion the student researcher mainly focused on qualitative research, and this was 

achieved through the use of online questionnaires, face to face interviews both structured and 

unstructured following the three main categories in regards to the adoption and use of 

cybersecurity in the financial sector and these are; strategic, policy, and human resources. 
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CHAPTER FOUR: 

PRESENTATION, ANALYSIS AND DISCUSSION OF FINDINGS 

4.0 INTRODUCTION 

During the presentation and analysis of the information captured through the various streams of 

data collection, the researcher critically analyses the adoption and use of cyber security within 

the financial sector in developing countries with much emphasis on the Ugandan Financial 

sector.  This is achieved through the various interviews and questionnaires that were 

administered to the various people. 

The chapter looked at exploring and assessing the adoption and use of cyber security within the 

financial sector in developing countries. This was done by assessing the data that was acquired 

by the researcher through interviews and questionnaires. The emphasis of the interviews and 

questionnaires was to cover the objectives that had been raised by the researcher in chapter two 

of the research thesis. 

The Questionnaires were divided among departments; Audit, Human Resource, Finance, 

Procurement, and ICT. As the researcher explorers the analysis, she will be able to list each 

department’s responses. 

4.1 Response Rates of respondents 

Response rate (also known as completion rate or return rate) in survey research refers to the 

number of people who answered the survey divided by the number of people in the sample. It is 

usually expressed in the form of a percentage. A low response rate can give rise to sampling bias 

if the non-response is unequal among the participants regarding exposure and /or outcome 

(AAPOR, 2000). In this study, the targeted sample size was 46 but 31 staff responded to the 

questionnaires, 3 respondents participated in the face to face interviews making it a total of 34 

respondents. 
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Table 4.1 Presents the response rates to the study In the case of Adoption and Use of 

Cyber security in the financial sector in developing countries. 

Category of Respondents Sample Size Actual Response Percentage 

Managers/officers/support staff 40 31 77.5% 

Specialists/Directors (CEOs, CISOs, CIOs, 

ICT managers and consultants) 

6 3 50% 

Total 46 34 73.91% 

 

According to Table 4.1 above, out of the 40 questionnaires administered in total, 31 were 

returned fully completed giving a response rate of 77.5%. Out of 6 respondents targeted for 

interviews, 3 were fully interviewed giving a response rate of 50%. The overall response rate of 

the respondents was thus, 73.91%. With that high response rate, the findings of the study were 

representative of the actual population and could therefore be generalized as observed by 

Sekaran (2003). 

4.2 Background Information of the Respondents 

The respondents where a composition of employees from various departments within the 

banking sector and specialists with in the topic of cyber security adoption and use in the financial 

sector in developing countries. In that; The Questionnaires were divided among departments; 

Audit, Human Resource, Finance, Procurement, and ICT. As the researcher explorers the 

analysis, she will be able to list each department’s responses. 

The analysis and presentation breakdown for the questionnaires will therefore be categorized 

according to the departmental responses, while the interview questions will be broken down 

according to the management level and industry standards.  

Bio data 

What is your sex? 
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Figure 4.1 sex per department 

 

 

From the graph above majority of the respondents were male (77%) with only 23% of the 

females; this mighty have been attributed to the fact that men take on technical jobs like IT more 

than women.  As per department most of the female respondents were observed in the finance 

department (33.3%) followed by the Audit department (25%). The question of what is your sex 

was not included on the questionnaire for Human resource department.  
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Figure 4.2   The demand for ICTs Company size 

 

From the graph above 44% of the total number of responses indicated that their company was 

large enterprise (1000+ employees), 34% indicated mid-sized business (i.e., 500-1000) and only 

22% indicated small to medium-sized business; this indicates the increasing demand for cyber 

security in the financial sector. In addition to the above highest percentages for large enterprise 

are observed on the graph in all departments.  

 

 

 

 

 

 

 

25

33.3

0

43.8

0

34

25

22.2

33.3

18.8

50

22

50

44.4

66.7

37.5

50

44

0 10 20 30 40 50 60 70 80

AUDIT %

FINANCE %

HUMAN RESOURCE %

ICT %

PROCUREMENT %

TOTAL %

Large enterprise (1000 + employees)

Mid-sized enterprise (i.e., 500-1000)

Small to Medium-sized business (i.e., 1-500 employees)



53 
 

 

 

Figure 4.3 Vertical markets for ICTs 

 

What vertical market best describes your organization? 

 

 

The data reveals that 39% of the total number of responses noted that the banking sector was a 

vertical market which best described their organization this was most probably because the 

banking sector involves numerous transactions with huge amounts of money (according to an 

interview with Naturinda Hosea). 32% of the responses noted telecom due to the rapid growth of 

money banking in the country and only 29% noted micro finance.   

The table also shows the preferences of the different departments where 66.7% of the responses 

in the Human Resource noted that the banking sector was the best  vertical market for their 

organization,   55.6% of the responses in finance noted micro finance sector,  50% of the 

respondents in Audit noted telecom  sector which was not different from the procurement 

department. 
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How have banks and microfinance institutions moved towards securing use of ICTs and 

mitigating risks? 

AUDIT DEPARTMENT 

Table 4.2 control review and update of registry audit tool 

 Regularly review controls keeping the registry audit tool up to date 

 Frequency % Frequency % 

Yes 4 100 3 75 

No 0 0 1 25 

Total  4 100 4 100 

 

The data reveals that 100% of the responses indicated that the audit department regularly reviews 

controls pertaining to cyber security. Of these three quarters further showed that the registry 

audit tool is always kept up-to-date on the latest developments and does include related cyber 

security issues with only 25% revealing that the registry audit tool is always kept up-to-date. 

Regularly reviewing controls pertaining to cyber security and always keeping the registry audit 

tool up-to-date on the latest developments including cyber security related issues enables the 

audit department to trace for any irregularities within the use of ICTs. 
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FINANCE DEPARTMENT 

Budget  

Table 4.3 cyber budget 

 Budget for cyber budget Is the budget sufficient 

 Frequency % Frequency % 

Yes 4 50 5 62.5 

No 4 50 3 37.5 

Total  8 100 8 100 

 

Similar responses (50% each) were got on issues relating to whether there was a budget to cater 

for cyber security breaches or not. On the other side 62.5% of the responses revealed that the 

budget allocated to the ICT department was sufficient to combat the ICT risks that may arise.  

Having a budget which is sufficient enables banks and financial institutions to have the required 

expertise, equipment, software and infrastructures necessary for securing the use of ICTs and 

mitigating risks.  

Figure 4.5 Financial policy 

 

Do you have a financial policy? 

 

Yes
100%

No
0%
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The data reveals that 100% of the responses indicated that there was a financial policy. Of these 

77.8% revealed that the financial policy uses the guideline of validation of data in the system. 

55.6% of the responses indicated that that the policy uses the guidelines of physical security, 

maintenance of controls and completeness of control tasks as shown in the below  

Figure 4.6 Guidelines for mitigating cyber security risks in the financial policy 

 

Validation of data in the system endorses and justifies that the data in the ICT system. In addition 

physical security, maintenance of controls and completeness of control tasks eliminates any 

possibilities of insecurities and risks  

 

HUMAN RESOURCE 

Table 4.4 Applicant commitment and recruitment checks 

 Applicants Agree& abide to 

policies, standards and guidelines 

Applicants Sign 

declaration forms 

Recruitment checks 

 Frequency % Frequency % Frequency % 

Yes 3 100 3 100 3 100 

No 0 0 0 0 0 0 

Total  3 100 3 100 3 100 

 

The data reveals that 100% of the responses agreed that their organization ensure that individuals 

agree and abide by all the policies, standards and guidelines for protecting information and 

physical assets against security threats regardless of type of origin. 100% of the responses agreed 

that their organization confirm that, as part of the HR process all employees, accessing and/ or 

operating critical infrastructure sign declaration forms acknowledging their obligation to abide 

77.80%

55.60%

55.60%

55.60%

Validation of data in the system

Completeness of control tasks

 Maintenance of controls

Physical security
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by related industry standards and also that the organizations carry out Recruitment checks such 

as level of training in the set field and experience of staff in the field of expertise. 

In addition to the above, the human resource department of the organization also conducts 

checks to verify the identity of the candidate by conducting using government or third party 

issued documents such as passports or similar forms of identification, establish whether the 

applicant has the right to work in Uganda, check the candidate's employment record validating 

the completeness and accuracy of the curriculum vitae, obtain satisfactory character references 

about the applicant, establish whether the applicant is qualified for the job they applied for by 

confirming the claimed academic and professional qualifications, maintain an up to date 

personnel records file of all staff/ employees of the organization and ensure that security 

clearances undergo regular review.   

This guarantees confidentiality, hiring of the required expertise and protection of the ICT system. 

ICT DEPARTMENT 

Figure 4.2  mitigation measures for cyber security attacks targeted 

 

Most of the responses (87.5%) revealed that setting up firewalls would mitigate cyber security 

attacks targeted at their organization’s infrastructure / customers, 62.5% indicated setting up of 

access control list/packet filters and 18.8% indicated setting up destination-based remote-

triggered black holes.   

The use of firewalls blocks all unauthorized communications between the machines within the 

organization and the outside world thus ensuring that ICT is secure for use. 

  

62.50%
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12.50%
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Source-based remote-triggered blackholes

Firewalls

 Information not available
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PROCUREMENT DEPARTMENT 

Table 4.5 procurement checks 

 Identifying &evaluation 

of security risks during 

out sourcing 

Accountability 

for managing 

risks 

fully acquainted and 

compliant with the ICT 

policies 

 Frequency % Frequency % Frequency % 

Yes 2 100 2 10

0 

2 100 

No 0 0 0 0 0 0 

Total  2 100 2 10

0 

2 100 

 

The data reveals that 100% of the responses indicated that the procurement department identifies 

and evaluates the security risks related to the outsourcing or offshoring before approving 

contracts for critical infrastructure and services, recognize that they retain accountability for 

managing their information risks even where they outsource ICT systems and services to third 

parties and fully acquainted and compliant with the ICT policies and the organization impact 

assessment processes for ICT suppliers. 

In addition the department abides by the ICT policy to identify, document and incorporate 

security requirements into outsourcing contracts with suppliers and contractors, follows the 

security management plan outlining the strategies for reducing security risks when acquiring 

suppliers and carry out checks to confirm that ICT suppliers are certified. 

These activities performed by the procurement department ensure that the contracted suppliers 

work with the agreed upon terms and conditions, have the required documentation and are 

Competent 
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At which level is Cyber security management placed with the Governance structure of 

financial institutions? 

Figure 4.7 do you have department responsible cyber security 
 

 

A reasonable portion of the responses (40%) indicated that there was a dedicated department/unit 

responsible for cyber security, 33.3% indicated that it was part of another department while 

26.7% revealed that didn’t have a department responsible for cyber security. 

 

 

Does your organization have a chief information security officer? 

Figure 4.8 Does your organization have a chief information security officer? 
 

 

Most of the responses (68.8%) revealed that organizations had a chief information officer with 

only 31.3% of them revealing that they didn’t have a chief information officer. 
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Who does the chief information security officer report to? 

Figure 4.9 Who does the chief information security officer report to? 
 

 

That data reveals that 42.9% of the responses indicated that the chief information security officer 

reports to the chief executive officer, 28.6% of the responses indicated that the chief information 

security officer reports to the chief information officer while 21.4%indicated that the chief 

information security officer  report to anyone available. 

From the analysis above, the Cyber security management is under a department which is headed 

by the chief information security officer who reports mainly to the chief executive officer. 
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What gaps exist in the Cyber security management of financial institutions in regards to 

ICTs? 

Gaps in the cyber security management 

Figure 4.10 Gaps in the cyber security management 
 

 

Most of the responses (66.7%) revealed that bringing in your own device is the greatest risk in 

the Cyber security management of financial institutions in regards to ICTs, 60% of the responses 

indicated insider attackers/ inside threat and email viruses as the greatest cyber security risks. 

46.7% and 40% indicated spam and malware as the greatest cyber security risks. 

Employees bringing in own devices expose the ICTs to viruses, theft of software and above all 

leads to exposure of the software to the outside world which may lead to hacking of systems. 
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What measures can be set in place to improve the Cyber security management within in 

financial institutions? 

Figure 4.11 Cyber security measures being implemented 

 

The data reveals that most of the responses (63.3%) of the in ICT department indicated that 

setting up firewalls would be the best measure to improve on cyber security management, 53.3% 

indicated that data loss prevention/ file encryption (memory) would improve on the cyber 

security management with 46.7% revealing that management of event logs (solution SIEM)is the 

best measure. 40% of the responses indicated safety of endpoints and 33.3% believed in 

vulnerability management as measures to improve on cyber security management. 

The use of firewalls blocks all unauthorized communications between the machines within the 

organization and the outside world thus ensuring that ICT is secure for use. 
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Measures usually taken to mitigate cyber security attacks targeted at organization’s 

infrastructure / customers 

Figure 4.12 Measures usually taken to mitigate cyber security attacks targeted at 

organization’s infrastructure / customers 

 

 

Most of the responses (87.5%) revealed that setting firewalls would mitigate cyber security 

attacks targeted at organization’s infrastructure / customers, 62.5%indicated that the use of 

access control lists/ packet filters  with only 18.8% indicating the use of destination-based 

remote-triggered black holes as cyber security mitigation measures.  
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Budget allocation to the ICT department 

Figure 4.13Percentage of IT-budget spent on security in the last 12 months 
 

 

The data reveals that most of the responses (43.8%) indicated that the IT-budget spent on 

security in the last 12 months was 11-30% with only 16.30% indicating that the percentage  was 

more than 50%. 25% of the responses show that there was no information available. 

However, 56.30% of the responses indicated that the budget increased year to year, with only 

12.5% indicating that the budget was reduced and has not changed. 25% of the responses 

indicate that there was no information available as shown below, 

 

Figure 4.14 Description of year-to-year spending in terms of your cyber /information 

security budget 

 

The results above show that banks and financial institutions keep on increasing their budget for 

cyber security; this makes it possible for the ICT department to have the best qualified 

employees, equipment,  software and infrastructures necessary for ensuring that Cyber security 

management is efficient and effective. 

25%

25%

16.30%

43.80%

0-10%

Information not available

More than 50%

11-30%

56.30%

12.50%

12.50%

0%

25%

Budget increased

Budget has not changed

Budget was reduced

No information security…

 Information not available



65 
 

 

The data reveals that 100% of the responses indicated that investing in training of staff and 

recruiting more skilled labour were the cyber security expenditures that dominated the budget 

according to the respondents from the procurement department. However, according to the 

finance department. 

Figure 4.15Employee training to raise cyber security awareness 

 

 

A reasonable portion of the responses (30%) indicated that employees are trained through 

general training with 26.7% indicating that they are trained through other trainings to raise cyber 

security awareness. 20% of the responses reveal that employees are trained according to job role 

and function with only 13.3% revealing that employees are not trained.  
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Training of the employees equips them with skills and knowledge of handling the latest software, 

equipment, threats, breaches, hacker tactics and also builds confidence in workers; this enables 

greatly improves on the cyber security management.  

 

Performing vulnerability Assessment and Penetration Testing  

Figure 4.16performing vulnerability Assessment and Penetration Testing 
 

 

Most of the responses (50%) revealed that their organizations perform vulnerability Assessment 

and Penetration Testing using an external staff, 31% revealed that their organizations perform 

vulnerability Assessment and Penetration Testing but using an internal staff with 13% revealing 

that there was no information available and only 6% saying no. 

This indicates that most organizations perform vulnerability Assessment and Penetration testing 

which enables them to identify all the possible weaknesses in and ways of accessing their 

security systems which may lead to breach of confidentiality, and integrity of the system. 

However, there is need to train more of the internal staff so that the testing is done internally to 

increase confidentiality and avoid leakage of information outside the organization. 

 

 

 

13%

31%
50%

6%

No

Yes, by internal staff

Yes, by external staff

Information not available



67 
 

Ensuring an adequate and appropriate level of cyber security over third parties 

Figure 4.17Ensuring an adequate and appropriate level of cyber security over third parties 
 

 

The data reveals that 75% of the responses indicated that third parties sign confidentiality and/ or 

non-disclosure agreements, 62.5% of them indicate that their institutions control third party 

access to systems and data, these also indicated that the institutions address information security 

issues in contracts as measures to improve on their Cyber security management. 50% of the 

responses indicated that institutions regularly monitor and review third party service 

 

 

Despite the fact that all the above were measures setin place to improve the Cyber security 

management within in financial institutions when placed on balance; most of the responses 
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(73.3%) indicated the use of advanced security technology and performing vulnerability 

assessment and penetrating testing as the  best way of improving on Cyber security management 

within in financial institutions. Relatively high responses (60%) and (53.3%) indicated better 

employee security awareness and continuous skills training respectively as shown by the figure 

15 below.  

Figure 4.18Best ways of improving on Cyber security management within in financial 

institutions. 
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Which Cyber security frameworks are used in the Financial Institutions in developing 

countries?  

AUDIT DEPARTMENT 

Tools used to carry out audit in the organization 

Figure 4.19Tools used to carry out audit in the organization 
 

 

Majority of the responses (75%) indicated that section 3800 IT Audit and Assurance 

management was the tool used to carry out audit in the organization while 25%indicated that 

section 2200 general standards was the tool.  
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FINANCE DEPARTMENT 

Financial policy; 

Figure 4.20Guidelines in the financial policy for mitigating cyber security risks 

 

The data reveals that most of the responses (77.8%) indicated that the financial policy uses the 

guideline of validation of data in the system as way of mitigating cyber security risks. 55.6% of 

the responses indicated physical security, maintenance of controls and completeness of control 

tasks as ways of mitigating cyber security risks.  

Validation of data in the system is proof and justification that the data in the system is accurate 

and secure from risks.  
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ICT DEPARTMENT 

IT process or Security frameworks and / or standards 

Figure 4.20IT process or Security frameworks and / or standards 
 

 

The data reveals that 50% of the responses indicated that ISO/IEC 27000 and regulatory 

standards are the security frameworks and standards adhered to by their organizations. 37.5% 

and 31.3% indicate that ITIL and parent organization standards were the security frameworks 

and standards adhered to by their organizations. 
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Policies and procedure documented and approved by organizations 

Figure 4.21Policies and procedures documented and approved by organizations 
 

 

Majority of the responses (93.3%) revealed that having a documented and approved business 

continuity plans as the Policy and procedure documented and approved by organizations. 66.7% 

and 60% indicated that having information security strategy and information security roadmap 

respectively were the Policies and procedure documented and approved by organizations the 

must be approved . 
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Disaster recovery plan been tested  

Figure 4.22Are there cyber incident scenarios incorporated in the financial institutions’ 

business continuity and disaster recovery plans? 

 

The data reveals that 87% of the responses were in favour of cyber incident scenarios being 

incorporated in the financial institutions’ business continuity and disaster recovery plans with 

only 13% indicating that it’s not incorporated in the financial institutions’ business continuity 

and disaster recovery plans. In addition to the above majority of the responses (75%) indicated 

that the cyber incident scenarios incorporated in the disaster recovery plan had been tested as 

shown by figure 21 below; 

Figure 4.23Have the scenarios incorporated in the disaster recovery plan been tested? 
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PROCUREMENT DEPARTMENT 

Standards and certified companies used when carrying out checks to confirm that ICT 

suppliers are certified 

Figure 4.24Standards and certified companies used when carrying out checks to confirm 

that ICT suppliers are certified 
 

 

The data reveals that 100% of the responses indicated that ISO/IEC standards, Dell and Cisco as 

the standard and certified companies that the procurement department use when carrying out 

checks to confirm that ICT suppliers are certified. 50% of the responses indicated that HP and 

Avaya as the standard and certified companies. 
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4.3 Discussion and Analysis of Findings 

 

How have banks and microfinance institutions moved towards securing use of ICTs and 

mitigating risks? 

 Microfinance institutions through the audit department regularly reviews controls pertaining to 

cyber security and always keep the registry audit tool up-to-date on the latest developments 

including cyber security, related issues enables them to trace for any irregularities within the use 

of ICTs. 

Through the procurement department microfinance institutions identify and evaluate the security 

risks related to the outsourcing or offshoring before approving contracts for critical infrastructure 

and services, recognize that they retain accountability for managing their information risks even 

where they outsource ICT systems and services to third parties and fully acquainted and 

compliant with the ICT policies and the organization impact assessment processes for ICT 

suppliers. 

Microfinance institutions have prepared a cyber-budget which is sufficient to enable them to 

have the required expertise, equipment, software and infrastructures necessary for securing the 

use of ICTs and mitigating risks. 

Microfinance institutions follow and implement a financial policy which includes Validation of 

data in the system, physical security maintenance of controls and completeness of control all 

these eliminates any possibilities of insecurities and risks. 

Through the human resource department microfinance institutions ensure that individuals agree 

and abide by all the policies, standards and guidelines for protecting information and physical 

assets against security threats regardless of type of origin, all employees, accessing and/ or 

operating critical infrastructure sign declaration forms acknowledging their obligation to abide 

1by related industry standards and also that the organizations carry out Recruitment checks. 

Microfinance institutions have setup firewalls with an aim of blocking all unauthorized 

communications between the machines within the organization and the outside world thus 

ensuring that ICT is secure for use. 
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At which level is Cyber security management placed with the Governance structure of 

financial institutions? 

The Cyber security management is under a department which is headed by the chief information 

security officer who reports mainly to the chief executive officer. 

 

Gaps in the Cyber security management of financial institutions  

Employees bring in their devices and  insider attackers/ inside threat were the predominate gaps 

which existed in Cyber security management of financial institutions this is in line with Hamin 

(200) who stated that insiders are in an advantageous position to misuse organizational 

Information systems, due to their familiarity with the system structures and potential weak spots 

in security administration.  Further according to Colwill (2009) security incident perpetrated by 

an insider can impact an organization in various ways. Potential results of insider threat incidents 

could be negative impact on the public image of an organization, negative impact on the revenue 

of an organization or litigation due to disclosure of confidential.  

Measures set to improve the Cyber security management  

The findings show that performing vulnerability assessment and penetrating testing was the best 

way of improving on Cyber security management within in financial institutions which was most 

probably because the testing enables them to identify all the possible weaknesses in and ways of 

accessing their security systems which lead to breach of confidentiality, integrity of the system, 

availability, access control and, non-repudiation which are the five quality attributes compose a 

system’s (Lehtinen, Rick et al 2006). 

The findings reveal that procurement departments ensure that third parties sign confidentiality 

and/ or non-disclosure agreements, have controlled access to systems and data and that their 

services are regularly monitored and reviewed. 

The findings show that employees are trained; this equips them with skills and knowledge of 

handling the latest software, equipment, threats, breaches, hacker tactics and also builds 

confidence in workers; this enables greatly improves on the cyber security management.  
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The results show that banks and financial institutions keep on increasing their budget for cyber 

security; this makes it possible for the ICT department to have the best qualified employees, 

equipment, software and infrastructures necessary for ensuring that Cyber security management 

is efficient and effective. 

The findings reveal that setting firewalls and use of access control lists/ packet filters would 

mitigate cyber security attacks targeted at organization’s infrastructure / customers. The use of 

firewalls blocks all unauthorized communications between the machines within the organization 

and the outside world thus ensuring that ICT is secure for use. 

Cyber security frameworks  

The findings show that ISO/IEC 27000 and regulatory standards were the most used Cyber 

security frameworks which is in agreement with Rajendra et al., 2016 who noted that the most 

widely used frameworks for cyber security included ISO27000 series. The predominate use of 

the ISO/IEC 27000 and regulatory standards might have been attributed to its efficient and 

effective requirements which include Security policy, Organization of information security, 

Asset management Human resources security, Physical and environmental security, 

Communications and operations management , Access control, Information systems acquisition, 

development and maintenance, Information security incident management, Business continuity 

management systems, Compliance and Risk assessment (ISO/IEC 27001-2 & Yigezu, 2011  ) 

The findings reveal that Dell and Cisco were the certified companies that most procurement 

departments preferred to use for their cyber security. “We use Dell or Cisco because they are the 

suppliers of IC’s and cheaper compared to others” (INTERVIEW, participant – Naturinda Hosea).  

The findings reveal that most of the banks and financial institutions have cyber incident 

scenarios incorporated in their documented / approved business continuity and disaster recovery 

plans. In addition, the cyber incident scenarios incorporated in the plans have been tested. 

The data reveals that most banks and financial institutions use the guidelines of validation of data 

in the system, physical security, and maintenance of controls and completeness of control tasks 

in their financial policy as tools for mitigating cyber security risks  

The findings indicate that most of the audit departments use section 3800 IT Audit and assurance 

management as tools for carrying out audit in the organization.  
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CHAPTER FIVE 

 

CONCULUSION AND RECOMMENDATION 

 

 

5.0 Proposed maturity model 

Using a combination of the ESG Cybersecurity maturity model the researcher was able to assess 

and determine and measure the level of cybersecurity adoption and use within the financial 

sector.  

The researcher mainly focused on the ESG model since it mainly looked at the four most crucial 

categories within the research and these were; Philosophy, People, Processes and Technology.  

The model also looks at Organisations within three main categories; Basic Organisations, 

Progressing Organisations and Advanced Organisations. This is because while these categories 

focus on all various organizations and sizes the researcher was able to show that they exhibit 

similarities with regards to their cybersecurity philosophies, their people as well as the processes 

and technology behavioral patterns. This was seen by the researcher in the responses that were 

acquired during the analysis of the research through the questionnaires, interviews and 

respondents feedback. 

During the analysis, the researcher was able to estimate that 30 % of the financial sector players 

fell under the basic organizations (Limited maturity level), 60% of the financial players fell 

under the progressing organizations while 10% of the financial players had actually attained the 

advanced Organisations (Optimizing) 
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Table 5.0 the ESG Cybersecurity Model 

Category Basic Organisations Progressing 

Organisations 

Advanced 

Organisations 

Philosophy Cybersecurity is a 

“necessary evil” 

Adoption and use of 

Cybersecurity must be 

more integrated into 

the business 

Cybersecurity is part 

and partial of the 

cultural norms 

People CISO reports to IT. 

Small security team 

with minimal skills. 

High chances of not 

achieving the goals 

set by the 

organization and 

minimal to poor 

turnover. 

The CISO reports to 

COO or other non-IT 

manager. Larger 

security team with 

some autonomy from 

IT. Workload is still 

overwhelming since 

the staff are minimal 

and not skilled 

enough 

CISO reports to the 

CEO and is active 

with the board. CISO 

is looked at a business 

executive. Large well 

organized staff with 

good working 

environment. Skills 

and staff problems 

persist due to the 

global cybersecurity 

skills shortage. 

Process Very informal and ad-

hoc subservient to IT 

Better Coordination 

with IT processes 

even though they are 

informal, manual, and 

dependent upon 

individual 

stakeholders 

Well documented and 

formal policies and 

guidelines with an eye 

towards more 

scalability and 

automation. 

Technology Elementary security 

technologies with 

simple configurations. 

De-centralized 

security with limited 

More advanced use of 

security technologies 

and adoption of new 

tools for incident 

detection and security 

Building an enterprise 

security technology 

architecture. Focusing 

on incident 

prevention, detection, 
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coordination across 

functions. Focus is on 

prevention and 

regulatory 

compliance. 

analytics. through penetration 

testing and response.  

Adding elements of 

Cybersecurity 

adoption and use.  

Source: Enterprise Strategy group, 2014 

 

Looking at the maturity model the researcher was able to further analyize the current level of 

cybersecurity adoption and use within the financial sector basing on the analysis from the sample 

space these where the findings; 

Profile of Basic Organizations  

As previously mentioned, about 30% of organizations fall into the “basic” category. These firms 

can be described as follows:  Philosophy: Information security is a “necessary evil.” Basic 

organizations have a history of dismissing “good security” and adopting “good enough security.” 

In other words, they tend to cut corners in terms of security investment as much as possible, 

opting for only what’s absolutely necessary. These decisions reflect the fact that basic 

organizations really don’t understand the relationship between IT-based business processes and 

strong security, thus they face a higher level of IT risk than they understand. In many cases, the 

information security focus at basic organizations tends to skew toward elementary threat 

prevention and meeting regulatory compliance requirements rather than protecting IT assets, 

valuable data, and employees or detecting/responding to actual security attacks.  

People: Security administrators and compliance wonks. Cybersecurity is considered an IT 

sub-discipline at basic organizations. As such, they tend to have technology-focused CISOs who 

report to the CIO or another IT manager (if they have a CISO at all). The security group tends to 

be lean, with many standard security tasks handled by the IT staff. Since basic organizations 

consider security a low priority, they can’t recruit top talent, and those security professionals 

they do hire tend to be overworked and frustrated. Not surprisingly, basic organizations 

experience high turnover within the security staff.  

Processes: Tend to be informal and manual. Since the security team is understaffed and 

under-skilled, they tend to spend a lot of time dealing with the emergency Du Jour. This leaves 
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little room for planning, skills development, or creating an appropriate security strategy. Security 

processes tend to be ad hoc as security professionals have limited ability to influence the IT staff 

at large. All security activities depend upon individual skills and techniques rather than formal 

processes. This creates a visible security gap when key personnel leave the organization.  

 Technology: No-frills point tools in logical areas. Basic organizations implement pedestrian 

security technologies like firewalls, endpoint antivirus software, IDS/IPS, and perhaps log 

management tools. Advanced security features are eschewed for fear that they might impact 

performance or disrupt the business. Each tool is implemented and managed on its own with 

little to no interoperability across technology silos. Security monitoring is done on a sporadic 

basis and is skewed toward compliance reporting and auditing rather than situational awareness. 

This leaves basic organizations with visibility gaps between scans and no way to assess their 

overall security status across the entire organization.  

 

Profile of Progressing Organizations  

Over the last few years, the 60% of organizations making up the “progressing” segment have 

likely had some type of cybersecurity awakening. It’s not unlikely that these firms experienced a 

security breach or witnessed a breach at another similar organization in their industry. Whatever 

the motivation, progressing organizations are much more serious about cyber risk than the basic 

crowd. These distinctions are exhibited in the following ways:  

 Philosophy: We need to get more engaged around cybersecurity. Progressing organizations 

recognize that cybersecurity issues can impact them at any time and cause an undue amount of 

harm. This leads to a number of proactive steps. First, cybersecurity risk issues reach a business 

level, although executive management and board members may not know much beyond the fact 

that they have to pay attention. Progressing companies are motivated to “do something” so they 

tend to proceed beyond incident prevention to incident detection by adding additional layers of 

security defenses and management tools. While this may lead to some security improvements, it 

can add overhead and additional operational complexity as well.  

 People: Establish a real cybersecurity group. Progressing organizations will typically have a 

CISO or similarly titled individual leading the security effort and reporting to a COO, risk 

officer, or other non-IT manager. While this person typically has a technology background, 

business executives willingly work with the CISO to bridge the business/cybersecurity divide. 
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The security team at progressing organizations tends to have good skills, and the ability to 

provide input and security oversight over the IT team. Nevertheless, there are communications 

issues where security is “out of the loop,” especially with regard to new IT initiatives like cloud 

and mobile computing. While progressing organizations place an emphasis on infosec, they still 

find it difficult to recruit top talent, which translates into an IT security team that is over worked, 

understaffed, and lacking some critical skills.  

 Processes: Sort through confusion and finesse toward formal processes and automation. In 

spite of their commitment and enthusiasm, progressing organizations often make the mistake of 

adding new security technologies with little compensatory effort to re-engineer security 

processes. It is not unusual for progressing companies to improve processes based upon the skills 

and size of the security organization, but incremental progress is often diluted as progressing 

organizations implement more sophisticated hands-on security tools. Ultimately, security 

operations complexity becomes an issue as progressing organizations realize that they aren’t able 

to capitalize on all of their new security technology capabilities. This ultimately leads to focused 

grassroots projects to document, formalize, and automate security processes.  

 Technology: Implement advanced tools at all costs. As previously mentioned, progressing 

companies move beyond the basics, get more engaged with the security capabilities of existing 

technologies, and dabble with newer tools. For example, progressing companies are more likely 

to enable real-time protection features in endpoint security software or build a hierarchical 

network architecture using VLANs, ACLs, and firewall rules. Progressing organizations also 

understand that security analytics should go beyond compliance reporting, so they are more 

likely to deploy SIEM, NBAD, or other types of tools. As part of the advancement from 

prevention to detection, progressing organizations are also likely to deploy some type of 

advanced malware gateway, albeit in passive mode only. Finally, progressing organizations often 

organize their personnel and security tools into some sort of SOC, although it may be nothing 

more than a common room for people and monitors. Progressing companies deserve kudos for 

their technology efforts, but they frequently discover that they are in over their heads sooner than 

anticipated.  
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Profile of Advanced Organizations  

The remaining 10% of organizations can be considered “advanced” as they possess the best 

cybersecurity skills, resources, and technologies. It is important to note, however, that advanced 

organizations are often the most attractive targets for cyber adversaries, so they develop strong 

security hygiene and best practices because they have to. Advanced organizations are 

characterized as follows:  

 Philosophy: Cybersecurity is part of the organizational culture. Advanced organizations 

understand that security must be “baked-in” to business processes as they align more closely 

with IT. Consequently, business leaders and corporate boards are directly involved in IT risk 

assessment and cybersecurity strategy, while CISOs often report directly to the CEO and are 

treated as business executives rather than IT geeks. This may explain why CISOs at advanced 

organizations are passionate about making strong security a business enabler. Business leaders 

act as cybersecurity champions and all employees go through awareness training on a regular 

basis. While advanced organizations have the highest InfoSec budgets, they tend to remain 

diligent about the threat landscape and are willing to address new, unanticipated risks sooner 

rather than later. Finally, advanced organizations tend to manage cybersecurity with a series of 

metrics in order to gauge whether they are improving and if so, by how much.  

 People: The best and brightest—if we can find them. Advanced organizations recruit and hire 

the best talent they can find, from the CISO to junior administrators. They also pride themselves 

on creating the right work environment for cybersecurity professionals. For example, many 

advanced organizations are willing to invest in continuous education programs and give their top 

cybersecurity staff members leeway to work with industry ISACs, present at security 

conferences, and interact with engineers working for security technology partners. In spite of 

these organizational efforts, advanced organizations are impacted by the acute global 

cybersecurity skills shortage and still have difficulty recruiting and retaining security 

professionals. This may explain why advanced organizations are also the most aggressive when 

it comes to working with professional and managed providers for security services. CISOs at 

advanced organizations are smart enough to know when they need professional services for a 

particularly esoteric security skill set and when they can outsource mundane security tasks.  

 Processes: Strive for military precision. While progressing organizations realize that they 

need to do something about security complexity, advanced organizations are already 
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streamlining all they can. For example, many advanced organizations are focused on various 

workflows to improve collaboration between security and business managers on one hand, and 

the security team and IT on the other. Advanced organizations also realize that even the best and 

brightest security teams can’t possibly keep up with the scale and scope of cybersecurity threats. 

Consequently, they are leaning on advanced intelligence and technology integration to help them 

automate processes for risk management and incident detection/response. Finally, advanced 

organizations collect and analyse as much data as possible so they can adjust their tactics and 

prioritize their workloads effectively and efficiency. They also use data analysis to gauge their 

performance and make improvements when needed.  

 Technology: Identity, integration, and data security. Like progressing organizations, 

advanced firms know they need new security technologies for defense-in-depth and security 

analytics. They too have SOCs, but they differ from progressing organizations in that they realize 

that additional point tools will solve old problems and create new ones simultaneously. To 

alleviate this conflict, advanced organizations are moving in a different direction by building an 

integrated security technology architecture that spans the enterprise. This type of architecture 

features central command-and-control, distributed enforcement, cloud-based threat intelligence, 

application-layer message exchange, and a massive data collection, processing, and analysis 

effort. Advanced organizations are also taking a leadership role in two other areas: identity and 

access management (IAM) and data security. On the IAM front, they are making identity a 

foundational component of security by using disparate identity attributes (i.e., user, role, device, 

network, location, time-of-day, etc.) to create and enforce granular access policies that can 

enable business processes while managing IT risk. Advanced organizations are also doubling 

down on data security to discover, classify, lockdown, and monitor their most sensitive and 

valuable data. This emphasis on IAM and data security is especially important as internal IT 

gives way to the dynamic and distributed worlds of computing.  
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The Bigger Truth  

The ESG maturity model adopted by the researcher provides the financial sector with some 

guidelines on where they are today, where they need to go, and the best ways to proceed while 

avoiding inevitable detours. As a final thought, ESG offers these recommendations for basic, 

progressing, and advanced organizations:  

Basic organizations should seek immediate help. Those basic organizations that “see the light” 

must realize that they are woefully behind and may be too far gone to dig themselves out of their 

cybersecurity holes alone. Rather than focus on InfoSec skills, basic organizations may be better 

served by working on their contract management and legal skills. Armed with these strengths, 

they should then seek out the best managed security service providers with industry knowledge 

and comprehensive coverage.  

Progressing organizations need to think in terms of the big picture. Progressing 

organizations often face a paradoxical situation where they are so busy that nothing gets done. 

Rather than lots of starts and stops on tactical initiatives, progressing organizations must take the 

counterintuitive step of slowing down. Start with an assessment, some penetration testing, and an 

effort to align cybersecurity with business and IT initiatives. This should help identify some 

obvious weaknesses but the security team must remember to connect all the dots between 

technologies along the way. Finally, CISOs at progressing organizations must concentrate on 

process automation for attaining operational efficiency or all other efforts will be marginal at 

best.  

 Advanced organizations need a three-to-five year plan. In the 1990s, many enterprise 

organizations replaced departmental applications with integrated ERP systems. This effort was 

more difficult than many firms anticipated and was fraught with pitfalls, but those organizations 

that persevered were able to reap rich benefits in terms of business intelligence, agility, just-in-

time supply chains, and automated business processes. ESG sees this situation as analogous to 

the current transition with enterprise security. CISOs need to recognize that cybersecurity 

technology integration won’t be easy, but if done right, it will be well worth the effort. To 

proceed properly, large organizations should create a three- to five-year cybersecurity integration 

plan encompassing all aspects of their security technology. The plan should outlined with time 

frames and project phases as well as define milestones and metrics to assess progress. Project 
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objectives should adhere to what ESG calls the CISO triad: security efficacy, operational 

efficiency, and business enablement.  

5.1 Conclusion 

In today’s technological and social environment, cybersecurity adoption and use is a very 

important part of a banking system. Business partners, suppliers, customers, and vendors 

require high cyber security assurance from one to another, particularly when providing 

mutual network and information access. Banks’ ability to take advantage of new 

opportunities often depends on its ability to provide open, accessible, available, and secure 

network connectivity and services. Having a reputation for safeguarding information and the 

environment within which it resides enhances a bank’s ability to preserve and increase 

market share. Recognizing this fact, this research work was aimed at assessing the current 

level of adoption and use of cyber security practices within the financial sector, and to 

propose viable solutions to the gaps within the sector. In this work, attempts were done to 

examine and compare the available cyber security frameworks and best practices. This 

research combines ISO frameworks, theories based on adoption and use of cybersecurity and 

researcher’s own experience to assess the cyber security practices in banking industry. Both 

qualitative and quantitative research approach were used with majority of the focus being on 

the qualitative analysis due to the limitation in the sample size and sensitivity of the topic. 

Data collection was carried out by using tools like; questionnaire survey, document analysis, 

and interviews. To analyze the data SPSS tool and SATA were employed. To develop the 

Cyber Security Assessment scholars use different research approaches. Some scholars design 

their research in the following order: literature review Case study or Assessing Propose a 

conceptual Cyber Security tool (Are, 2007). Others follow: literature review Propose Cyber 

Security reviewed by professionals and tested in the real banking environment (Munirul et 

al., 2011). However, the student researcher employed the following approach; Literature 

review Assessment the level of cybersecurity adoption and use within the financial sector by 

using the ESG maturity model which allows organizations compare their capabilities to one 

another, and enables leaders make better well informed decisions about how to support 

progression and what investments to make in regards to the adoption and use of cyber 

security in the financial sector. Findings of the assessment based on the fact finding 

techniques employed, such as questionnaire survey, document analysis, and interviews, show 



87 
 

that current Cybersecurity management in the surveyed banks, generally lack a formalized 

comprehensive framework-based cyber security policy.  The developed Cybersecurity 

measures for the banking system can be used as a starting point for banking sector to manage 

their security by developing guidelines and implementing controls to protect banking 

information assets from the threats identified in literature reviews. 

The proposal has two major components for cyber security requirement identification 

mechanism which is the combination of assessments, and Cybersecurity maturity model with 

supporting template and counter measures (controls). Further, there are a few Cybersecurity 

frameworks and theories that guide adoption and used and they are identified in this research. 

And these further grouped under three categories which are Administrative, Technical, and 

Physical & Environmental security. The proposition is an integration of all available 

framework components discussed and derived from literature review as well as 

encompassing the proposed ESG cybersecurity maturity model so as to fully optimize the 

adoption and use of Cybersecurity within the financial sector. The suggested approach is 

based on the world standard theories and frameworks that are already being used in the 

banking sector both in the developing and developed countries. There is a need and urgency 

to have detailed policies and procedures formulation and comprehensive tests in the real 

banking environment if a framework is to be proposed and formulated. From the foregoing, it 

can be concluded that a framework based on the assessment results is valid and applicable in 

the banking industry to address the challenges related to cyber security. This can be seen in 

the future works and proposals of the research. 

5.2 Recommendation 

A cyber security maturity model can be adopted and used as an initial effort for technical 

specialists in the financial sector industry to manage and measure the level cybersecurity 

adoption and use. This as a result can be able to show the financial sector their current 

gaps and as a result provide them with a better understanding on how best to tackle the 

gaps noted through the adoption and use of Cybersecurity. The results from this research 

also imply further works for researchers and academicians.  
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5.3 For Future Researchers 

- The Research can serve as a guideline for managers to formulate policies and 

procedures and come up with a suitable cyber security framework serving as a guideline 

for developers to develop cyber security systems and measures and thus enabling the 

financial sector have a common cyber security platform, so that experts can share skills 

and knowledge easily via body of knowledge.  

 

 

 

 

 

5.3.1 Areas for Further Research 

Some aspects of Cyber Security that are beyond the scope of this thesis research are 

recommended for future research. These are:  

a. Look into how to measure security management effectiveness in the context of 

bank security strategy, and develop metrics to be used against security goals, and 

objectives.  

b. Determine the impact level of trust, ethical conduct, and culture on the process of 

Cyber Security development and implementation in the world.  

c. How do banks develop a Cybersecurity culture?  

d. Enhancing the same research by considering all sectors and aspects of the 

Financial Sector. 

e. Further detail research will be made on the identified areas that require policies 

and procedures  
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APPENDIX 

 

AppendixI:Online Questionnaires 

 

Dear respondent, 

My name is Elizabeth Busingye, I am pursuing my masters in ICT Management, Policy and 

Architectural Design from Uganda Martyrs University. I am currently carrying out a survey to 

evaluate the Adoption and Use of Cyber Security in the Financial Sector in Developing 

Countries. 

Your organization is one of the few that were selected for this research so as to help determine 

the gaps within the ICT department of your organization.  

As well as come up with possible solutions to help improve the ICT department and in turn 

promote strategic alignment and growth between the ICT department and the business.  

 

Your response to this survey will be highly appreciated. 

 

Best wishes 

 

Elizabeth Busingye 
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ICT Questionnaire 

Evaluating the state of cyber security Adoption and Use within the Ugandan Financial Sector for 

Information Assurance Improvement. 

 

1. What is your sex? 

Male 

 

Female 

 

2. What vertical market best describes your Organization? 

Banking Sector 

 

Microfinance Sector 

 

Telecom sector 

 

3. Is your company a: 

Small to Medium-sized business (i.e., 1-500 employees) 

 

Mid-sized enterprise (i.e., 500-1000 employees) 

 

Large enterprise (1000+ employees) 

 

4. What is your Title in the organization? 

Executive (CEO, VP, Managing Director) 

Management 

Operations 

Other: _________________________ 
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5. How many people do you have in your ICT department employ? 

 

1-2 

3-5 

6-10 

11-15 

>15 

 

6. Have you suffered a breach in the last 15 months (Multiple answers possible)? 

Malware 

Phishing 

Virus attacks 

Hacker attacks 

Weaknesses highlighted during testing 

Information not available 

Lost Assets (Lost/ stolen laptops and ICT equipment) 

We were not exposed to any form of hacking 

Other 

 

7. Does your organization adhere to the IT process or Security frameworks and / or standards, 

and if so, which ones (multiple answers possible)? 

Yes, ISO/IEC 27000 

Yes, COBIT 

Yes, ITIL 

Yes, COSO 

Yes, NIST 

Yes, PCI 

Yes, regulatory standards 

Yes, Parent organization standards 

No 

Other 
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8.  How secure do you think your organization’s network is? 

 

Sufficiently Secure 

Secure to a certain extent 

Information not available 

Not secure 

Highly secure 

 

9. Which of the following (policies and procedures) has your organization documented and 

approved (multiple answers possible)? 

 

Cyber incident response plans 

Information security roadmap 

Business Continuity plans  

Not developed but due to be developed over the next 12 months 

Information security governance structure 

Information security strategy 

None of the above 

 

10. Does your organization have a (dedicated) department responsible for cyber security? 

 

No 

Yes, dedicated department / Unit 

Yes, but as part of another department (IT or internal Control department) 

 

11. Does your organization have a chief Information Security Officer? 

Yes 

No 
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12. If yes, who does your Chief Information Security Officer report to? 

 

Chief Information Officer 

Chief Financial Officer 

Chief Executive Officer 

Board of Directors 

We do not have a Chief Information Security Officer 

Reports not available 

Other 

 

13. What has raised your awareness of cyber security attacks (multiple answers possible)? 

 

Presentations and discussions at conferences 

Publications in magazines, Newspapers, on websites and mailing lists 

Legal and / or regulatory requirements 

The infrastructure of our organization was under attack 

Clients of our organization were attacked 

Other 

 

14. How do you keep informed of new forms of cyber security attacks and threats (Multiple 

answers possible)? 

 

To date, there is no way our organization can trace cybercrime promptly, but we consider this 

question 

Consulting firms / external consulting 

Specific publications 

Providers (Vendors) 

Social Network /media 

Security Conferences 

Mailing Lists 

Other 
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15. What do you think will help improve your organization’s cyber security levels (multiple 

answers possible)? 

 

Advanced security technology 

ICT steering committees 

Employee reward/ disciplinary systems 

Vulnerability Assessment and Penetration Testing 

Better employee security awareness 

Increased ICT security department staff numbers 

Larger budgets 

Senior Management commitment 

Continuous Skills Training 

Other 

 

16. What do you consider to be your greatest cyber security risk (multiple answers possible)? 

Uncontrolled portable devices 

Incorrect configuration 

Bring your own device (BYOD) 

Internet downloads 

Malware 

E-mail viruses 

Hacking attempts by hackers 

Insider attackers / Insider threat 

Other 

 

17. Which cyber security measures has your organization implemented (multiple answers 

possible)? 

Firewalls  

Antivirus setup 

Anti-spam/ spyware/ Phishing solutions 
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Intrusion Detection Systems / Intrusion Prevention systems 

Vulnerability Management 

Data Loss Prevention/ file encryption (memory) 

Safety endpoints 

Management event logs (solutions SIEM) 

Other 

 

18. What measures do you usually take to mitigate cyber security attacks targeted at your 

organization’s infrastructure / customers (multiple answers possible)? 

Access Control Lists / Packet filters  

Source-based remote-triggered blackholes 

Intrusion prevention systems 

Firewalls 

Information not available 

Destination-based remote-triggered blackholes 

Other 

 

19. What tool does your organization use to detect attacks (multiple answers possible)? 

Open Source software 

Self-developed tools 

Commercial products 

Information not available 

Other 

 

20. Does your organization provide employee training to raise cyber security awareness 

 

No 

Yes, other training 

Yes, but only where mandated by law/ regulations 

Yes, through general training 

Yes, according to job role and function 
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21. How difficult is it, in your opinion, to convince management to invest in security solutions? 

 

Very Difficult 

Somewhat difficult 

Easy 

Very easy 

Information not available 

 

22. What percentage of your IT – budget was spent on security in the last 12 months? 

0-10% 

11-30% 

31-50% 

More than 50% 

Information not available 

 

23. Can you describe year-to-year spending in terms of your cyber /information security budget?  

Budget increased 

Budget has not changed 

Budget was reduced 

No information security budget was allocated 

Information Not available 

 

24. How does your organization ensure an adequate and appropriate level of cybersecurity over 

third parties (multiple answers possible)? 

Signs confidentiality and / or non-disclosure agreements 

Regularly monitors and reviews third party services 

Requires independent attestation (e.g. NIST, ISO/IEC, COSO, PCI). 

Performs random spot checks of third-party sites. 

Controls third-party access to systems and data 

Where permitted, performs background verification checks on selected high-risk 
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Imposes corporate security policy and controls on third parties 

Addresses Information security issues in a contract 

Identifies risks related to third parties as part of Information risk assessment 

Information not available 

Not applicable 

Others 

 

25. How confident are you in the cyber security practices of your third parties? 

Not confident  

Confident to a certain extent 

Confident 

Very confident 

Not applicable 

 

26. Does your organization share information on cyber security attacks with third parties? 

Yes 

No 

Not applicable 

 

27. Does your organization have technical ability to perform network-wide deep-packet 

inspections? 

Yes 

No 

Information not available 

 

28. How do you highlight cyber security weakness, risks and non-compliance in your 

organization (multiple answers possible)? 

Input from peers 

Vulnerability assessment and Penetration testing 

Internal audit 

External audit 
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Informal risk analysis 

Formal risk analysis 

Input from vendors 

Assessment of regulatory (non) compliance 

Others 

Not applicable 

 

29. Has vulnerability Assessment and Penetration Testing ever been performed in your 

organization? 

No 

Yes, by internal staff 

Yes, by external staff 

Information not available 

 

 

PERSONNEL SECURITY (HR) 

Evaluating the state of cyber security Adoption and Use within the Ugandan Financial Sector for 

Information Assurance Improvement. 

 

1. What is your sex? 

Male 

 

Female 

 

2. What vertical market best describes your Organization? 

Banking Sector 

 

Microfinance Sector 

 

Telecom sector 
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3. Is your company a: 

Small to Medium-sized business (i.e., 1-500 employees) 

 

Mid-sized enterprise (i.e., 500-1000 employees) 

 

Large enterprise (1000+ employees) 

 

4. What is your Title in the organization? 

Executive (CEO, VP, Managing Director) 

Management 

Operations 

Other: _________________________ 

 

 

5. How many people does your institution employ in the ICT department? 

 

1-2 

3-5 

6-10 

11-15 

>15 

6.  Does your organization require all employees to accept their set roles and responsibilities 

formally given by the institution? 

Yes 

No 

 

7. If Yes, what does the acceptance include (multiple answers possible) 
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Signing acknowledgement letters of the job description and the roles and responsibilities.  

 

Signing acknowledgement letters of the policies and manuals provided to the staff by the 

organization. 

 

Other ___________________________ 

 

8. Does your financial Institution ensure that individuals agree and abide by all organizational 

policies, standards, protocols and guidelines for protecting information, personnel and physical 

assets against security threats regardless of type of origin? 

Yes 

No 

 

9. Does your financial institution confirm that, as part of the HR process all employees, 

accessing and/ or operating critical infrastructure sign declaration forms acknowledging their 

obligation to abide by related laws during and after their employment. 

Yes 

No 

 

10. Does your organization ensure that HR processes do not allow anyone to commence work on 

critical infrastructure projects without undergoing appropriate recruitment checks and the 

necessary training? 

Yes 

No 
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11. Does your organization verify the identity of the candidate by conducting independent checks 

using government or third party issued documents such as passports or similar photographic 

identity documents. 

Yes 

No 

12. Does your organization establish whether the applicant has the right to work in Uganda 

including meeting residency requirements based on the sensitivity of the position. 

Yes 

No 

13. Does your department check the candidate’s employment record validating the completeness 

and accuracy of the curriculum vitae? 

Yes 

No 

14. Does your department obtain satisfactory character references about the applicant for 

example; one business and one personal? 

Yes  

No 

15. Is your department able to establish whether the applicant is qualified for the job they applied 

for by confirming the claimed academic and professional qualifications? 

Yes 

No 

16. Based on risk assessment, is your department able to determine whether the applicant is 

liable to undergo additional vetting depending on how critical the job they have applied for is? 

Yes 
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No 

17. Does your department maintain an up to date personnel records file of all staff/ employees of 

the organization? 

Yes 

No 

 

 

18. Does the human resource department ensure that security clearances undergo regular review 

and / or when material facts or changes come to light to ensure that records are updated and re-

affirm the individual’s suitability to hold a security clearance at a given level. 

Yes 

No 

 

19.  Does the Human Resource Department submit individuals to pro-active appraisals, annually 

and / or when circumstances dictate, during which the vetting subject shall declare changes in 

professionals and personal circumstances and any security concerns that might materially affect 

their suitability to retain security clearance at a given level? 

Yes 

No 

 

20. If yes, how often does your organization carry out these appraisals. 

 3 months 

4 months 

5 months 
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6 months 

Other __________________________________________ 

 

 

21. As a consequence of a cybersecurity incident has there been and investment in cyber security 

recently in the last six months? If so, which kind of investment (Multiple answers possible) 

 

Recruiting more skilled people 

Investing in training for staff 

Investing in new technical controls 

Co-sourcing to obtain required skills 

Investing in managed security service 

Investing in the development of internal security operations center 

Outsourcing to obtain required skills 

No Change 

 

Finance Questionnaire 

Evaluating the state of cyber security Adoption and Use within the Ugandan Financial Sector for 

Information Assurance Improvement. 

1. What is your sex? 

Male 

 

Female 

 

2. What vertical market best describes your Organization? 

Banking Sector 

 

Microfinance Sector 

 

Telecom sector 
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3. Is your company a: 

Small to Medium-sized business (i.e., 1-500 employees) 

 

Mid-sized enterprise (i.e., 500-1000 employees) 

 

Large enterprise (1000+ employees) 

 

4. What is your Title in the organization? 

Executive (CEO, VP, Managing Director) 

Management 

Operations 

Other: _________________________ 

 

5. What percentage of your IT – budget was spent on security in the last 12 months? 

0-10% 

11-30% 

31-50% 

More than 50% 

Information not available 

 

 

6. Can you describe year-to-year spending in terms of your cyber /information security budget?  

Budget increased 

Budget has not changed 

Budget was reduced 

No information security budget was allocated 

Information Not available 
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7. Does the finance policy stipulate the way forward in case of a cyber-attack on the institution? 

Yes 

No 

8. If Yes, Kindly highlight the steps that are taken by the finance department interms of incident 

response management after an attack has occurred? 

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

_________________________________________________ 

 

9.  Are the cyber incident scenarios incorporated in the financial institution’s 

business continuity and disaster recovery plans?  

Yes 

No 

10. Have the above Scenarios incorporated in the disaster recovery plans been tested? 

Yes 

No 

 11.  How secure do you think your organization’s network is? 

Sufficiently Secure 

Secure to a certain extent 

Information not available 

Not secure 

Highly secure 
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12. As a consequence of a Cybersecurity incident has there been and investment in cyber security 

recently in the last six months? If so, which kind of investment (Multiple answers possible) 

 

Recruiting more skilled people 

Investing in training for staff 

Investing in new technical controls 

Co-sourcing to obtain required skills 

Investing in managed security service 

Investing in the development of internal security operations center 

Outsourcing to obtain required skills 

No Change 

 

13. What is the main driver for information security expenditure? 

Audit Questionnaire 

Evaluating the state of cyber security Adoption and Use within the Ugandan Financial Sector for 

Information Assurance Improvement. 

 

1. What is your sex? 

Male 

 

Female 

 

2. What vertical market best describes your Organization? 

Banking Sector 

 

Microfinance Sector 

 

Telecom sector 

 

3. Is your company a: 



127 
 

Small to Medium-sized business (i.e., 1-500 employees) 

 

Mid-sized enterprise (i.e., 500-1000 employees) 

 

Large enterprise (1000+ employees) 

 

4. What is your Title in the organization? 

Executive (CEO, VP, Managing Director) 

Management 

Operations 

Other: _________________________ 

5. Does the audit department regularly review controls pertaining to cyber security? 

 

Yes  

 

No 

 

6. Is the registry audit tool always kept up-to-date on the latest developments and does it include 

related cyber security issues? 

 

Yes 

 

No 

 

7. How do you highlight cyber security weakness, risks and non-compliance in your organization 

(multiple answers possible)? 

Input from peers 

Penetration testing 

Internal audit 
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External audit 

Informal risk analysis 

Formal risk analysis 

Input from vendors 

Assessment of regulatory (non) compliance 

Other ______________________________________ 

Not applicable 

Procurement 

Adoption and Use of cybersecurity within the Financial Sector in developing countries 

 

1. What is your sex? 

Male 

 

Female 

 

2. What vertical market best describes your Organization? 

Banking Sector 

 

Microfinance Sector 

 

Telecom sector 

 

3. Is your company a: 

Small to Medium-sized business (i.e., 1-500 employees) 

 

Mid-sized enterprise (i.e., 500-1000 employees) 

 

Large enterprise (1000+ employees) 
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4. What is your Title in the organization? 

Executive (CEO, VP, Managing Director) 

Management 

Operations 

Other: _________________________ 

5. Does your department identify and evaluate the security risks related to outsourcing or 

offshoring before approving contracts for critical infrastructure and services? 

Yes 

No 

6. Does your department recognize that they retain accountability for managing their information 

risks even where they outsource ICT systems and services to third parties? 

Yes  

No 

7. Is the procurement department fully acquainted and compliant with the ICT Policies and the 

organization impact assessment processes for ICT suppliers? 

Yes 

No 

 8.  If Yes above, Does the procurement department abide by the ICT policy to identify, 

document and incorporate security requirements into outsourcing contracts with suppliers and 

contractors? 

Yes 

No 
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9. Does the procurement department follow the security management plan outlining the 

strategies for reducing security risks when acquiring suppliers? 

Yes 

No 

10. Does the procurement department carry out checks to confirm that the ICT department 

suppliers are certified as per policy? For example, Cisco certified, HP certified and Dell certified 

in terms of the equipment they distribute and sell to the organization. 

Yes 

No 
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AppendixII:Interview Questions 

Dear respondent, 

My name is Elizabeth Busingye, I am pursuing my masters in ICT Management, Policy and 

Architectural Design from Uganda Martyrs University. I am currently carrying out a survey to 

evaluate the Adoption and Use of Cyber Security in the Financial Sector in Developing 

Countries 

You are one of the respondents that were selected for this research so as to help determine the 

gaps within the ICT in terms of adoption and use of cyber security in Uganda as well as come up 

with possible solutions to help improve the ICT and in turn promote strategic alignment and 

growth between the ICT departments and the business of various organizations.  

Your response to this survey will be highly appreciated. 

Best wishes 

 

Elizabeth Busingye 
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1. Do you think that separating the Information security team from other IT staffs 

structurally under the IT department is advantageous from the security assurance 

perspective?  

2. What Cybersecurity frameworks do you think would best suite the financial sector? 

3. What is your opinion towards the incorporation of vulnerability assessment and 

penetration testing within the financial sector? 

4. As the current backbone of National ICT, what mechanisms has NITA setup to protect 

the Ugandan financial sector from experiencing attacks looking at the context of securing 

the regulator’s ICT infrastructure?  

5. In your opinion, would you say that cyber security fits in with the current Ugandan 

culture in terms of the ways the Ugandan people secure their devices, systems and 

information? 

6. What advice would you give the people in the ICT department in regards to approaching 

the Board or Top management of an organization when requesting or justifying increase 

in the ICT budget? 

7. In your opinion how would you rate the level of cybersecurity in the Ugandan Financial 

Sector?  

 Sufficiently Secure 

 Secure to a certain extent 

 Information not available 

 Not secure 

 


