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ABSTRACT  

 

Medical laboratory testing plays a crucial role in the detection, diagnosis and treatment of 

diseases in patients. Any attempt to alter clinical data can be a life threat to a patient. However, 

file sharing Privacy concern is arguably the major barrier that hinders the deployment of 

electronic health record (EHR) systems, which are considered more efficient, less error-prone, 

and of higher availability compared to traditional paper record systems. Systems used for 

diagnosis and treatment have been considered as one of the major hindrances of which data 

integrity and confidentiality are still an issue because they involve a manual process of obtaining 

patient records and their retrieval.  

In this project an EHR system is developed for case study that is Mbarara Diagnostic center, 

which is a privately owned laboratory that also provides clinical services with improved security 

features as its core. The system uses cryptography tools for data encryption that is AES 

(Advanced encryption standard). The system also caters for user session time out when idol so 

as to avoid masqueraders from unauthorized access and data modification.  

To achieve the objectives of this project, data was collected using paper prototyping as a 

technique for requirements gathering and elicitation. This approach helped identify fault early 

in the systems design process. The requirements collected were thematically analyzed and used 

to design the web based EHR system. 

The system developed seeks to provide a cheaper alternative to existing EHR systems. 

Furthermore to improve quality of data captured for easy access and secured sharing between 

authorized parties. In addition it will boost client’s confidence in services provided at the facility.  
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CHAPTER ONE 

 

1.0 INTRODUCTION 

An Electronic Health Record (EHR) is a record of health-related information on an individual 

that is created, gathered, managed, and consulted by authorized healthcare professionals in a 

digital format (HIPAA, 2009). EHRs can exist on standalone computers, networked server 

computers, removable disks or mobile devices and can be accessible online from 

interconnected network systems providing the opportunity for healthcare organizations to 

improve health care delivery. Electronic health records enable the efficient communication of 

medical information and thus reduce operating costs and administrative workload (Gunter & 

Terry, 2005). EHRs are built to share information with other health care providers and 

organizations including laboratories, specialists, medical imaging facilities, pharmacies, 

emergency facilities, and school and workplace clinics – so they contain information from all 

clinicians involved in a patient’s care. Providing continuous access to patients’ electronic data 

including lab records improves the quality of health care (Tierney et al, 2006).  

This is because Radiologic images, laboratory test results, medications, allergies, and other 

clinical information are increasingly being stored and viewed on computers. Andriole (2014) 

emphasizes that it’s a responsibility of physicians to protect these records and ensure their 

privacy and confidentiality. 

Patient privacy refers to the right of patients to determine when, how and to what extent their 

health information is shared with others. It involves maintaining confidentiality and sharing 

identifying data, known as protected health information (PHI), only with healthcare providers 

and related professionals who need it in order to care for the patient. 

 

Patient information security includes the steps healthcare providers must take to guard this 

patients' "protected health information" commonly referred to as PHI, from unauthorized 

access or breaches of privacy or confidentiality. Security also refers to maintaining the integrity 

of electronic medical information, and ensuring availability to those who need access and are 

authorized to view such clinical data, including images, for the purposes of patient care. The 

federal government requires the secure handling of electronic media and PHI with standards 

put forth in the Health Insurance Portability and Accountability Act (HIPAA) of 1996. 
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The secure management of electronic medical information may have an impact on the quality 

of patient care, patient rights, and healthcare professionals and their current work practices and 

legal responsibilities (radiologyinfo.org). Doctors can make the best decisions about medical 

care if they have access to all relevant information in their patients' medical histories 

(ncbi.nlm.nih.gov). Inability to access data may delay clinical management decisions and could 

adversely impact patient care (Sittig and Singh, 2011). Electronic medical records (EMR) 

incorporate the following components within their system security policies and procedures 

authorization, authentication, availability, confidentiality, data integrity and nonrepudiation. 

The methods available for authorization or access controls include single sign-on databases or 

lists assigning rights and privileges of users to access certain resources, automatic account 

logoff after a specified period of inactivity to prevent access by invalid users, and physical 

access controls.  

Therefore a Prototype for a Secure Medical Laboratory Management System that has the 

above components was developed during this project. Mbarara Diagnostic center was used as 

the case study.  

1.1 Background of Study 

The World Health Organization’s declaration of Health for All by the Year 2000 highlighted 

the need for better healthcare services, not only at the hospital (secondary) level, but also for 

primary healthcare and community health services like Mbarara Diagnostic Center. This has 

required a change of focus in healthcare in many areas to ensure, if possible, that the 

implementation of an electronic health record covers healthcare delivery services across a 

broad spectrum of healthcare. The USA, UK, Australia and some European countries have 

adopted this concept. This is achieved by promoting the development of a longitudinal 

electronic health record. These are aimed at improving the delivery of healthcare and ensuring 

that care given to an individual by various healthcare practitioners from many different settings 

in their lifetime is maintained in a single record and readily available. This is considered by 

many to be the ideal situation. This type of system would require a computer program that 

captures data at the time and place where healthcare is provided, whether at a hospital or 

primary care level over an extended period of time. It would enable healthcare information, 

such as a person’s allergies, recent test results or prescribing history to be readily available at 

all times to assist with decisions on diagnoses, treatment and medication at all levels of 

healthcare (WHO, 2006). 
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This makes data protection and security critical components of routine pathology practice 

because laboratories are legally required to securely store and transmit electronic patient data 

(Storbrauck, 2015). The convenience of data access and distribution enables health providers 

to access and share data in order to promote quality care; however it poses a great threat to the 

patients’ privacy if it is not controlled (Li et al, 2005).   

 In the United States, the Health Insurance Portability and Accountability Act (HIPAA) govern 

the privacy and protection of medical information and health records. The HIPAA security 

standards final rule mandate administrative, physical, and technical safeguards to ensure the 

confidentiality, integrity, and security of ePHI. Importantly, security failures often lead to 

privacy breaches, invoking the HIPAA privacy rule as well. 

In South Africa Health professional council of South Africa (HPCSA) governs medical 

practices. It defines the medical records, how they should be kept and retrieved for use in 

medical scenarios. This body requires that medical professionals should seek authorizations 

from clients if they are to use their data for research. All forms of tests that is visual, audio and 

any other test notes should be taken recorded with details like date and time plus the location. 

HPCSA makes record keeping mandatory in all health practitioners in South Africa. It requires 

all the medical labs and operators be registered and issued certificates that authorize them to 

operate. It also stops health practitioner from altering records in case of changes to records 

date, time and person doing changes be registered, signature captured in the system and also 

the reason for an amendment or error should also be specified on the record. Health records 

should be stored in a safe place and if they are in electronic format, safeguarded by passwords. 

Practitioners should satisfy themselves that they understand the HPCSA’s guidelines with 

regard to the retention of patient records on computer compact discs. Health records should be 

stored for a period of not less than six (6) years as from the date they became dormant. In the 

case of minors and those patients who are mentally incompetent, health care practitioners 

should keep the records for a longer period for minors under age of 18 their records should be 

kept until they are 21 then for mentally incompetent patients the records should be kept for the 

duration of the patient’s lifetime (HPCSA Pretoria may 2008). 

In Kenya, the Kenya Medical Lab Technicians and Technologists Board (KMLTTB) core of 

Standards (KeBS) sets the Electronic Medical Record System (EMR) standards that are aligned 

with International Standards Organization (ISO) and Health Level Seven (HL7) standards. The 

responsibility of implementing these standards rests on hand of various shareholders.  
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In Uganda, the health care system is decentralized into districts with Hospitals and Health 

Centers (HC) where increasing levels of health care complexity are offered at each level (II, 

III, and IV). Laboratory services are offered at HC III and HC IV and are commensurate with 

the complexity of medical services accessible at each level. There are also more comprehensive 

medical laboratory services offered at Regional and National Referral Hospitals. Management, 

coordination and supervisory roles and responsibilities of the different levels are not clearly 

defined. Activities related to disease surveillance and investigation of outbreaks fall under the 

department of National Disease Control (NDC), while all clinical laboratories within facilities 

fall under the department for Clinical services. Central Public Health Laboratories (CPHL) 

falls under the NDC, but by virtue of its activities carries out work related to both departments 

in the Ministry (MOH, 2009). The registration of private medical laboratories is a regulatory 

requirement pursuant to the authority conferred upon Allied health professional council 

(AHPC) under section 29 of the Act. This Act is intended to provide Ugandans with quality 

health laboratory services by guaranteeing accurate and reliable diagnosis, which is a 

cornerstone of disease management and prevention. 

It is because of this that the MOH (2008) emphasizes that Laboratory Systems require setting 

access controls to the users and auditing trails to check faults in the system. Furthermore, 

records stored on external devices need to be encrypted for confidentiality. Also, lab systems 

need to time out on users login sessions (MOH 2008). 

This is because the protection of computer equipment, data, information, and computer services 

from unintended or unauthorized access, unplanned events, and even physical destruction is 

vital for any individual or organization that uses computers. Therefore Data protection and 

security are critical components of daily pathology practice that impact the entire information 

technology (IT) infrastructure including individual workstations, servers, and networks. With 

increasing connectivity of information systems, laboratory work-stations, and instruments 

themselves to the Internet, the demand to continuously protect and secure laboratory 

information can become a daunting task (Mitamura et al, 2005) This has led to increasing 

threats to the privacy of patients’ health records (Fisher and Madge, 1996).  This research 

addresses informatics security issues in the pathology laboratory related to passwords, data 

encryption, Internet security and emergency security situations. It also addresses the potential 

impact that newer technologies such as mobile devices have on the privacy and security of 

electronic protected health information (ePHI). 
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This is because making sure that the data contained in laboratory software remain protected 

and secure at all times is critical for daily pathology practice. Accordingly, security policies 

and procedures have to be in place and enforced in the laboratory.  Major security elements 

that should be addressed include prevention of unauthorized access to patient’s medical records 

(confidentiality), prevention of unauthorized alterations or loss to data (integrity), and 

prevention of compromises to availability of data to authorized individuals. Hence, incomplete 

or unavailable data is not considered secure. In order to develop an effective security program, 

security measures must be designed to allow authorized end-users access to information in a 

timely manner.  

1.2 Problem statement 

Despite the high level of patient desire to protect their records, health systems in Uganda do 

not adequately protect patients’ records. For example, a study conducted at Mengo hospital 

and Mbarara university referral hospital reveals that all the clinical employees including 

doctors, nurses, receptionists and technicians have access to all the health records for all the 

patients in the EHR system.  

Furthermore, these EHR systems are expensive for private sector clinics since they are only 

available in government hospitals that are funded by western governments, USAID/UKAID. 

They also require expensive hardware to operate which makes it hard to implement in the 

private sector in an economy like Uganda (developing countries) with low income (Kamadjeu, 

et al, 2005; Omary et al., 2009; Kalogriopoulos et al., 2009). 

 

In this project, the researcher presents a cheaper alternative that supports major clinical tasks, 

solving security issues that have been previously sighted with in the available systems. The 

new designed system will avail its users with easy access to clinical records and applications 

but most importantly will also guarantee security of clinical data. This will be made possible 

by encrypting sensitive clinical records and setting up of user roles, rights and session logout 

when system is idol. With encrypted records even if the hardware is stolen one cannot access 

the records without the decryption key.  The system also does not require a lot of processing 

power it can run on computers with low specifications. 
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1.3. Main Objective 

The main objective of this project was to ensure security of patient’s lab records by developing 

a secure laboratoray management system that is a cheaper alternative for a resource constrained 

environments 

1.3.1 Specific Objectives 

i)  To analyze the current system and review literature related to the system to be 

developed.  

ii) To design an architecture that supports encryption of health care records which is 

cheaper and affordable for use in resource constrained settings 

iii) To develop the system so as to transform the design into a working system 

iv)  To test and validate the system so as to ensure that it functions properly and satisfies 

the user requirements. 

1.3 Scope 

The project was aimed at the development of a secure laboratory management system for 

Mbarara Diagnostic center with in estimated period of 1 year. The system should collect, store, 

keep track of clients and disseminate the records in form of reports to only authorized parties. 

Mbarara diagnostic lab is a privately owned lab and has been used as the case study  

1.5.1Geographical Scope  

The study was carried out at Mbarara diagnostic center and the reason for this was because of 

easy accessibility and increasing popularity of the lab as the leading privately owned lab in the 

region and its high level of cliental.                                                                                                                                     

1.5.2 Time Scope 

Time is the most important and most scarce resource at our disposal. As such, this study was 

carried out within a period of 1 year. Within this period, relevant documents and data were 

collected and analyzed to finally develop the system. 

1.5.3 Technical Scope 

This study analyzed the current Information Technology infrastructure that is being used in the 

lab management and the focus was on security of the system and the smooth running of the 

operations. 
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1.5.4 Functional Scope  

This study was confined to the study and development of lab management system. The System 

focuses on securing lab client information and its dissemination. Its also provides books of 

accounts and keeps track of lab supplies and their expiry dates 

 

1.6 Significance    

The main significance of the project is that it will meet the major goal of access control 

within MDLC systems that is to provide systems access control by ensuring that only 

authorized users have access to patient’s information (Tuyikeze, 2005; Smith etal. 2010). The 

National Institute of Standards and Technology (NIST), it provides four criteria on how EHR 

systems should function and all these criteria will be met by the proposed system in the 

following ways:- 

 The first criteria require that users be given a unique name and/or identification number 

for tracking and as one of the user requirements of the system is that each user will be given a 

unique user name and password in order to be able to use the proposed system. The second 

criteria requires administrative facilities to assign privileges to users and groups and the third 

criteria requires that EHR systems must implement either one of user-based access control 

(UBAC), context-based access control (CBAC) or role-based access control (RBAC). The 

proposed system through the system administrator users will be granted rights based RBAC 

and their rights / permissions can be removed without having to delete them thus meeting the 

NIST standards. 

Encryption of medical records for sharing plays a major role in safeguarding files 

against unauthorized access. On May 26, 2002, AES replaced the DES as the algorithm of 

choice for the government. AES is described by the standard known as FIPS-197. This new 

standard specifies Rijndael as a FIPS-approved symmetric encryption algorithm that may be 

used to protect sensitive information (healthit.gov). Therefore the proposed system will be able 

to encrypt data/file using AES standard that is recommended by FIPS-197 as an efficient 

security standard and with this system records will be shared and accessed by only authorized 

parties with the decryption key and also preventing modification attacks. 

The proposed system will replace paper-based medical records, which can be 

incomplete, fragmented (different parts in different locations), hard to read and (at times) hard 

to find. Provide a single, shareable, up to date, accurate, rapidly retrievable source of 
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information, potentially available anywhere at any time. Require less space and administrative 

resources (Abraham, Joanna and Madhu C. Reddy 2010.). 

 Also provide Easy accessibility to medical records with in the different departments of 

the case study at a given time is also beneficial (Mosby; 2004). This improved access will lead 

to better communication between care providers and save time that is wasted during the process 

of search through paper files for a record and improving quality of the service delivery.  

The developed system will help to maintain data and information trail that can be readily 

analysed for medical audit, research and quality assurance, epidemiological monitoring, and 

disease surveillance (Abumelha, Manal, et al. 2016). 

. 
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CHAPTER TWO 

 

LITERATURE REVIEW 

2.0 Introduction 

This chapter offers a critical review of prior studies relevant to Electronic Health Records 

(EHRs). Firstly, the chapter provides an overview of EHRS, followed by EHRS systems and 

lastly security models, which are the main research areas the thesis contributes. The related 

work on EHRs is described under three general themes, namely: PHR systems models, legal 

and system standards, and security models with the goal of identifying and re-applying a 

security model that fits within the constraints of Uganda. Other subsections of this chapter 

identify key research gaps and explore the design EHR technologies for patients. Based on the 

results, the chapter sets out a research agenda for the dissertation, and justifies the selection of 

the security model that we used in our EHR system 

2.1 Definitions 

i) A digital signature is an electronic rather than a written signature that can be used by 

someone to authenticate the identity of the sender of a message or of the signer of a 

document. It can also be used to ensure that the original content of the message or 

document that has been conveyed is unchanged. 

ii) Electronic Data Interchange (EDI) is the inter-organizational, computer-to-computer 

exchange of structured information in a standard, machine process able format. 

iii) Health Level Seven (HL7) is a specification for a health data-interchange standard 

designed to facilitate the transfer of health data resident on different and disparate 

computer systems in a health care setting. HL7 facilitates the transfer of laboratory 

results, pharmacy data and other information between different computer systems. 

iv) A Key is a variable value created using a mathematical formula. Public keys are 

obtained from the certificate authority, while private keys are contained within each 

user’s computer system. 

v) Private Key is a mathematically derived code provided by a certificate authority. The 

private key is stored in the user’s computer and is not accessible to the public. It can be 

combined with the public key to encrypt and decrypt messages. 

vi) Public key is a mathematically derived code provided by a certificate authority. The 

public key is stored in the digital certificate and can be combined with the private key 
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to encrypt and decrypt messages. 

vii) Public key infrastructure (PKI) software application that allows users to encrypt and 

send Information securely over a public network. 

viii) Encryption The process of converting data into a form or code that cannot be 

understood by unauthorized persons. 

ix)   Electronic Health Record (eHR) these are stored health information 

2.2 Over view on major goals of information systems and data exchange 

An important requirement of any information management system is to protect data and 

resources against unauthorized disclosure (secrecy) and unauthorized or improper 

modifications (integrity), while at the same time ensuring their availability to legitimate users 

(no denials-of-service). Enforcing protection therefore requires that every access to a system 

and its resources be controlled and that only authorized accesses can take place. This process 

goes under the name of access control. The development of an access control system requires 

the definition of the regulations according to which access is to be controlled and their 

implementation as functions executable by a computer system. The researcher explores the 

idea of security control for electronic health records in resource-constrained environments 

through literature review. There are two doctrines for developing electronic health records: 

i) Data stored should be exchanged according to public standards  

ii)  And then records access controls (Mandl et al, 2001). 

 The researcher reviews literature on the international health systems standards, access control 

approaches and their requirements. The researcher also reviews security policies.  

2.2.1 International Health System Standards 

In this section, the researcher reviews literature on the US Health Insurance Portability and 

Accountability Act of 1996, Health Level 7 and the European Directive 95/46/EC on protection 

of personal data.  

According to Oppliger (1996), international standards can be defined as documented 

agreements containing precise criteria that must be followed consistently as rules, guidelines 

or definitions of characteristics to ensure that any products, materials, processes or services are 

fit for their purpose. The acceptance and adoption of these standards is recognized by very 

many states and governments in Europe, Asia, Canada and some African countries (Tuyikeze, 

2005; Tuyikeze & Pottas, 2005). 
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2.2.2 HIPAA 

The Health Insurance Portability and Accountability Act of 1996 (HIPAA), was released in the 

US in 1996 with a compliance date of April 14, 2003 to help improve health care delivery by 

streamlining health insurance coverage. HIPAA sets standards for privacy of individually 

identifiable health records (Kulynych and Korn, 2003). It regulates health providers such as 

hospitals on the permissible use and disclosure of identifiable health records (Kulynych and 

Korn, 2003). It specifies that without written patient authorization of a highly prescriptive and 

purpose specific form, the health providers may only make certain use of identifiable health 

records and may only disclose it to third parties for sanctioned purposes that are minimum 

necessary to accomplish treatment (Kulynych and Korn, 2003). This act regulates both 

electronic and paper records. HIPAA requires that patients be provided a privacy notice to 

educate them about their rights. This should indicate who will be able to see and use their 

medical records, what use will require the patient’s specific authorization and their right to 

inspect, copy and change their medical records (Annas, 2003). The providers are required to 

provide an accounting of all disclosures. The authorization to release patient’s information 

must contain at least the description of the information to be released, the name of the person 

or entity authorized to release this information, a description of each of the purpose of the 

requested use or disclosure, an expiration date and the signature of the individual and date 

(Annas, 2003). HIPAA states that providers should not use consent as a condition for treatment 

and that the health system should have an emergency access procedure. 

In Conclusion, HIPAA emphasizes that patients have a right to have their personal medical 

records kept private and that the providers should be accountable for all the disclosures. Patient 

centered access control has been proposed as an ideal solution to managing access to their own 

electronic health information to meet HIPAA standard requirements. 

2.2.3 HL7 

Health Level 7, (HL7) Organization was founded by a group of health care computer system 

users who started developing the HL7 protocol that allows sharing clinical data with each other 

and has since then become the global standard (HL7 Standard). The mission of HL7 is: “To 

provide global standards for the exchange, management and integration of data that supports 

clinical patient care and the management of delivery and evaluation of health care  
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services. Specifically to create flexible, cost effective approaches, standards, guidelines, 

methodologies and enable health care information. Originally developed in 1987, HL7 is now 

in use in more than twenty countries around the world. HL7 contains messages for almost every 

conceivable healthcare application area, including the following: 

 Registration                                             Document control                

 Orders (clinical and other)          Scheduling and logistics 

 Results and observations          Personnel administration 

 Queries            Patient care planning 

 Finances             Network synchronization 

 Laboratory automation          Master files and indexes 

2.2.2.1 what does an HL7 interface do? 

An HL7 interface bridges the gaps between your facilities patient registration system, 

transcription solution and EMR/EHR by using a standard messaging protocol. Because 

hospitals and other healthcare providers usually have different systems for different aspects of 

services, they are often unable to communicate with each other. HL7 alleviates that problem 

by providing the framework for the exchange, integration, sharing and retrieval of electronic 

health information. HL7 interfaces provide an encrypted and secure means of transferring files. 

The HL7 is "Level Seven" because its message formats are layered upon the seventh level of 

the Open Systems Interconnection (OSI) protocol of the International Standards Organization 

(ISO). Unlike other standards, HL7 specifies almost no restrictions whatsoever on the protocols 

to be used in the lower layers of the interface. The definitions in HL7 concentrate on the logical 

arrangement of data and what is meant by information in various parts of the message. 

2.2.3.1 what are the benefits of an HL7 interface? 

Costs for healthcare facilities to interface are reduced because HL7 is the worldwide health 

interface standard and all service and solution providers should be knowledgeable and able to 

integrate. By using a HL7 interface engine, health providers can realize the benefits of existing 

information systems without major reinvestment in new technologies, lowering costs and 

extending the life and efficiencies of current systems. There is also opportunity to link to 

systems outside the healthcare provider such as providers of outsourced services like radiology 

and transcription. 
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The HL7 interface also improves workflow by allowing medical professionals to focus on their 

core business activities and provide quality healthcare. Instead of having to write specifications 

from scratch each time data needs to be sent between two systems, we can make reference to a 

uniform document whose definitions assist in providing a common understanding to both 

systems. Below is a table showing a summary of some selected international health standard 

as given by ISO (2015). 

2.2.4 Health Information Privacy Regulations 

In the last four decades healthcare industry has undergo tremendous changes driven by 

advances in technology and legislation such as the 1973 Health Maintenance Organizations 

Act. As personal health information is digitized, transmitted and mined for effective care 

provision, new forms of threat to patients‘ privacy are becoming evident. In view of these 

emerging threats and the overarching goal of providing cost effective healthcare services to all 

citizens, several important federal regulations have been enacted including the Privacy and 

Security Rules under HIPAA (1996) and State Alliance for eHealth (2007). The technology 

component involved in managing health information and necessity of disclosure to third parties 

has led to stipulations of privacy compliance and provision of security safeguards under 

HIPAA (Mercuri 2004). The Privacy Rule of HIPAA addresses the use and disclosure of a 

patient‘s protected health information by healthcare plans, medical providers, and 

clearinghouses, also referred as covered entities. By virtue of their contact with patients, 

covered entities are the primary agents of capturing a patient‘s health information for a variety 

of purposes including treatment, payment, managing healthcare operations, medical research, 

and subcontracting (Choi et al. 2006). The Security Rule of HIPAA requires covered entities 

to ensure implementation of administrative safeguards in the form of policies and personnel, 

physical safeguards to information infrastructure, and technical safeguards to monitor and 

control intra and inter organizational information access (ibid.) 

Apart from HIPAA, by 2007, nearly 60 Health IT related laws have been enacted in 34 states, 

plus the District of Columbia (RTI 2007). Moreover, the US Congress has been considering 

various new legislation including ―Health Information Privacy and Security Act‖ (US 

Congress 2007a), National Health Information Technology and Privacy Advancement Act of 

2007‖ (US Congress 2007b), and ―Technologies for Restoring Users‘ Security and Trust in 

Health Information Act of 2008‖ (US Congress 2008). 

Therefore, this new legislation is intended to improve the privacy protection offered 
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under previous regulations by creating incentives to de-identify health information for purposes 

necessary, establishing health information technology and privacy systems, bringing equity to 

healthcare provision, and increasing private enterprise participation in patient privacy 

2.3 Threats to Information Privacy 

Threats to patient privacy and information security could be categorized into two broad areas:  

i) Organizational threats that arise from inappropriate access of patient data by either 

internal agents abusing their privileges or external agents exploiting vulnerability of 

information systems, and  

ii)  Systemic threats that arise from an agent in the information flow chain exploiting the 

disclosed data beyond its intended use (NRC 1997). 

2.3.1 Organizational Threats 

Organizational threats may assume different forms, such as an employee who accesses data 

without any legitimate need or an outside attacker (hacker) that infiltrates organization‘s 

information infrastructure to steal data or render it inoperable.  

At the outset, these organizational threats could be characterized by four components – 

motives, resources, accessibility, and technical capability (1997). Depending on these 

components, different threats may pose different level of risk to organization requiring NRC 

different mitigation and prevention strategies. Motives could be both of economic or 

noneconomic nature. For some, such as insurers, employers, and journalists, patient records 

may have economic value, while others may have noneconomic motives such as a person 

involved in romantic relationship. These attackers may have resources ranging from modest 

financial backing and computing skills to a well-funded infrastructure to threaten a patient as 

well as the operations of a healthcare organization. The attackers may require different types 

of access to carry out their exploits, such as access to the site, system authorization, and data 

authorization. In addition, threats could depend on technical capability of attackers who may 

be novice or sophisticated programmers. Moreover, with the growing underground cyber 

economy (Knapp and Boulton 2006), an individual with the intent to acquire data and 

possessing adequate financial resources may be able to buy services of sophisticated hackers 

to breach healthcare data. 

Organizational threats could be categorized into five levels, in the increasing order of 

sophistication (NRC 1997; Rindfleisch 1997): 
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i) Accidental disclosure: healthcare personnel unintentionally disclose patient 

information to others, example. Email message sent to wrong address or an information 

leak through peer-to-peer file sharing. 

ii) Insider curiosity: an insider with data access privilege pries upon a patient‘s records out 

of curiosity or for their own purpose, example a nurse accessing information about a 

fellow employee to determine possibility of sexually transmitted disease in colleague; 

or medical personnel accessing potentially embarrassing health information about a 

celebrity and transmitting to media 

iii) Data breach by insider: insiders who access patient information and transmit to 

outsiders for profit or taking revenge on patient 

iv) Data breach by outsider with physical intrusion: an outsider who enters the physical 

facility either by coercion or forced entry and gains access to system 

v) Unauthorized intrusion of network system: an outsider, including former vengeful 

employees, patients, or hackers who intrude into organization‘s network system from 

outside and gain access to patient information or render the system inoperable  

2.3.2 Systemic Threats 

Etzioni (1999), in discussing the Limits to Privacy‘, makes a strong case that a major threat to 

patient privacy occurs not from outside of the information flow chain in healthcare industry 

but from insiders who are legally privileged to access patient information. For example, 

insurance firms may deny life insurance to patients based on their medical conditions, or an 

employer having access to employees‘ medical records may deny promotion, or worse, 

terminate employment. Patients and payer organizations may incur financial losses as a result 

of malpractices including up coding of diagnoses, and rendering of medically unnecessary 

services. In summary, healthcare information systems could be subjected to security threats 

from one or more sources including imposter agents, unauthorized use of resources, 

unauthorized disclosure of information, unauthorized alteration of resources, and unauthorized 

denial of service (Win et al. 2006). Denial-of-service attacks via Internet worms or viruses, 

equipment malfunctions arising from file deletion or corrupted data, and the lack of 

contingency plans pertaining to offsite backup, data restoration procedures, and similar 

activities may also trigger HIPAA violations (Mercuri 2004). 
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2.4 Access Control Approaches 

In this section we review approach especially the Role Based Access control model. Computer 

systems have multiply users, leading to heighten need for data security issues. System 

administrators and software developers’ focus on different kind of access control to ensure only 

authorized users are given access the data resources of the system. One kind of access control 

that evolved was role based access control (RBAC) With role-based systems administrators 

create roles based job functions performed in the company. They are granted permission 

according to those roles. They then assign users roles basing on their specific job 

responsibilities and qualifications. Roles can represent specific tasks such as that of a physician 

or pharmacist, person may have the competency to manage several departments but can be 

assign a role to manage only one. Roles can reflect specific duty assignments rotated through 

multiple users. Role define both specific individuals allowed to access a resource and to what 

extent the resource is are accessed for example an operators role may be to access all the 

computer resources but not to change any permission granted and an auditors role might be 

only to access audit trails. Roles are used for systems administration for networked 

environment. 

Particular combination of users and permissions brought together by roles tend to change over 

time. Permissions are associated with roles on the other hand more stable they tend to change 

less than the people who fill the positions that the roles represent therefore basing security on 

roles is rather than permission is simpler. Users can be easily reassigned new roles as needs of 

the company change. Similarly as a company acquires new applications and systems roles can 

have new permissions granted and existing revoked. 

2.4.1 The NIST Model for Role Based Access Control (RBAC) 

The National Institute of Standards and Technology (NIST) demonstrates that RBAC addresses 

many different needs for commercial and government sector as access control requirements 

were found to be determined by a needs of a costumers, stock holder and insurer’s confidence; 

personal information privacy, prevention of an authorized financial asserts distribution and 

unauthorized long distance telephone call and adherence to professional standards. Study found 

out that in many organizations: - 

i) Based on access control decisions the roles of an individual user take on parts of the 

organization 

 



  

31 
  

ii) Preferred to centrally control and maintain access control rights that reflect 

organizational protection guidelines 

iii) Viewed their access control needs as unique, believing that commercially available 

products lacked adequate flexibility 

The NIST model for role based access control (RBAC) is organized into four levels of 

increasing functional capabilities; flat RBAC, hierarchical RBAC, constrained RBAC and 

symmetric RBAC which are cumulative with each adding one new requirement (Sandhu et al, 

2001). RBAC diverges from the user identity level to a role one where permissions are granted 

based on functional roles in the enterprise and not the individual; and users are assigned to 

these roles or a set of roles (Sandhu et al, 2001). 

2.4.1.1 How RBAC works 

RBAC has four elements: users, roles, permissions and sessions; NIST RBAC elaborates 

permissions by introducing operations and objects sub entities (Sandhu et al, 2001). The 

diagram below illustrates how these elements relate to each other. In flat RBAC, users are 

assigned to roles, permissions are assigned to roles so users inherit permissions from being 

members of these roles. This can be implemented in a many to many setup where a user can 

be a member of several roles or a role can have several users (Sandhu et al, 2001). The other 

levels have increasing functional capabilities from flat RBAC. 
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Figure 2.1: NIST RBAC (Sandhu et al, 2001) 

 

Hierarchical RBAC requires role hierarchies such that a senior role acquires the permissions 

of its juniors (Sandhu et al, 2001). Constrained RBAC enforces separation of duties where 

responsibility and authority for an action is spread over multiple users to reduce the risk of 

committing a fraudulent act by requiring the involvement of more than one user (Sandhu et al, 

2001). Symmetric RBAC requires permission role review such that the roles to which certain 

permissions are assigned can be determined as well as permissions assigned to a specific role 

(Sandhu et al, 2001). 

2.4.1.2 Strength of RBAC 

Roles are persistent in an organization compared to user turnover and can be hierarchical such 

that one role includes all permission of another role or overlapping, this makes implementation 

less complex when assigning permissions in a large enterprise (Sandhu et al, 2001). 

2.4.1.3 Weakness of RBAC 

RBAC has default rights for users based on their roles. This implies that a doctor for example 

inherits rights that the doctors’ role is defined. This access approach by itself does not satisfy 

requirements for HIPAA. 

2.4.2 Multilevel Security 

Multilevel Security, MLS was developed by the Department of Defense in the US in the1970s 

to control confidentiality and information flow in information systems (Gasser, 1998). It 

maintains different levels of access to classified information on multi access resource sharing 

information systems (Gasser, 1998). 

2.4.2 .1 How MLS works 

MLS defines that every data has a classification and every user possesses a clearance. The 

security levels are unclassified, confidential, secret and top secret which are hierarchical. 

Multi-level security leverages on Bell La Padula security model (Bell and La Padula, 1974) 

properties that state: 

i) Simple Security Property: 

 

A subject can read from an object as long as the subject’s security level is the same as, 
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or higher than, the object’s security level. This is known as the no read up property. 

ii) *-Property: 

A subject can write to an object as long as the subject’s security level is the same as or 

lower than the object’s security level. This is known as the no write down property(Bell 

and La Padula, 1974) 

 

 

   Figure 2.2: MLS Security Levels 

 

The MLS classification and clearance is made up of two components; a security level and a 

compartment. The security levels are similar to Bell La Padula’s unclassified, confidential, 

secret and top secret levels above while the compartment is defined explicitly and can be a 

project such as Project A or Cuba (Gasser, 1998). The object’s classification contains the 

security level and the compartments (security-level, explicit-compartment) for example 

(Secret, Nigeria, Project D, CDC). In this example a user with clearance Secret without all the 

three compartments will not be able to read a file with this classification. This implements a 
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need to know access control mechanism. 

2.4.2 .2 Strength of MLS 

Based on the Bell La Padula model, MLS permits users or processes to read only information 

classified at only or below their clearance. It prevents them from reading information whose 

classification exceeds their clearance (No read up). MLS also prevents users or processes from 

passing highly classified information to users or processes that do not possess this clearance 

whether intentionally or not (No write down), (Gasser, 1998). Use of compartments 

implements a “need to know” basis of information flow. 

2.4.2.3 Weakness of MLS 

The fact that MLS is based on classification of information and clearance of the users prior to 

authorization limits its use in situations where the information sharing parties do not have prior 

knowledge of each other. 

2.4.2.4 RBAC Verses MLS 

RBAC defines roles with rights and users are assigned to roles so that users have default rights 

by being members of certain roles. MLS requires that a user has a given clearance and an 

explicit compartment. Therefore RBAC does not implement explicit authorization while MLS 

does using compartments. 

2.4.3 Discretionary Access Control (DAC) 

DAC was developed to implement Access Control Matrices defined by Lampson in his paper 

on system protection. In the DAC module the patient will specify who can access his eHR. He 

will populate an Access Control List (ACL) with the healthcare practitioners who he prefers to 

be able to access his eHR. The patient also has the capability to specify the access level of each 

of the users in terms of a sensitivity label in the ACL, which is done using the MAC. The 

matrices are in three-dimensional, rows are the subjects and columns are the objects. The 

mapping of the pairing of objects and subjects results into set of rights that subjects have over 

objects. DAC allows subject discretion to decide access rights on the objects they own. Because 

Access Control Matrices have one row for every subject and one column for every object, the 

number of entries is intuitively the number of subjects times the number of objects. This means 

that O (n) growth in subjects and objects results in O (n2) growth in the size of the matrix. The 

size of the access control matrix would not be a concern if the matrix were dense, however, 

most subjects have no access rights on most objects so, in practice, the matrix is very sparse. 
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If access control information was maintained in this matrix form, large quantities of space 

would be wasted and lookups would be very expensive. Thus, DAC access settings are 

typically stored as either per-object file permission modes (default on UNIX) or as lists. 

2.4.3.1 Strength of DAC 

A primary benefit associated with the use of DAC is enabling fine-grained control over system 

objects. Through the use offline-grained controls, DAC can easily be used to implement least-

privilege access. Individual objects can have access control restrictions to limit individual 

subject access to the minimum rights needed. DAC is also intuitive in implementation and is 

mostly invisible to users so it is regarded as the most cost-effective for home and small-business 

users. [S. Smalley] 

2.4.3.2 Limitations of DAC 

DAC has its own limitations Allowing users to control object access permissions has a side-

effect of opening the system up to Trojan horse susceptibility. Maintenance of the system and 

verification of security principals is extremely difficulty or DAC systems because users control 

access rights to owned objects. This result into a Safety Problem, the lack of constraints on 

copy privileges, is another liability inherent to DAC. The lack of constraints on copying 

information from one file to another makes it difficult to maintain safety policies and verify 

that safety policies have are not compromised while opening potential exploits for Trojan 

horses. 

2.4.4 PKI-based Access Control 

Public Key Infrastructure based access control is a security framework that uses the concept of 

a trusted third party to ensure confidentiality, integrity, non-repudiation and accountability 

during information sharing (Bourka et al, 2003). PKI controls the issuing and management of 

digital certificates that are used in combination with encryption to achieve this. The goal of 

access control within E-health systems is to provide systems access control by ensuring that 

only authorized users have access to patient’s information (Tuyikeze, 2005; Smith etal., 2010). 

2.4.4.1 How PKI works 

Public Key Infrastructure is based on asymmetric cryptography where a pair of keys; public 

and private keys are used. What one key encrypts, only the other key can decrypt. The public 

key is published to the public while a user keeps the private key secret. A sender uses the 

receiver’s public key to encrypt data that can only be decrypted by using the receiver’s private 
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key. This provides for data confidentiality. 

A sender can use his private key to perform a one-way hash function on the message and attach 

the value to the message, this is known as a digital signature. He then uses the receiver’s public 

key to encrypt the message and send it together with the has value. The receiver uses his private 

key to decrypt the message, performs a hash function on the message using the sender’s public 

key and if the value is the same as the attached value then the sender is who he claims to be. 

This provides for authentication, confidentiality, integrity, on repudiation and accountability. 

Asymmetric cryptography is very resource intensive due to number encryption iterations and 

is often used in combination with symmetric cryptography such that when authentication is 

complete, then the two parties can share a secret key that is used for the lesser resource 

intensive symmetric encryption. To prevent a masquerader from posting a public key to which 

he knows the corresponding private key, a trusted third party signs the public keys and appends 

the owner’s name such that the sender can verify that receiver’s public key before engaging 

with a masquerader. This is known as a digital certificate and the trusted third party is known 

as a certificate authority. A digital certificate also contains the expiration date and the name of 

the certificate authority (Mavridis et al, 2001). 

2.4.4.2 Strength of PKI 

PKI-based access control is effective at authenticating users from different security domains 

using a trusted third party such as a certificate authority. The same concept provides for 

information confidentiality, integrity, non-repudiation and accountability. PKI-based access 

control can even be used in environments where the parties do not have any prior knowledge 

of each other. 

2.4.4.3 Weakness of PKI 

Public Key Infrastructure operations are very resource intensive and pose a challenge in 

resource limited environments. 

2.4.5 Digital Signatures 

The move from paper medical records to digital versions has helped improve data sharing, 

convenience and efficiency in the healthcare industry yet signatures are still required from 

patients to give their authorization to share or use their Protected Health Information (PHI). 

Under the Privacy Rule, patients are allowed access to their healthcare data on request 

(reviewed by Pritts, 2008). The Omnibus Rule, which placed a restriction on the use of PHI for 

http://www.ncbi.nlm.nih.gov/books/NBK9573/
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marketing purposes, requires patients to sign a document to confirm that they agree to receive 

marketing communications. Obtaining written consent from patients is essential under the 

Health Insurance Portability and Accountability Act (HIPAA). Covered Entities (CEs) must be 

able to produce consent forms in the case of a compliance audit or a legal dispute. A signed 

document will confirm that patient consent has been obtained. However in a digital age, pen 

and ink signatures should not be necessary. 

A Digital signature is a method of signing an electronic document that identifies and 

authenticates a particular person as the source of the electronic document and indicates that 

person’s approval of (and accountability for) the information contained in the electronic 

document (May 3, 2015, HIPAA Journal). A number of technical solutions for the use of digital 

signatures have been identified and evaluated, with PKI being the Australian Government 

preferred solution. PKI is a trusted framework adopted by Australian Government to provide 

authentication and confidentiality for online transactions through the use of digital keys and 

certificates. For the healthcare sector, PKI enables the transfer of sensitive medical information 

across the Internet, without compromising the individual’s right to privacy.  

PKI digital certificates may be issued to an organization (‘location certificates’) or to an 

individual (‘Individual Certificates’). Location certificates allow a number of people at the 

same location to sign, encrypt and exchange messages electronically with other certificate 

subscribers. The location certificate provides confidentiality, authentication, and integrity of 

the information that is transmitted. Signing a message using the location certificate confirms 

the location that the message came from, but not from which individual. Individual certificates 

are specific to an individual and are used to sign, encrypt and exchange messages electronically 

with other certificate subscribers. Individual certificates provide authentication, 

confidentiality, integrity and non-repudiation. Ideally, the electronic exchange of information 

should utilize individual certificates for signing because: 

i) A valid document must unambiguously identify the implementer as the signer of the 

document; and 

ii) A document may contain personal and potentially sensitive information. However the 

anecdotal evidence suggests that, in practice the implementation of individual 

certificates over location certificates has been problematic. Therefore, the 

implementation of digital signatures using PKI requires careful consideration of the 

practical issues surrounding the use of individual and location certificates in the 

Healthcare sector. One possibility might be that PKI location certificates are used in 

http://www.hipaajournal.com/2015/05/
http://www.hipaajournal.com/author/hipaajournal/
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combination with another method of authentication, e.g. username and password, 

underpinned by legal or policy frameworks. 

A digital signature has the same legal holding as your hand written signature. This was 

introduced in the Commonwealth Electronic Transactions Act in 1999. 

 

 

 

 

Figure 2.3: Overview of a Digital Signature Process 
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2.4.5.1 Strength of Digital Signatures 

i) Digital signature is embedded and cannot be lost 

ii) Message remains compliant 

iii) Usual message transformations remain possible 

iv) Can add copy doctors and new MSH ID 

v) Signature can be stripped off if desired 

vi) Message can be archived 

vii) Any PKI could be used 

viii) Digital signature can be re-evaluated at any time 

ix) Can transform to XML if desired 

2.4.6 Attribute Based Access Control, (ABAC) 

Similar to the above approach, the attribute based access control uses attribute certificates only 

that these certificates do not contain a public key (Mavridis et al, 2001). An attribute certificate 

contains the account holder’s specific attributes similar to policies that specify his or her access 

control information such as role, security clearance or group membership (Mavridis et al, 

2001). It can be used for part of the authorization processes that is not identity based such as 

in the military where access is based on rank. Attribute certificates also need to be signed by a 

trusted third party known as attribute authority (Mavridis et al, 2001) that is responsible for 

their issuing and entire lifetime up to revocation. 

2.4.6.1 Strength of ABAC 

ABAC is effective at authorization of users from different security domains using a trusted 

third party even in environments where the parties do not have any prior knowledge of each 

other. 

2.4.6.2 Weakness of ABAC 

ABAC does not use public keys and therefore does not cater for security during transmission. 

2.4.7 Access control lists (ACLs) 

ACLS is a representation of objects rights as a table of subjects is mapped to their individual 

rights over objects. Access control models assume that the users are authorized to access the 

information system. After authorization, the access control mechanism will define what 
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information each authorized user can access (Malin and Airoldi, 2007). ACLs are the default 

representation of access rights on UNIX systems and essentially correspond to individual 

columns in the system Access Control Matrix. ACLs are effective but not time-efficient with 

a low number of subjects. Typically, the operating system knows who the user of a process is 

but doesn’t know what rights the user has over objects on the system. ACLs require the 

operating system to either perform a rights lookup on each object access or somehow maintain 

the subjects active access rights. Because of this rights management issue, and the difficulty in 

performing multi-object rights modifications for individual users, ACLs don’t scale well on 

systems with large numbers of subjects or objects. 

  

 

Figure 2.4: Authorization table, ACLs, and capabilities  
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2.4.7.1 Strength of ACLs 

For ACLs is sufficient for a subject to present the appropriate capability to gain access to an 

object. It presents an advantage to distributed systems since it permits to avoid repeat 

authentication to the subject 

The advantage of this is that ACLs can be efficiently represented as small bit-vectors. For 

instance, in the popular Unix operating system, each user in the system belongs to exactly one 

group and each file has an owner (generally the user who created it), and is associated with a 

group (usually the group of its owner). 

2.4.7.2 Weakness of ACLs 

With ACLs it is immediate to check the authorizations holding on an object, while 

retrieving all the authorizations of a subject requires the examination of the ACLs for all the 

objects. Analogously, with capabilities, it is immediate to determine the privileges of a subject, 

while retrieving the entire accesses executable on an object requires the examination of all the 

different capabilities. These aspects affect the efficiency of authorization revocation upon 

deletion of either subjects or objects 

2.4.8 Surrogate Trust Negotiation, (STN) 

Trust negotiation allows two parties that are previously unknown to each other outside a local 

security domain to transact securely through a handshake like process of requesting and 

providing digital credentials and policies (Vawdrey et al, 2003). These digital credentials are 

digitally signed by a trusted issuer and are used to verify the owner’s attributes (Vawdrey et al, 

2003). PKI-based and Attribute based access control approaches are examples of trust 

negotiation. 

2.4.8.1 How STN works 

Surrogate Trust Negotiation (Vawdrey et al, 2003) brings the concept of trust negotiation based 

authentication and authorization to mobile devices. Mobile devices usually operate outside a 

single security domain (Vawdrey et al, 2003) and trust negotiation is appropriate for their 

transactions. STN provides a mechanism that effectively combines the capabilities of network 

proxies, software agents and modern cryptographic systems to extend trust negotiation to 

mobile environments. In this protocol, the resource intensive task of public key cryptography 

is off loaded to trust agents. “Trust agents are autonomous software modules on secure, offsite 

computers that act as surrogates for mobile devices, performing cryptographic operations and 
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managing credentials, policies, secret keys for use in trust negotiation.” (Vawdrey et al, 2003) 

STN allows resource limited devices to participate in trust negotiation using trust agents. 

 

Figure 2.5: Surrogate Trust Negotiation (Sundelin, 2003) 

 

2.4.8.2 Strengths of STN 

Mobile technologies such as GSM are widespread and available even in resource-limited 

settings. A mechanism that can achieve health systems standards using mobile technologies 

would be ideal for resource limited settings. 

2.5 Cryptograph 

Cryptography involves the study and practice of hiding information through the use of keys, 

which are associated with Web-based applications, ATMs, Ecommerce, computer passwords, 

and the many more. Encryption is the process of converting normal text to unreadable form. 

Decryption is the process of converting encrypted text to normal text in the readable form. 

 

 

Figure 2.6: Conventional Encryption Model 
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 There is a prevailing myth that secrecy is good for security, and since cryptography is based 

on secrets, it may not be good for security in a practical sense (Schneier, 2004; Baker, 2005). 

The mathematics involved in good cryptography is very complex and often difficult to 

understand, but many software applications tend to hide the details from the user thus making 

cryptography a useful tool in providing network and data security (Robinson, 2008). Strong 

public-key cryptography is computationally expensive for small devices, and the alternative 

may be  to incorporate cryptographic hardware into embedded designs (Robinson, 2008).  

Cryptograph is a branch of computer science and mathematics and its in two forms symmetric 

and asymmetric.  Symmetric cryptosystems involve the use of single key know as secret key 

to encrypt and decrypt data messages while as asymmetric cryptosystem use one key (public 

key) to encrypt messages and second key (secret key) to decrypt messages. Asymmetric 

cryptosystems can all be know as public key cryptosystems 

 

 

Figure 2.7: Symmetric Key Cryptography Process 

 

 Symmetric cryptosystems have always faced is the lack of a secure means for the sharing of 

the secret key by the individuals who wish to secure their data or communications. 

Public key cryptosystem include DES, RSA help to solve the problem of secret key 

cryptosystems. 
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Figure 2.8: Public Key Cryptography Process 

 

2.5.1 Purpose of Cryptography  

Cryptography provides a number of security goals to avoid a security issue. Due to security 

advantages of cryptography it is widely used today. Following are the different goals of 

cryptography discussed as:  

i) Confidentiality 

Nobody can read the message not including the future receiver. Information in computer 

information is transmitted and has to be contact only by the authorized party and not by 

unauthorized person.  

ii) Authentication  

This process is proving a one's identity. The information received by system then checks 

the identity of the sender that whether the information is incoming from a authorized 

person or unauthorized person or wrong identity.  

iii)  Integrity  

Only the authorized party is modifying the transmitted information or message. Nobody 
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can change the given message.  

iv)  Non-Repudiation  

This is a mechanism to prove that the sender really sent this message. So if any sender denies 

that he doesn’t send the message; this method not allows doing such type of action to sender.  

v)  Access control  

Only the authorized parties are capable to contact the given information.  

2.5.2 Cryptographic Algorithms  

2.5.2.1 RSA 

This is the most popularly used cryptosystem developed by Ron Rivest, Adi Shamir, and 

Leonard Adleman at the Massachusetts Institute of Technology in 1977 (Robinson, 2008). The 

RSA algorithm involves the process of generating the public key by multiplying two very large 

(100 digits or more) randomly chosen prime numbers, and then, by randomly choosing another 

very large number, called the encryption key. The public key consists of both the encryption 

key and the product of those two primes. Ron Rivest then developed a simple formula by which 

someone who wanted to scramble a message could use that public key to do so. Plain text 

would then be converted to cipher text that would then be transformed that is inclusive of the 

large product. Using the algorithm developed by Euclid, Ron Rivest provided for decryption 

key—one that could only be calculated by use of original two prime numbers. Using this 

encryption key would unravel the cipher text and transform it back into its original plaintext. 

 

What makes the RSA algorithm strong is the mathematics that is involved. Ascertaining the 

original randomly chosen prime numbers and the large randomly chosen number (encryption 

key) that was used to form the product that encrypted the data in the first place is nearly 

impossible (Levy, 2001). 

On the other hand, Given that the underlying mathematics is the same for encryption 

and signing, only in reverse, if an attacker can convince a key holder to sign an unformatted 

encrypted message using the same key then she gets the original. 

2.5.2.2 Pretty Good Privacy (PGP) 

It was developed by Phil Zimmerman beginning in early 1991 (Levy, 2001). The 

strength of the keys that are created to encrypt and decrypt data or communications is a function 
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of the length of those keys. Typically the longer the key, the stronger that key is. For example, 

a 56-bit key (consisting of 56 bits of data) would not be as strong as a 128-bit key. And, 

consequently, a 128-bit key would not be as strong as a 256- or 1024-bit key. 

2.5.2.3 Data Encryption Standard (DES) 

DES is a symmetric key algorithm, which was developed by IBM in 1977. It uses block size 

64 bits, key size 56 bits. DES always operates on blocks of equal size and it uses both 

permutations and substitutions in the algorithm. DES used 16 rounds of transposition and 

substitution to encrypt each group of 8(64 bit) plaintext letters and output from each round is 

one by one. The number of rounds is exponentially proportional to the amount of time and 

fined a key using a brute-force attack. Therefore the number of rounds increases then the 

security of the algorithm increases exponentially. DES was clearly no longer invulnerable to 

the attacks.  

The strength of DES lies on two facts: 

i) The use of 56-bit keys: 56-bit key is used in encryption; there are 256 possible keys. A 

brute force attack on such number of keys is impractical.  

ii) The nature of algorithm: Cryptanalyst can perform cryptanalysis by exploiting the 

characteristic of DES algorithm but no one has succeeded in finding out the weakness. 

Weakness has been found in the design of the cipher: 

i) Two chosen input to an S-box can create the same output. 

ii) The purpose of initial and final permutation is not clear. 

2.5.2.4 Triple DES  

Triple DES is same as the DES operation. It uses three 64-bit keys and overall key length of 

192 bits. We simply type in the entire 192-bit (24 character) key rather than entering each of 

the invidiously three keys. The procedure for encryption is exactly the same as DES, but this 

process is repeated three times. It is encrypted with the first key then decrypted with the second 

key, and finally encrypted again with the third key. This procedure for decrypting something 

is the same as the procedure for encryption, except it is accept same as reverse process.  

2.5.2.5 Advanced Encryption Standard  

Vincent Rijmen and Joan Daemen in Belgium selected Rijndael as the AES in Oct-2000 

Designed. AES is a symmetric block cipher that can block size128bit, Cipher keys 128,192and 
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256 bits. Basically, encryption algorithms are divided into three major categories – 

transposition, substitution, and transposition – substitution technique. AES algorithm uses a 

round function that is compared of four different byte-oriented transformation such as Sub 

byte, Shift row, Mix column, Add round key. Number of rounds to be used depend on the 

length of key e.g. 10 round for 128-bit key, 12 rounds for 192-bit key and 14 rounds for 256 

bit keys.  AES is a symmetric block cipher. This means that it uses the same key for both 

encryption and decryption. The algorithm Rijndael allows for a variety of block and key sizes 

and not just the 64 and 56 bits of DES’ block and key size. The block and key can in fact be 

chosen independently from 128, 160, 192, 224, 256 bits and need not be the same. However, 

the AES standard states that the algorithm can only accept a block size of 128 bits and a choice 

of three keys - 128, 192, 256 bits. Depending on which version is used, the name of the standard 

is modified to AES-128, AES-192 or AES-256 respectively. As well as these differences AES 

differs from DES in that it is not a feistel structure. Recall that in a feistel structure, half of the 

data block is used to modify the other half of the data block and then the halves are swapped. 

In this case the entire data block is processed in parallel during each round using substitutions 

and permutations. A number of AES parameters depend on the key length. For example, if the 

key size used is 128 then the number of rounds is 10 whereas it is 12 and 14 for 192 and256 

bits respectively. At present the most common key size likely to be used is the 128-bit key. 

This description of the AES algorithm therefore describes this particular implementation. 

Rijndael was designed to have the following characteristics: 

• Resistance against all known attacks. 

• Speed and code compactness on a wide range of platforms. 

• Design Simplicity. 

The overall structure of AES can be seen in 7.1. The input is a single 128-bit block both for 

decryption and encryption and is known as the in matrix. This block is copied into a state array, 

which is modified at each stage of the algorithm and then copied to an output matrix (see figure 

7.2). Both the plaintext and key are depicted as a 128-bit square matrix of bytes. This key is 

then expanded into an array of key schedule words 

(the w matrix). It must be noted that the ordering of bytes within the in matrix is by column. 

The same applies to the w matrix. 
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 AES algorithm not only used for security but also for great speed. Both hardware and software 

implementation are faster still. New encryption standard is recommended by NIST to replace 

DES. Encrypts data blocks of 128 bits in 10, 12 and 14 round depending on key size as shown 

in Figure - 2. It can be implemented on various platforms especially in small devices. It is 

carefully tested for many security applications.  Algorithm Steps used to encrypt 128-bit block 

1. The set of round keys from the cipher key. 

2. Initialize state array and add the initial round key to the starting state array. 

3. Perform round = 1 to 9: Execute Usual Round. 

4. Execute Final Round. 

5. Corresponding cipher text chunk output of Final Round Step 

 

ii. Usual Round: 

 Execute the following operations, which are described above. 

1. Sub Bytes 

2. Shift Rows 

3. Mix Columns 

4. Add Round Key, using K (round) 

iii. Final Round: 

 Execute the following operations, which are described above. 

1. Sub Bytes 

2. Shift Rows 

3. Add Round Key, using K (10) 

 

iv. Encryption: 

 Each round consists of the following four steps: 

 Sub Bytes: The first transformation, Sub Bytes, is used at the encryption site. To substitute a 

byte, we interpret the byte as two hexadecimal digits. 

Shift Rows: In the encryption, the transformation is called Shift Rows.  

Columns: The Mix Columns transformation operates at the column level; it transforms each 

column of the state to a new column. 

 

Iv Add Round 
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Key: Add Round Key precedes one column at a time. Add Round Key adds a round key word 

with each state column matrix; the operation in Add Round Key is matrix addition. The last 

step consists of XO Ring the output of the previous three steps with four words from the key 

schedule. And the last round for encryption does not involve the “Mix columns” step. 

v. 

 Decryption involves reversing all the steps taken in encryption using inverse functions like  

a) Inverse shift rows, 

 b) Inverse substitute bytes, 

 c) Add round key, and  

d) Inverse mix columns.  

The third step consists of XO Ring the output of the previous two steps with four words from 

the key schedule. And the last round for decryption does not involve the “Inverse mix columns” 

step. 
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2.5.2.6 Blowfish Algorithm  

Blowfish algorithm is the important type of the symmetric key encryption that has a 64-bit 

block size and a variable key length from 32 bits to 448 bits in general. It is based on 16 round 

fiestel cipher network that uses the large key size. The key size is larger as it is difficult to 

break the code in the blowfish algorithm. Additionally it is exposed to all the attacks apart from 

the weak key class attack.  

2.5.2.7 Diffie-Hellman Algorithm  

It is that public key encryption algorithm, using discrete logarithms in a finite field .Two parties 

allow exchanging a secret key over an insecure medium without any prior secrets. Diffie-

Hellman (DH) is a widely used key exchange algorithm. In many cryptographically protocols, 

two parties wish to begin communicating. Diffie-Hellman protocols are exchange keys and 

allow the construction of common secret key over an unconfident contact channel. This 

problem is based on related to discrete logarithms; its name is Diffie-Hellman problem. This 

problem is hard, as compare to the discrete logarithm problem.  

2.5.3 Cryptanalysis classification:   

Cryptanalysis is an art and science of breaking the encrypted codes that are created by applying 

some cryptographic algorithm. Cryptanalysis attacks can classify the following:  

i) Cipher text-only attack in which the attacker has a part of the cipher text using 

available information, the attacker tries to find out the corresponding key and decrypt 

the plain text.   

ii) Known-plaintext attack (KPA) is an attack model for cryptanalytic wherever the 

criminal has samples of each the plain text and its encrypted version cipher-text. These 

will be revealing any secret data like secret keys and codebooks. 

iii) Chosen-plaintext attack (CPA) is an associate attack model for cryptography that 

presumes the potential to decide on arbitrary plain text to be encrypted and procure the 

corresponding cipher-text.  

iv) Chosen-cipher text attack (CCA) is an attack model for Chosen-cipher text attack   A 

chosen- cipher-text attack (CCA) is an attack model for partially, by selecting a cipher-

text and getting its decipherment beneath an unknown key. 

v) Chosen-text attack is a combination of choosing plain text and chosen cipher-text 

attack. 

vi) Brute-force attack this type of attack is a passive attack. The attacker can try all the 
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possibilities of the key until the message is not broken. This is the very slow attack. 

Suppose that message is encrypted using the 56-bit key then the attacker can try all the 

possibilities up to 255 bit. 

vii) Dictionary attack the extension to the Brute-force attack is the Dictionary attack. In 

the Dictionary attack, it will try also same possibilities but take only those keys bit 

whose chances of success is more. 

vi) Timing attack is a side channel attack in which the attacker attempts to compromise a 

cryptosystem by analyzing the time taken to execute cryptographic algorithms. Each 

consistent operation in a computer takes time to perform 

vii) Man-in-the-middle attack this is the type of active attack. This differs from the above 

in that it involves tricking individuals into compromise their keys. The attacker T is 

placed in the two parties through communication channel who wish to exchange their 

keys for secure communication. 

2.5.4 Performance factors for cryptosystems 

The factors used as the performance criteria, are tunability, computational speed, the key length 

value, the encryption ratio, the security issue, time and throughput of data against attacks.  

i) Tunability  

It is very popular to define encrypted parts and the encryption parameters used to different 

applications and requirements.  

ii) Computational Speed  

In many real-time applications, the encryption and decryption algorithms are fast sufficient to 

meet real time requirements.  

iii) Key Length Value  

In the encryption methodologies, the key management is the important feature to shows the 

how the data is encrypted. The symmetric algorithm uses a variable key length, which is longer. 

So, the key management is a huge aspect in encryption processing.  

iv) Encryption Ratio  

The encryption ratio is the measurement of the amount of data that is to be encrypted. 

Encryption ratio must be minimizing to reduce the complexity on computation.  

v) Security Issues  
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Cryptographic security defines whether encryption scheme is secure against brute force, time 

attack and different plaintext-cipher text attack. For highly important multimedia application 

to the encryption scheme should satisfy cryptography security. We measure cryptographic 

security in the three levels for example low, medium and high.  

vi) Time  

The time essential by algorithm to total the operation depends on processor speed and algorithm 

complexity. Less time algorithm takes to entire its operation improved it is.  

vii) Throughput  

Throughput of the encryption algorithms is calculated by dividing the total plaintext in 

Megabytes encrypted on total encryption time for each algorithm. Thus, if throughput  

 

increased the power consumption is decrease. In the table Mohit  et al (2009) have analyzed 

DES, Triple DES and RSA three algorithms. DES and Triple DES is symmetric key algorithm 

and RSA is an asymmetric key algorithm, they have been analyzed on their ability to secure 

data, time in use to encrypt data and throughput the algorithm requires. Performance of 

algorithms is different according to the inputs size.  

This section presents performance and comparison with respect to various parameters. The 

encryption ratio is measured in terms of minimum, moderate and maximum. The speed is 

defined by the following term such as fast, slow, moderate. We specify tenability as either yes 

or no. The key value is measured in terms of bit value used. Throughput is measured as high 

and less. Power consumption (used memory) is defined as high and less. 
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Table 2.1: Comparison of symmetric and Asymmetric encryption 

 

Parameter 

 

Symmetric encryption Asymmetric 

encryption 

DES 3DES AES BLOWFIS

H 

RSA DIFFI

E-

HELL
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Key used Same key 

used for 

encryptio

n and 

decryptio

n 

Same key 

used for 

encryptio

n and 

decryptio
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n and 
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encryption 

and 

decryption 
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n 

Key 
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ge 

Through 

put 

Lower 

than AES 

Lower 

than DES 

Lower 
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blowfish 

Very high Low Lower 

than 

RSA 

Encryption 

ratio 

High Moderate High High High High 

Tunability No NO No Yes Yes Yes 

 

Power 

consumptio

n 

Higher 

than AES 

Higher 

than DES 

High than 

Blowfish 

Very low High Lower 

than 

RSA 

Key length 56 bits 112to 

168bits 

128,192 

or 256bits 

32 to 448bits >1024 

Bits 

Key 

exchan

ge 
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manage

ment 

Speed Fast Fast Fast Fast Fast Slow 

 

Security 

against 

attacks 

 

Brute 

force 

attacks 

Brute 

force, 

chosen 

plaintext 

known 

text 

attacks 

Chosen 

plain and 

know text  

Dictionary 

attacks 

Timing 

attacks 

Eaves 

droppin

g 

 

Adopted from International Journal of Computational Engineering & Management, ISSN: 

2230-7893. 

 

 

 

2.5.5 User-centricity identity management 

When making services and resources available through computer networks, there is often a 

need to know who the users are and to control what services they are entitled to use. The 

identity management has main two parts where the first consists of issuing users with 

credentials and unique identifiers during the initial registration phase, and the second consists 

of authenticating users and controlling their access to services and resources based on their 

identifiers and credentials during the service operation phase. The study conducted by 

Bhargav-Spantzel et al (2007) differentiated between two predominant notions: relationship-

focused and credential-focused identity management. In the former approach, a user only 

maintains relationships with identity providers (IDPs) and thus every transaction providing 

identity information is conveyed to the appropriate IDP. In the latter approach, the user must 

obtain long-term credentials and store them in a local provider database. Most predominant 

identity management model on the Internet today is the silo model where users handle their 
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own data and provide it to organizations separately. The silo model has weakness of data 

redundancy and to solve this a better model know as centralized federal modal was introduced 

such as Microsoft passport which removes inconsistences and redundancies of silo model to 

provide web users with seamless experiences. Taxonomy for unifying the relationship-focused 

and credential-focused identity management, and investigated the idea of a universal user-

centric system, which incorporates the current approaches. Bhargav-Spantzel et al provided an 

open search question for a credential-based user-centric system that crosses the boundaries of 

user-centricity. The study also supports their approach in unifying the notions in user-centricity 

that could be useful in the field of user-centric federated identity management systems (FIMS). 

 

 

 

Figure 2.9: User-Centric Identity Model 
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2.5.5.1 Weakness of User –Centric Identity Model 

Problem with many identity management systems is that they are designed to be cost effective 

from the perspective of the service providers (SP), which sometimes creates inconvenience and 

poor usability from the users’ perspective. 

In addition to being SP centric, traditional identity management systems have largely ignored 

that it is often equally important for users to be able to identify service providers, as it is for 

service providers to authenticate users. In the case of online service provision through the web, 

user authentication typically takes place on the application layer, whereas SP authentication 

takes place on the transport layer through the SSL protocol. In the case of online service 

provision through the web, user authentication typically takes place on the application layer, 

whereas SP authentication takes place on the transport layer through the SSL protocol. 

However, the common scam called 

Password phishing illustrates the difficulty of service provider authentication with SSL. This 

encourages attackers who pause as online bankers and send spam emails requesting users to 

logon thus acquiring their details 

2.6 Patient Centered Access Control Approaches 

In this section, the researcher reviews literature on Patient-Centered Access Control Secure 

System Online, PCASSO Project (Baker and Masys, 1999) and Privacy-aware Patient-

controlled Personal Health Record (Huda et al.2009) 

2.6.1 PCASSO Project 

The Patient-Centered Access Control Secure System Online, PCASSO Project (Baker and 

Masys, 1999) proposes a system that addresses the vulnerabilities and risks involved in 

accessing sensitive patient information over the Internet. PCASSO is a research development, 

deployment and evaluation project funded by the US National Library of Medicine through the 

National Information Infrastructure Initiative and its intended users are health care providers, 

medical researchers and patients (Baker and Masys, 1999). 

2.6.1.1 How PCASSO works 

PCASSO is designed to provide secure Internet access to electronic patient health records to 

both the patient and providers. It secures data end to end: in the server, in the data repository, 

access on the network and at the client side (Baker and Masys, 1999). PCASSO uses role based 

access control, multilevel security and strong device & user authentication (Baker and Masys, 
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1999). 

Role Based Access Control and Explicit Authorization: Every user is associated with 

one or more roles, which define the level of patient data, the user can see with least privileges 

and explicit authorization (Baker and Masys, 1999). This implies that a user with a doctor’s 

role may only read data with clearance for doctors and not any higher and only if the patient 

has authorized this particular doctor to read his or her health record. It also ensures that the 

users only have need to know access and without default authorizations. Users can only access 

records that patients have particularly authorized them to. Access to patient data is based on 

user roles using labels. Patients have access to their whole own records only by default. 

Providers have access to all the data on all patients when they assume the role of emergency 

care provider, a role they can only assume for up to 72 hours. A patient’s primary health care 

provider or secondary care provider has access to all the patient’s data (Baker and Masys, 

1999). 

Multi-factor authentication: PCASSO requires users to have a username and password, 

public/private key and respond to a challenge from the PCASSO server to provide three factor 

authentication (Baker and Masys, 1999). The username and password are authenticated by a 

trusted operating system, the digital certificates located on a removable medium such as floppy 

or flash disk are used to encrypt the data and to authenticate the user to the PCASSO server 

and the PCASSO server to the user and the challenge response that is only used once to add 

another level of security in case the user ever lost his username and password together with the 

removable medium (Baker and Masys, 1999). Each authenticated PCASSO user is granted 

only the rights to which he or she is authorized on the PCASSO. 

Security on the Network: After authentication of the user to the PCASSO server and the 

PCASSO server to the user, the two exchange a symmetric key that is used to encrypt data 

flowing between them. PCASSO uses SSLv3 that is widely accepted in healthcare as a strong 

mechanism for transmitting data over the Internet to provide secure communication between 

the PCASSO system and the client connection (Baker and Masys, 1999). Protection from the 

Client Machine: PCASSO does not assume security at the client computer from attacks such 

as viruses. The client computer downloads an applet application during the authentication 

phase from the PCASSO system that is constrained and immune to malicious software such as 

virus or Trojan activities. 

High Assurance Server: PCASSO proposes a trusted operating system that can withstand 



  

58 
  

rigorous efforts to compromise its security. This OS should provide role based access control 

through data labeling with strong isolation between levels of sensitivity within the server. 

 

 

Figure 2.10:  PCASSO provides protected server and client environments 
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2.6.1.2 Strength and weaknesses of PCASSO 

PCASSO is designed to provide technical controls for protecting electronic patient data from 

external threats such as hackers and malicious software and internal threats such as authorized 

users accessing information they are not authorized to. It provides end-to-end secure patient 

ubiquitous access to their electronic medical records. 

Although PCASSO gives the patient ubiquitous access to his or her electronic medical record, 

it is not adequate at protecting the patient’s electronic medical information from the provider 

to satisfy HIPAA standard. 

2.6.2 Patient Controlled Health Record  

Electronic form of personal health records is both a problem and an opportunity. It opens new 

kind of threats to information leakage because electronic data are easy to copy, especially when 

the records are online. Thus, most Personal Health Records (PHRs) are kept local and specific 

to one point of care (Kim and Johnson, 2002). As such, most existing PHRs only provide the 

patient with limited insight into parts of the patient’s health care information. On the other 

hand, electronic health records help make health care safer, cheaper, and more convenient by 

providing complete health history, avoiding repeated tests, and allowing appropriate authorities 

to have ready access to PHRs anytime anywhere. Researchers at RAND Corporation have 

estimated that full adoption of electronic health record systems in the USA would save $81 

billion annually (Hillestad et al ,2005). Emergency room physicians can avoid duplicating 

diagnostic tests when they can see instantly from digital records that a patient’s regular doctor 

has already ordered the necessary tests. This one efficiency measure alone could save upwards 

of $60 billion each year in the USA (Willey and Daniel, 2006).  

People usually go to the healthcare centers nearby their residence for health services and their 

health information is kept secured in the local databases of those healthcare centers. However, 

patients sometimes may need to get services from different healthcare centers for various 

reasons, including but not limited to (i) unavailability of service on holidays, (ii) need for 

specialized care at specialized centers, (iii) travelling away from usual residential area, and (iv) 

moving residence. The stored health information in a healthcare center is usually accessible 

only to healthcare personnel of that center. For every healthcare center, there are separate 

systems to record patients’ health information, and information flow between systems is 

limited as illustrated in Figure 2.11. For example the patient in Fig. 2.11 has health  
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records in three different hospitals (A, B and C). Doctors of a particular hospital cannot access 

the patient’s health records that are stored in two other hospitals. As a consequence, patients 

often need to retell their medical history and redo tests whenever they encounter a new health 

care provider.  

 

 

Figure 2.11: Health Records Stored in Local Systems in Different Healthcare Centers  

 

2.6.2.1 How PHRs work 

 

Each time a patient visits a new healthcare center, the patient may need to request for old health 

records from several previously visited healthcare centers, which is a time consuming and 

tedious job. If the patients can have full control over their own health records, they can share 

the appropriate part of their health records with appropriate caregivers when necessary. Thus, 

a patient-controlled health record (PCHR) system is necessary. The goal of a PCHR (Mandl et 

al, 2001) is to assemble the patient’s complete health history and let the patient control whom 

to give access to this information and when.  

2.6.2.2 P3 HR System  

The devised Privacy-aware Patient-controlled Personal Health Record (P3HR) system is not 

meant to be an alternative to healthcare centers’ usual local health records system. Instead, it 

is intended to provide a convenient, easy, secure and (Huda et al.2009). Privacy preserving is 

a  way of making patient’s personal health history available to any healthcare center at any 

time according to the patient’s desire. Disclosure of some personal information to unauthorized 

parties doesn’t necessarily mean privacy loss. If the unauthorized party cannot link or associate 
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the disclosed information to the specific individual (to whom the private information belongs 

to) we do not say it is privacy loss (Huda, Kamioka, and Yamada. 2007). Based on this 

principle, P3HR database is made anonymous by removing all quasi-identifier information. 

None, except the data subject (patient), can link a particular record of P3HR database to the 

respective patient because the patient’s unique ID (digital pseudonym) (Chaum, 1981) in a 

record that links the record with the specific patient and is known to the respective patient only. 

Figure 2.11 illustrates the simplified framework for P3HR system. A patient can 

personalize/customize her privacy control policy through the web-based service from her 

home. The P3HR site host’s anonymous personal health records, provides mechanisms for 

personalizing privacy control policies and provides access control module for doctors and 

patients. A hospital is equipped with IC card readers for authentication and browsers for 

browsing patients’ health records.  

 

 

Figure 2.12:  The Framework for Privacy-aware Patient-Controlled Personal Health 

Record (P3HR) System.  

 

The P3HR security system architecture consists of an anonymization module, an anonymous 

health record database, the patient’s profile, access control modules for patients, access control 

modules for third parties, and a privacy control module as shown in Figure 2.13. The 

functionality and operation of each module of the architecture have been described in the 

following subsections.  
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Figure 2.13: The P3HR security system architecture 

 

 

2.6.2.2.1 How Anonymization module works 

To preserve patient’s privacy from intruders, P3HR system stores patient’s health records in an 

anonymous form. Before storing health records from a care center database (or from patient’s 

direct input) into the P3HR database, the anonymization module removes all identifiers and 

quasi-identifiers (Ferrari and Thuraisingham, 2005) from the records so that a particular record 

cannot be associated with a specific identifiable individual. Thus, even if an intruder gets access 

to the P3HR anonymous health database, he cannot determine which record or set of records 

belongs to a particular patient. To allow an authorized party (e.g., doctor) to access a set of 

records of a particular patient legitimately, the system needs to associate each record to the 

respective patient. To achieve these two conflicting goals of anonymization and keep each 

record associated with the respective patient, the patient creates her unique ID (known as digital 

pseudonym) using Unique User-generated Digital Pseudonyms mechanism (Schartner P; and 

Schaffer M. 2005). A patient can generate her pseudonym locally in her personal security 

environment, e.g. in her smart card or her personal digital assistant. There is no need for any 

information interchange between the patient and P3HR system, except P3HR supplies a unique 

identifier for each request (e.g., auto increment number). The digital ID is long enough and 

randomized so that one cannot guess it from the patient’s background or personal information 

(e.g. name) obtained through other channels/sources. The patient also doesn’t need to 

remember her digital ID. A patient’s digital ID (pseudonym) is appended to all of her records 
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during the record adding process. Thus, a record in the anonymous P3HR database contains the 

respective patient’s pseudonym along with her health information. No one can reveal the 

association of a pseudonym with its holder, unless the holder explicitly discloses it. Figure 2.14 

shows the process of making an anonymous personal health record.  

 

Figure 2.14: After Identifiable Information is removed; a Patient Appends Her Private 

Pseudonym with her Records.  

 

 

A patient stores her pseudonym into her encrypted profile. The system accepts a new 

pseudonym that is not already in use by others. The patient needs to decrypt her pseudonym 

when she wants to add (or accept from an external source) a new health record. The system 

takes the decrypted pseudonym and appends with her new records. A pseudonym is created for 

the system use only and is visible to its holder only. 

 

Security and privacy researchers have identified many items, which are used in different 

healthcare centers, as personally identifiable information (e.g., telephone numbers, fax 

numbers, e-mail addresses, social security numbers, health plan beneficiary numbers, vehicle 

identifiers and serial numbers etc. (Brook J.M.C.2008). Most of the personally identifiable 

information does not change frequently with time and they can make up a patient’s profile. 

Patients sometime require personally identifiable information to be provided to the new 

healthcare centers that they visit for the first time. For providing general personal information 

conveniently to newly visited centers, P3HR system allows a patient to store her profile, 

consisting of general identifiable information, encrypted with a shared key. General  

identifiable information includes the information that is usually stored in a paper based health 

card, such as name, address, and date of birth, phone number, and blood group. A patient can 
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provide her shared key to the caregiver where she visits a care center for the first time. The 

care centers store needed general personal information into their secure local system. Some 

additional private information (e.g., patient’s pseudonym), which is used for database 

anonymization, is also kept encrypted with the patient’s public key. The extended profile is not 

shared with others. Figure 2.15 depicts the technological aspect of a patient’s encrypted profile.  

 

Figure 2.15: Personally Identifiable Information is kept Encrypted into Profile 

 

2.6.2.2.1 Strength of P3HR 

In P3HR system, the stored data is made anonymous so that an intruder cannot associate a 

record with a specific individual. We use patient created secret pseudonym that is known by 

the patient only to associate records with the respective patient. However, the relation between 

a physical patient and her pseudonym remains secret and does not need to be disclosed to 

anybody in order to use the system. The advantage of our system is that our stored database 

becomes most likely completely anonymous and it is highly unlikely that the data subject could 

be identified from the stored records. Thus, our system allows patients to have control over 

their health records, which in turn helps makes health care safer, cheaper, and more convenient 

 

 

 

 

2.7 Conclusion 

Due to resource limitation and the need to ensure maximum security the system operates on 
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the lab LAN. There are 5 pcs that’s the server then the PC for receptionist/nurse then the other 

one is in the lab to capture and store the results print reports for client to take to their doctors 

and finally the one in the accounting department. The MDLS uses the familiar point-and-click 

interface of today's Web browser to bring your data to your desktop anytime. After a review of 

cryptography tools the researcher opted to use Advance encryption standard (AES) because of 

the following advantages: - 

• AES is more secure (it is less susceptible to cryptanalysis than 3DES 

• AES supports larger key sizes than DES's 112 or 168 bits. 

• AES is faster in both hardware and software. 

• The latest U.S. and international standard require AES 
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CHAPTER 3 

 

METHODOLOGY 

In this chapter, the researcher presents the methodology that was used in carrying out the 

research.  It gives the research and system development methodologies, target population, and 

sampling procedures including the sampling techniques and sample size. It also gives data 

collection methodologies used namely document review, interview and questionnaires. In 

addition data analysis, system analysis and design, implementation and testing methodologies 

are also presented. 

3.2 Research design  

A User Centered Design (UCD) approach is adopted for this project, this means, that the users 

were placed at the center stage in the design phase of the system to be developed. The term 

‘user-centered design’ originated in Donald Norman’s research laboratory at the University of 

California San Diego (UCSD) in the 1980s and became widely used after the publication of a 

co-authored book entitled: User-Centered System Design: New Perspectives on Human-

Computer Interaction (HCI) (Norman & Draper, 1986). Norman further built on the UCD 

concept in his seminal book titled The Psychology of Everyday Things (POET) (Norman, 

1988).  It is both a broad philosophy and variety of methods. There has been limited research 

and debates over the use of participatory techniques in developing countries. This compelled 

the researcher to attempt and test this method for this project. An Illustration to this research 

design is given figure 3.1 below. 
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Figure 3.1: Illustration of User Centered Design 

 

3.2.1 Area of study 

The researcher used the case study approach when collecting data with the aim of solving the 

broad-spectrum problem of poor data security management by medical facilities especially the 

lab management team. Focus was on Mbarara diagnostic lab with kin interest of lab 

management information security. 

3.2.2 Systems study  

This section explored the study of the current system; the problems associated with it and also 

bring out the need that guided the researcher to come up with this project. 

        
      Identify study population 

 

               
           Sampling procedure 

 

Participatory (PD) method for 
requirement gathering (use of paper  
proto-typing tools and document 
review) 

 

 
     Evaluation of PD methodology 

 

Methods used for data analysis 

Implementation and testing 
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3.2.2.1 Study population  

This research was conducted with the intention of mainly enhancing information system 

security to patients’ records at the center. The study populations in this case are staff that is 

receptionist, laboratory technicians and nurses and physicians who were able to directly 

participate in the systems design. 

3.2.2.2 Sampling procedures  

Sampling is involves selecting and inquiring from a fraction of the total population for purposes 

of making the conclusions about the population as a whole (Oxford, 2011). 

3.2.2.2.1 Sampling technique  

Purposive sampling was the chosen sampling technique. It is a non-probabilistic technique of 

sampling that gives the researcher freedom to select a sample based on judgment towards a 

specific purpose. This method was used by the researcher to identifying the key stakeholders 

who participated in the design of the system. This was made possible after a face-to-face 

interaction with the administrator in-charge of the lab’ general manager.  

This technique was selected to enable the researcher to acquire the right information for this 

project. Furthermore there was need to focus on the key actors that directly take part in the lab 

process. These are the lab technicians and doctors who interpret lab results. Also, this sampling 

technique provided for free interaction and willingness by the respondents who were selected 

to participate in the entire process.  

Four participatory design sessions were conducted at the lab center on different days.  Six 

participants were selected among the Administrative staff and 2 clients.  

3.3 Data Collection Methods and Instruments 

Various systematic ways was used to collect information during this project work. A chosen 

method was based on several considerations including a purpose of the technique, values, 

availability and cost (Bryman et al., 2007). Four methods that were used on the project are 

briefly explained below. 

3.3.1 On Site observation 

The researcher observed the procedures that were being used to register, store, retrieve and 

prepare reports for reviews and submission to physicians. Also, the flow of documents in the 

organization was observed. The research observed how the activities were being carried out at 
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the lab center to gather information to boost understanding on the researched project and to be 

able to take action. This involved observing how clinicians handled patients, then how patients 

data was recorded kept and how patients where handled in case of an emergency. The research 

took kin interest in security of the records. That is the level of security of the patients’ record 

and the availability of the records by patients and other medical staff. 

 Observation helped the researcher to obtain firsthand information about the events. It also 

allowed for verification of statements made in interviews and also to determine if procedures 

operate as specified in system documents. 

3.3.2 Individual interviews 

The researcher conducted individual interviews from the lab attendants and clinicians about 

the safety of patients’ records and how they avail access to the lab clients. The researcher also 

interviewed clients how easily are they availed with their medical results and confidential 

clause. How they also obtain their past records. This was done to verify actually whether there 

was a problem in the way clients medical records are handled and also accessed in case of a 

need to. Collecting data related to the needs and expectations of users evaluation of design 

alternatives, prototypes and the final artifact 

3.3.3 Literature Review 

The researcher reviewed literature about the international health systems standards, access 

control approaches, cryptography and patient centered access control models. The objective 

was to determine the acceptable standards for patients’ electronic health records security and 

how access control approaches achieve them. The researcher examined how patient centered 

access control could be used to achieve the patient’s electronic health records security and 

determined requirements for this approach in resource limited environments.  

3.3.4 Paper prototyping 

For the researcher to attain the objectives of user centered, paper prototyping was used as a 

methodology. This is because it involves working directly with the users to develop a system 

that will meet their needs. Paper prototyping is a widely used and validated technique for 

exploring, communicating, and evaluating early interface designs (Bailey et al, 2008).  

During user-centered design, it is not everyone who is a stakeholder needs to be represented 

on a design team, but the effect of the artifact on them must be considered (Preece et. al, 2002). 

Prototypes were typically constructed using combinations of stock paper to represent main 
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interface screens, overlays and sticky notes to represent results from user interaction, colored 

pens and pencils to sketch content, etc. Paper prototyping has many benefits during the design 

process. These benefits include allowing rapid externalization of design ideas with low 

investment and allowing numerous alternatives to be generated and tested early in the design 

cycle.  

Participatory Design (PD) enables end users to become part of a design team as well as test the 

usability of systems (Snyder, C. 2003). Therefore, involving users in design facilitates the 

elicitation of requirements and early refinements. In this study, we used lab technicians because 

they were lead users of the systems  

Paper prototyping was used because it provided a cost and time benefit since it involves the 

use of inexpensive material to create paper prototypes, minimum time and effort is required 

and technical skills are not required to create a paper prototype. Furthermore it improves 

interaction between the end users and the researcher will relieve the user of being bombarded 

with a product that they have to learn. It also improves user focus due to the early involvement 

of the users in the early stage of the development lifecycle such as the conceptual review stage. 

This will reduce user resistance in the future.  

  

3.3.4.2 General Steps of the Paper Prototyping Method  

This section describes the guidelines that were taken when using paper prototyping as a 

requirements gathering and elicitation tool.  

a) Conducting an evaluation meeting  

The meeting provided a platform to brief the stakeholders about the overall objectives of the 

sessions and the goals to be accomplished. Top management support is a critical success factor 

for the implementation of IS (Thong et al., 1996; Yap et al., 1992) and other organizational 

innovations (Damanpour, 1991). The procedures that guided the researcher together with the 

stakeholders are summarized as:  

i) The purpose of the research, its specific objectives and their role in contributing to 

achieving the objectives of the research.  

ii)  An introductory briefing on the history of paper prototyping, its relevance and use in 

the industry and how it relates to participatory design.  

iii) Provide participants with information about paper prototyping method as a research 
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tool. And the free mindedness expected from them emphasizing that there is no right or 

wrong answer and were free to explore their creative side.  

iv) Evaluation of the current system and an earlier version or competitor system to identify 

usability problems and obtain measures of usability as an input to usability 

requirements, and review of necessary documentation.  

v) Two groups are separately handled in developing the prototypes, which meant that, a 

number of requirements were elicited by the end of the session. All the members in 

each group collaboratively are tasked to develop the prototypes with the guide of the 

researcher.  

vi) A briefing about the stationeries and materials used to develop paper prototypes. 

Samples of paper prototypes are provided in order to stimulate the stakeholders’ design.  

vii) A highlight of the benefits of the prototype in order to convince skeptics and to 

encourage the participants to give their full commitments.  

viii) Use of questionnaires  

b) Evaluation of paper prototypes  

At this stage the goal of the researcher was to conduct an evaluation in order to get the users 

views and perception about the paper prototypes. This was conducted by using a table of 

performance measures that helped to tap the stakeholder’s responses.  

3.4 Analysis of findings  

The desire to interpret the user’s artifacts is necessary for purposes of system requirements 

acquisition, elicitation and implementation. This is done by selecting and going through the 

different paper prototypes and recommending the one with high precision. This exercise was 

conducted together with the stakeholders. 

3.4.1 Data Analysis Techniques  

This section explains the suitable technique that was used to analyze the data that was gathered 

form user participations. 

3.4.2. Contextual and Narrative Analysis  

 

Some time it is not possible to code all texts during analysis. But, contextual and narrative 

analysis was developed as an alternative to techniques such as coding. Instead of segmenting 

the data into discrete elements and re-sorting them into categories, these approaches to analysis 



  

72 
  

seek to understand the relationships between elements in particular text, situation, or sequence 

of events (Kaplan and Dorsey, 1991). Liker scale attitude statements are utilized in order to 

analyze the user’s satisfaction. 

3.5 Limitations 

With paper prototyping it was not possible to evaluate the details. It’s was also difficult to 

measure object time. It’s also required a lot of commitment and dedication from the modulator, 

which was tiresome and time consuming 

 

3.8 Ethical considerations 

Permission to conduct the research was gotten from the lab management since they need a 

system to ease their work and secure their clients records. Personal information like from 

interviewed clients was not to be disclosed. And staff member voluntarily participated in the 

interview and their responses were not disclosed to management. Providing a secure and 

reliable system was a requirement. User roles were identified and information to be disclosed 

to them was acquired too. 
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SYSTEM ANALYSIS AND DESIGN 

 

4.1 Introduction  

This chapter presents findings from the data collected, analyses the results and presents the 

requirements gathered for the development of the Medical Laboratory System. An evaluation 

of the methods used, the system architectures and models were developed in this section that 

provided a comprehensive description of what the new system will require.  

In order to implement a properly operational EHR system for the case that is Mbarara 

diagnostic laboratory, the researcher conducted a concurrent mixed study with selected key 

stakeholders using a purposive sampling method as explained in Chapter three. Five 

administrative members of staff were selected from the administrative staff and 45 clients were 

selected basing on gender. In order to automate the process, the researcher opted for an open 

approach in design and evaluation, instead of using hypothesis testing based methods to 

provoke inspirational responses. Consequently, four participatory design meetings with 

participants were conducted. In this case the researcher was the designer and facilitator. In 

particular, the work of (Retin, 1994) was used to develop low – to – high fidelity prototypes 

during the participatory design sessions.  

4.2 Data Analysis and Presentation of Findings  

After gathering the feedback from the target user groups, findings indicate that there is need 

for an automated system accessible to provide easy access to medical records. As revealed in 

the previous section, the current system is manual. Therefore, the decision of which features to 

include a secured system was largely influenced by the feedback gathered from intensively 

engaging the stakeholders using a participatory approach.  

 

 

Table 4.1 below shows the different respondents who were engaged. 

Table 4.1: Respondents’ category 

Category Frequency Percentages 

Clients 45 90 

Staff 5 10 

Total 50 100 
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Table 4.1 above indicates respondents’ categories, whereby clients are the majority with a 

representation of 45 (90%), followed by Laboratory staff whose representation was 5 (10%). 

The administrative staffs are few because the organization staff members are not that many in 

numbers. The information can be graphically presented as the figure below;- 

 

 

Figure 4.1: Graphical representation of respondents’ category staff and clients 

 

 

 

Table 4.2: Respondents by gender 

 

 

Gender Frequency Percentages 

% 

Males 29 58 

Females 21 42 

Totals 50 100 
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From Table 4.2 above, it can be seen that majority of the respondents targeted were male who 

made up a representation of 29 (58%) respondents. The female respondents only made up a 

representation of 21 (42%). Majority of these male were always visiting the medical center. 

The information can be graphically presented as the figure below;- 

 

Figure 4.2: Graphical Representation of Respondents by Gender 

Table 4.3 Table showing the age categories of respondents 

Category Frequencies Percentages 

5 – 15 Age 15 30 

15 – 30 Age 15 30 

30 – 45 Age 10 20 

Above 50 Age 10 20 

Totals 50 100 

 

Table 4.3 above indicates majority of the respondents in selected from the different age  

groups, 5-15, a total of 15 (30%) respondents. The age groups in the range 15-30 had a total of 

15 (30%) respondents. Those in the range 30-45 had a total of 10 (20%) respondents and the 
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age group above 50 years had a total of 10 (20%) respondents. The information can be 

graphically presented as the figure below;- 

 

 

Figure 4.3: Represent respondents’ basing on age groups 

 

4.3 Current System 

Mbarara diagnostic center is a privately owned medical laboratory located in the center of 

Mbarara town. The laboratory has director’s at the top as heads and a manager who monitors 

and controls day to day activities and below him is other staff members include receptionists 

who receive and records patients then the lab technicians, an accountant, logistic officer and a 

physicians. Because of the modern lab equipment available at the center other privately owned 

clinics send their patients here to have they samples of tissues, blood and other bodily fluids 

checked and results sent to them. And the lab keeps a record of all the clients tests carried and 

the results 

 

 

 

 

 

Figure 4.4: current organization structure 
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The following table shows the responsibilities of different staff at the facility. 

Table 4.4: Roles of Staff at the Facility 

Position Roles 

Receptionist/inquiries Receives and records clients and gives them directions 

where to go next 

Lab technicians These ones carry out testes of the Specimen 

Nurse Handle patients on treatment 

Procurement /account Responsible for purchase of supplies, payment of staff 

and keeping books of accounts 

Physician Diagnoses patients 

 

Table 4.5: The analysis of the current System at Mbarara Diagnostic Center 

Questions Analysis Conclusion 

Current Software - Manual System (Paper based) Need an Electronic System 

Directors

lab tech reception procument accountant Nurse

manager
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Database 

Type of database - None Need a centralized database 

to store encrypted patient 

information 

Operating system - None (Since computers are not 

used) 

Need an Open-source system 

Application programs  - None Outdated 

Documentation - Manual records/paper based  Electronic documentation 

Security on Data - None, accessible by anyone, 

locked in overhead cabinets 

- No restricted limitation of access 

to the box files  

Include strong security 

features in the stored data by 

encrypting all the records 

Backup of database - None  Need a centralized database 

and back of electronic data in 

the cloud and other servers 

 -   

Data validation  - None Be included in New LMIS 

(Laboratory Management 

Information System) 

Linkage to other 

databases  

- Admission number is the link 

though manually 

Be included in New LMIS 

Ability to export data - No export feature  Export/import feature needed 

No of potential system 

users 

- 5 users; Doctors, Nurses, 

Reception Clerks, Laboratory 

personnel, Pharmacists  

Be trained in New LMIS 
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Other important 

features to be included 

- Enabling of all the patient data 

while include prescribed 

medicine, diagnosis carried out 

and laboratory results.  

Be included in New LMIS 

 

Table 4.6: Analysis on Current Hardware and Reporting Needs 

 

Major Area Requirement Conclusion 

Current Hardware and 

Network infrastructure 

- No servers, no network only one 

portable modem 

- 4 standalone computers for 

clerical work and 2 printers 

Need established IT 

infrastructure 

Laboratory results - Results still manually tracked 

and there is no security at all 

which minimizes confidentiality 

of patient data 

Need to include the 

weighting criteria in LMIS 

Reporting mechanism - Manually done  Automate reports  

Reporting frequency - Weekly, monthly, quarterly and 

annually 

Be automated 

Reporting format - Typed on standalone computer 

- Backup typewriter 

Provide for reporting 

 

 

4.3.1 The Business process 

When a patient arrives at the laboratory, the receptionist captures their details and then the 

patient is sent to the physician for consultation. On the other hand, if the patient was sent from 
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another clinic they present their physician’s recommendation to the receptionists, which are 

then recorded.  These patients then make payments from the accounts section after which they 

are sent to the laboratory where blood samples or bodily tissues or fluids are taken from the 

client depending on the type of test to be carried out. The lab technician records the results and 

prints them and issues a hard copy to the patient to take to the doctor. Usually, a copy of their 

test results is retained in the system including client details. 

4.3.2 Challenges of the Current System 

Mbarara diagnostic center current laboratory processes are paper based where all the records 

are documented on paper. Registration of patients is also done on a piece of paper form. The 

logistics management department uses MS excel to track its records of purchase and other lab 

expenses.  

The following are the challenges of the existing system: 

i) The time taken by staff in recording patients’ records is not optimal. This result into long 

queues at the facility as patients is registered and makes payments. Also the turnaround 

time taken by staff in managing and auditing books of accounts is not optimal. 

ii) Generation of reports using the current system is difficult. This makes making business 

decisions difficult. 

iii) Ensuring security of patients’ medical records and test results is almost impossible. This 

is because almost all staff have access to the store where records are kept. Also when 

the paper files accumulate, they are often burnt to create space. This implies that records 

are often lost. Since in the current business world security is a must as by HIPPA there 

is a bleached here. Also, some clients retreat from accessing the facility for fear of what 

will happen if people get to know of their condition especially if media finds out that 

one has renown killer disease like HIV/AIDS 

 

 

4.4 Requirements for the Proposed System 

To derive the system requirements for the proposed system user centered design and the users 

of the system used paper prototyping methodologies to derive the system requirements. 

4.4.1 Hardware Requirements 

The new system requires minimum hardware requirements as listed below; 
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i) Processor: pentium4- 2.4 GHz (Core Duo Intel processor) or higher 

ii) Memory:   1GB of RAM or higher 

iii) Hard Drive   160GB or higher 

iv) Monitor:  15inch and above 

v) Backup devices: External hard drive, USB flash drive  

4.4.2 Software requirements 

The MLRS requires minimum software requirements as listed below; 

i) Operating system: Windows xp and newer versions 

ii) Databases: MySQL 

iii) PHP 

iv) Servers: MySQL server Browsers: Internet explorer, Mozilla Firefox, Google chrome, 

Opera, Safari and others. 

4.4.3 Functional Requirements 

This MLRS (medical laboratory record system) is developed to address security as the major 

objective. However, it is desirable to maintain a core set of functions in each EMR system in 

order to support similar workflows and encourage best practices in clinical care. This section 

details the functional requirements for EMR systems, including required and recommended 

capabilities The Use Cases section offers specific scenarios to demonstrate the applicability 

and use of these capabilities. The functional requirements defined in this section can be 

categorized into6 key functional areas that are critical to the definition of an EMR: (i) basic 

demographic and clinical health information ;(ii) clinical decision support; (iii) order entry and 

prescribing; (iv) health information and reporting; (v) security and confidentiality, and; (vi) 

exchange of electronic information.  

Standards Referenced 

This section references the following standards: 

i) ISO /TR 20514: Health Informatics – Electronic Health Record – Definition, scope 

and context 

ii) ISO/TS 22220: Health Informatics Identification of Subjects of health care 

iii)  HL7 Electronic Health Record – System Functional Model, Release 1 February 2007 

iv)  ISO/TS 18303: Health informatics — Requirements for an electronic health record 

architecture 
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v) CCHIT Certified 2009 EMR Certification Criteria 

This section draws heavily on ISO 18303 specifications and the HL7 Reference Information 

Model (RIM); reference is also made to ISO TS 22220 in defining the identification of subjects 

of care (including the demographic details specifications). The section also reflects EMR 

requirements set forth by the Certification Commission for Health Information Technology 

(CCHIT), which are used in the United States in determining eligibility for federal funding. 

The list consists of functionality, interoperability, and security requirements that ensure EMR 

systems exchange data effectively, maintain confidentiality and provide necessary 

functionality. The defined functionalities may be used to develop a similar certification process 

to encourage standardization of EMR systems. Below are the functional requirements of the 

system. The system will: 

i) Allow o n l y  authorized users to log in  

ii) Capture processes and store patient information, 

iii) Permit the querying of patient records by authorized users, 

iv) Encrypt patient’s records and will only be decrypted by authorized persons, 

v) Allow users to view patient information as needed, 

vi) Capture all data pertaining patient. This ranges from the registration details, the 

screening details, the patient‘s health treatment processes, 

vii) Keep track of each client and the services provided to them, 

viii) Check and eliminate duplicates so as to ensure data integrity and  

ix) Register its users (staff of the laboratory). 

4.4.5 Non-functional requirements  

Non-functional requirements were also sought and this was aligned with intended users’ 

responses. These requirements are described below. 

i) The system should be easy to use with intuitive interfaces that prompt users.  

ii)  The system should be secure and password protected and the administrator can set 

criteria for users to access the system.  

iii)  The system should be able to run in the current window OS environment.  

iv)  The system should be able to handle multiple end-users thus web-based.  

4.5 System Design 

In this section, the researcher discusses how MLRS was designed from a basic paper prototype 

to the functional prototype. As discussed in the first section of this chapter, this part of the 
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design process required the researcher to design an interactive system that enables staff 

members execute their roles. Therefore, a participatory design approach was used, in 

conjunction with paper prototypes. The next section, describes the process and results obtained 

after using this approach. 

4.5.1 Procedure 

PD sessions were conducted with the three different groups as discussed in the previous 

section. The participants were briefed about the overall objectives of the sessions and the goals 

to be accomplished. Then they were introduced to the paper prototyping technique in which 

the following aspects were highlighted as presented by (Snyder, 2003). 

A meeting was scheduled with participants and stakeholders discussed how the project was 

going to be conducted. The concept of PD was also introduced and explained to the 

participants. 

Participants were also informed that they were learning paper prototyping. They were further 

told that there is no right or wrong answer and were free to explore their creative side. The 

participants were briefed about the stationeries and materials used to develop paper prototypes.  

They were shown samples of paper prototypes in order to stimulate their design. The benefits 

and the positive aspects of paper prototyping were highlighted throughout the briefing, to 

convince skeptics and to encourage the participants to give their full commitments. Different 

group were required to come up with prototypes, where by end of the sessions, a number of 

requirements were elicited. All the members in each group collaboratively developed the 

prototypes 

In the second step, the concept of user goals was explained to the participants. They were also 

reminded that they were the users and that they were developing a lab system. Thus since they 

are the users they know the lab activates and processes. They were asked to identify their needs 

for the system requirements.  

Next, they were asked to list a set of questions regarding the functionality, navigation and 

terminologies to be used in the prototype. They were also asked to prioritize activities although 

they all validated the idea that all activities were of equal importance. The researcher then 

guided the groups with sample prototypes showing activities (that simulate the requirements a 

lab system) in order to stimulate them to think about the system. They were required to practice 

basing on what they were provided. After each session, a walkthrough was done in order to 

identify any issues and for the participants to justify their choices. The groups then started 
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developing the prototypes with the assistance of the researcher.  

The facilitator presented the participants with storyboards showing activities (that simulate the 

production of a lab activities) in order to stimulate them to think in line with activity at hand. 

They were required to re-arrange them starting with the first activity to the last. After each 

session, a walkthrough (which is a rehearsal in which any problems can be detected and 

corrections made) was done in order to identify any issues and for the participants to justify 

their choices. The groups then started developing the prototypes with the assistance of the 

facilitator. This is the moment where they could explore their creative side to design the tool. 

Because they are busy and we only had 2 – 3 hours for each of the sessions, paper prototyping 

during the sessions helped in eliciting user goals and identifying requirements for our tool. 

4.5.2 Paper prototype 

At this stage the main goal was not to come up with a complete tool as each participant only 

afforded to draft two or three incomplete screens. Therefore, this study does not undertake PD 

in the strictest sense (as that would require longer multiple sessions working towards a final 

agreed design) but facilitates opening up of the design space and uncovering a number of 

crucial requirements Figure 4.5 below illustrates an example of the prototype elements that 

were created by the participants. 

 

 

 

 

 

4.5.1 paper moving to requirement design 
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Figure 4.5:  prototypes for patients registration 
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Figure 4.6 Prototype for laboratory services 
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Figure 4.7: Prototype for physician form 

 

4.5.3 Results of the Design Session  

As a result, several issues were identified with the prototypes including incomplete interfaces, 

missing links, failure to generate tasks and the reluctance from one of the participants to sketch 

solutions. The screen designs produced during the design activity revealed a trend towards 

simplicity. There was a need to strike a balance between functionality and the number of steps 

to accomplish the task. The researcher verified the assumptions about what users minimally 

expected on the tool record, capture screen shot, preview, edit, publish and modify settings. 

In this light, the participants raised a lot of wary of the security, authenticity and user 

friendliness of the system. This guided the researcher on the methods to choose to implement 

the system. In the next section system models using UML are presented. The systems 

architecture and implementation is also performed. This is obtained from the findings provided 

in this section. 

4.6 System models   

This section presents the system models that where derived as a result of the functional and 

nonfunctional requirement. Unified Modeling Language (UML) was used as presented in the 



  

88 
  

sections that follow. 

4.6.1 Use Case Diagram 

 Use case diagram illustrates a unit of functionality provided by the system. The main purpose 

of the use-case diagram is to help the researcher visualize the functional requirements of a 

system including the relationship of actors (people who will interact with the system) to 

essential processes as well as the relationships among different use cases. To show a use case 

on a use case diagram, an oval is drawn in the middle of the diagram and the name of the use 

case put in the center of or below the oval. To draw an actor indicating a system user on a user 

case diagram, a stick person is drawn to the left or right of your diagram. 

 

 

Figure 4.7: Use Case Diagram 

4.6.2 Systems Architecture 

The implementation runs on a three-tier architecture. Three tiers simply means there is 

enforcement of separation between the following three parts. These are Client Tier, Middle 

Tier business logic and the Data Storage Tier. 

4.6.2.1 The Client tier  
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At the client/browser side there are two kinds of users, the administrator and the authorized 

users. The administrator is responsible for adding critical data to the system, the type of data is 

like the user’ and their roles, username and password for any other Administrators, viewing of 

the clients medical results. The application is web based and can be accessed by the 

administrator through the web browser. But, both the system users access the application 

through the web application hence share the same database. The second user is the organization 

administrator. The role of this person is to be able to login in order to be eligible to use the 

system. The privilege to access the system is given by the Administrator. The interface 

accessed by the users in a web form.  

4.6.2.2 Middle Tier  

 

The middle tier will contain the core parts of the MLRS application, i.e., the web server and 

business logic. The web server will handle all requests coming from the client machines. The 

requests are different with its type, for example; request for data insertion, request for report 

generation and others. It is also the web server, which manages the responses that is forwarded 

to the client machines. The business logic part will hold the process and core functions that 

will be implemented in the system. When the data is submitted from the client machines, first 

it will be handled by the functions of the web server and then transferred to the business logic 

for processing. Again, the business logic processes the data and sends it either to the database 

or back to the web server, this is determined by the type of service required. 

4.6.2.3 Data Tier  

The system uses one single database. The database stores information about Voters. This 

database is not part of the system; it is referred from an external system. It stores patients’ 

information like patient number, which is a unique number that is used for identifying patients 

in the system. The application can also benefit from this for identifying voters uniquely. 
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Figure 4.8: Client Server Architecture Pictorial 
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4.6.3 Activity diagrams 

Activity diagrams were used to show how activities of the flow in the system. The figure 4.5 

below shows the registration process and figure 4.6 shows the lab activity. 

 

 

 

Figure 4.9: Activity Diagram for Registration 
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Figure 4.10: Activity Diagram for lab activity 

 

4.7 Database Design 

The database consists of several tables. The tables are used for storing the attributes of actors as 

illustrated by use case and clients’ particulars.  

4.7.1 Entity Relationship Diagram 

The ER diagram represents all the entities that make up the system it highlights all entities, 

attributes and their associations. Its gives critical analysis of the database to avoid 

redundancy and build a data model that will result in a database that is flexible and can be 

extended. 
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KEY 

 

Figure 4.11: Entity Relationship Diagram for the System 

 

4.7.2 Physical Database Design 

This involved the actual design of that database according to the requirements that were 

established during logical modelling.  It involves transforming the logical design into database 

schemas.  
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4.7.2.1 Data Dictionary  

This section gives detailed information on the various tables that were used to develop the 

database, including the fields, data types and any other constraints on the fields. 

 

Table 4.7: Data Dictionary  

Table 

Name 

Description Column Details 

Users 

 

This table 

contains 

information 

about the 

users of the 

system. It 

contains 

information 

about the 

staff in the 

labaratory.  

 

Name DataType Constraints Nullable Documentation 

User_Id int(10) PK No  

User_Name varchar(20)  Yes  

Password varchar(50)  Yes  

Contact varchar(19)  Yes  

Address varchar(100)  Yes  

Full_Names varchar(24)  Yes  

Master_Password varchar(70)  Yes  

Patient 

data 

 

This table 

contains 

information 

registered 

about the 

patients.  

 

Name DataType Const

raints 

Nulla

ble 

Docu

menta

tion 

Patient_Id int(10) PK No  

Patient_Na

mes 

varchar(90

) 

 Yes  

Contact varchar(19

) 

 Yes  
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Table 

Name 

Description Column Details 

 

Address varchar(10

0) 

 Yes  

Age int(10)  Yes  

Sex varchar(10

) 

 Yes  

Occupation varchar(90

) 

 Yes  

User_Id int(10) FK 

(users.

User_I

d) 

No  

Receipt This table 

contains 

information 

about 

payments 

made by the 

patients. 

Name DataTyp

e 

Constraints Nullabl

e 

Documentat

ion 

Receipt_I

d 

int(10) PK No  

Patient_I

d 

int(10) FK 

(patient_data.Patient_Id

) 

No  

Price int(10)  Yes  

Item_Na

me 

varchar(4

5) 

 Yes  
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Table 

Name 

Description Column Details 

Results 

 

This table 

contains 

results of 

tests carried 

out. 

 

Name DataType Constra

ints 

Nullabl

e 

Documentat

ion 

Result_Id int(10) PK No  

Results varchar(10

0) 

 Yes  

Additional_I

nfo 

varchar(20

0) 

 Yes  

Date varchar(10

) 

 Yes  

Status int(10)  Yes  

Diagnosis_R

equested 

varchar(10

0) 

 Yes  

Request_Id int(10) FK 

(request

s.Reques

t_Id) 

No  

User_Id int(10) FK 

(users.U

ser_Id) 

No  

 

Requests 

 

This table 

holds 

information 

about 

requests for 

laboratory 

Name DataType Constrai

nts 

Nullabl

e 

Document

ation 

Request_Id int(10) PK No  
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Table 

Name 

Description Column Details 

tests 

including 

the patient 

ID of the 

patient on 

whom the 

tests are 

conducted. 

 

Additional_I

nfo 

varchar(20

0) 

 Yes  

Date varchar(90)  Yes  

Status int(10)  Yes  

Requested_D

iagnosis 

varchar(10

0) 

 Yes  

Patient_Id int(10) FK 

(patient_

data.Patie

nt_Id) 

No  

User_Id int(10) FK 

(users.Us

er_Id) 

No  

 

Drugs 

 

This gives  

the details of 

available 

drugs 

Name DataTyp

e 

Constrai

nts 

Nullabl

e 

Docume

ntation 

Drug_Id int(10) PK No  

Drug_Na

me 

varchar(6

0) 

 Yes  

Price int(10)  Yes  

 

 

4.8 Networks and System Architecture 

On a client/server network, every computer has a distinct role: that of either a client or a server. 

A server is designed to share its resources among the client computers on the network. 

Typically, server is located in secured areas, such as locked closets or data centers (server 
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rooms), because it holds an organization’s most valuable data and do not have to be accessed 

by operators on a continuous basis. The rest of the computers on the network are clients.  

 

 

 

 

 

Figure 4.14: System/Network Architecture 

A dedicated server computer has faster processors, more memory, and more storage space than 

a client because it might have to service different users at the same time. High-performance 

servers typically use from two processors (and that’s not counting multi-core CPUs), have 

many gigabytes of memory installed, and have one or more server-optimized network interface 

cards (NICs), RAID (Redundant Array of Independent Drives) storage consisting of multiple 

drives, and redundant power supplies. Servers often run a special network operating system 

(OS) Windows Server that is designed solely to facilitate the sharing of its resources. These 

resources reside on a single server. A client computer typically communicates only with 

servers, not with other clients. A client system is a standard PC that is running OS (windows 

Eights). Current operating systems contain client software that enables the client computers to 
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access the resources that servers share. Older OS’s, such as Windows 3.x and DOS, required 

add-on network client software to join a network. 

The Internet plays a vital role of files sharing that are on the networks. These files can be 

accessed by doctors online from the different location can remotely logon to the systems via 

their user accounts consult on the patients medical records and recommend the treatment. The 

Internet in this case has its dangers associated with it and that’s why in this system the 

researcher recommends encryption to protect the records from illegal access. The system has 

to be protected by the firewall to filter traffic. 

 

Conclusion 

In this chapter findings from the data collected was analyzed and presented. A discussion on 

the current system considering the data inputs and data outputs was also discussed. Current 

business processes, project designing presented with context data flow diagrams, paper 

prototyping and use case. Still under this chapter, a discussion of the ERD and Data structure, 

current system problems, and system requirements was also presented. In the following 

chapter, we shall discuss the proposed system design. 
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CHAPTER FIVE 

SYSTEM IMPLEMENTATION 

5.1 Introduction 

This chapter entails the implementation of the designs to realize the physical database and the 

system. This section describes about the implementation of the product in two sections. The 

first section explains about the development tool, and the second section describes the system 

developed.  

 

5.2 Development tools  

The development tools used in this section are described in two categories; the first section 

describes about the development and programming tools and the second part specifically 

describes about the security tools.  

5.2.1 Development environment  

The programming language used to run this program is Php verson 5.2.5. Php is a server side 

scripting language hence provides for a thin client. Php is open source hence cross platform. 

PHP 5 has got new features such as improved support for object-oriented programing, the PHP 

Data Objects (PDO) extension (which defines a lightweight and consistent interface for 

accessing databases.  

5.2.2 The application server  

WAMP server 2.0 was selected for this project because it was readily available and since it 

implements in a windows platform, which is the most commonly used by most computers. 

However, the system can be accessed by different operating systems such as MAC Systems 

and Linux i.e it is open source and cross platform. Another consideration was based on a fact 

that databases and applications developed using WAMP can always be upgraded to newer 

versions with minimal changes. WAMP is an integrated development environment comes 

packaged with MYSQL and Apache server and a PHP preprocessor. MySQL has some better 

qualities which makes it preferable compared to the others relational database management 

systems. It is multithreaded, multi-user database management system, supports all known 

platforms including Windows-based platforms, requires less hardware resource for storage as 

well as for execution, much faster, supports Unicode character storage and more than that, it 
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has free version product. 

5.2.3 Data Base Implementation 

The database management system used was MySQL. WAMP server interface was used to 

create the database and all tables. All tables have primary keys and where necessary, there are 

foreign keys to ensure data integrity. Below is a screen shot of the lab_db in PHP MyAdmin 

showing the database and its tables. 

 

Figure 5.1:  Structure of lab_db in PHP MyAdmin 

 

MySQL DBMS was used to create the lab database. To ensure reduction in redundancy and 

improve data integrity, tables were normalized by use of ―Primary keys to uniquely identify 

each entry in the database and the ―foreign key to show the relationships by linking different 

tables. In order to test the integrity of the database design, attempts were made to enter 

erroneous data into the database to ensure that the correct data types were recognized. Below 

is a sample of how the data appears at the backend of the database. 

5.3 User Interface and System Reporting 

For the user interfaces/front end and business logic, PHP CSS, java scripts and Ajax were 

used as the programming language embedded in HTML. Sample forms developed discussed 

and shown in the subsections that follow. 
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5.3.1 Admin login form 

The administrator has all rights to change users password and user names its. And it’s the admin 

responsible for registering system users. The administrator login form is shown below 

 

Figure 5.2:  The Log in Form 

 

Access to the system will only be to members registered on the system. They will have to 

login using the same login form; which queries for the username and password of the user. 

Below is a sample design of the login form. 

 

5.3.2 User Registration Form 

The systems administrator must register all system users before they can use the system. 

The users are also assigned roles by indicating the user type as shown in the figure 

below. In the user registration form 



  

103 
  

 

Figure 5.3: User Registration Form 

 

5.3.3 Patient Registration Form 

This is used to capture patient details into the system the first time they visit the clinic. It 

helps in putting data into the database. Below is the patient registration form 
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Figure 5.4: Patient Registration Form 

5.3.4 Request for Diagnosis 

This form is used to for request diagnosis. It indicates the tests that are supposed to be carried 

out on a particular patient. 

 

Figure 5.5: Form for Diagnosis Request 
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5.3.5 Patient Report with encrypted data 

When a user request for patient information, it is presented in an encrypted format. 

 

Figure 5.6: List of registered Patient in encrypted Format 

5.3.6 Patient Information report after decryption 

In order to view the patient information in an understandable format, the user should provide 

the master password to decrypt the information. The figure below shows the patients details 

after decryption. 

 

Figure 5.7: Results after decryption 
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5.3.7 Requesting for results of a particular patient 

In order to view test results of a particular patient, the user is required to provide a master 

password to decrypt the data otherwise the data will be presented in an encrypted format as 

shown in the figure below. 

 

 

Figure 5.8: Requesting test results 

 

5.4 Security Issues  

The system will always request for login details in order to prevent illegal access to it. The user 

of the system must either be working with the organization or an administrator or staff 

authorized to use it. To view stored records especially lab results the data is encrypted one will 

need a decrypted to have them in readable form. Also the system programmed to always logout 

when idle to prompt the user to re-enter password and user name in order to have access. Un-

Interruptible Power Supply (UPS) need to be in place against any power shortages and cuts. 

The hardware should be handled with care and protected from damages like fire, water and 

others. There is also need to put in place a stabilizer to regulate power flows into the related 

accessories. Finally, restriction of physical access to the system environment shall be put in 

place so as to protect the system from unauthorized use.  

Constant monitoring of the lab system (hardware, network, application, OS and security) is 

critical. An effective monitoring solution will predict and fix problems before they adversely 
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affect the end users of the application. An effective monitoring system will be implemented 

and operated by the support team.  

Employ virus protection  

An anti-virus updates should be consistently installed and kept running on the LMS server and 

configured to perform daily scans and full scans on weekly basis. It should be configured to 

automatically trigger alerts to support users in the event of virus detection. 

5.5 Formative Evaluation 

The primary goal of formative evaluation is to collect information about the perceptions on 

learning effectiveness, users’ satisfaction and identify any usability issues early in design. In 

order to achieve this, the researcher used three groups of two making a total of four staff and 

two clients. The participants were given an introductory briefing about the high-fidelity 

prototype, user goals and requirements derived from the PD sessions. 

 

The participants were then given a debriefing questionnaire in order to capture their 

experiences with the interface. A number of issues were highlighted as revealed in the 

subsections that follow. In order to collect information about the perceptions on learning 

effectiveness, users’ satisfaction and identify any usability issues early in design, we utilize 

Likert scale attitude statements as illustrated below: 

5.5.1 Learning Effectiveness 

The evaluation of perceived learning effectiveness of lab system gives satisfactory results. The 

first four questions posed sought to measure how easy it is to learn, ease of navigation, enjoy- 

ability and ease of use after training. The results in table 5.1 below confirm that users found 

the high fidelity prototype easy to learn, navigate, enjoyable and easy to learn after training. 

 

Table 5.1: Prototype learning effectiveness 

Learning Effectiveness  

 

SD D A SA 

The lab System is not easy to learn.  4 2  

Navigating the Lab system is difficult 1 4 1  

the lab system is secure   4 2 

Using the lab system is enjoyable   5 1 
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Learning Effectiveness  

 

SD D A SA 

The lab system is easy to learn after training   6  

 

SD – Strongly Disagree, D – Disagree, A – Agree and SA – Strongly Agree 

5.5.2 Perceived Benefits 

In order to evaluate the perceived benefit of the prototype, the users were asked whether they 

thought the tool may help improve security of clinical records, whether the prototype functions 

facilitate ease of use and whether the prototype features are easy to understand. The majority 

of our participants revealed positive results for the three questions as shown in the table below. 

 

Table 5.2: Prototype Perceived benefits 

Perceived Benefits SD D A SA 

The system may improve security of records   5 1 

The system functions facilitate the ease with which content can 

be accessed. 

 2 4  

It is easy to understand the features provided by lab system  1 5  

 

SD – Strongly Disagree, D – Disagree, A – Agree and SA – Strongly Agree 

5.2.3 User Satisfaction 

In order to evaluate the perceived users’ satisfaction of the prototype, they were asked four 

questions. More precisely, the users were asked to answer questions that focused on measuring 

aspects related to the their reaction to the interaction with the interface, the user’s opinion about 

the navigation, how the functions are structured, the sequence of screens and whether the 

prototype could be explored using trial and error. Results from table 5.3 reveal that all the 6 

respondents thought the interface was intuitive, only 1 said it was confusing to navigate, 5 said 

the functions were not structured suitably, 4 said the sequence of screens were not confusing 

and that 4 said you could explore the prototype features using trial and error. 
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Table 5.3: Prototype’s Users’ Satisfaction 

Users’ Satisfaction  

SD  

D  A  SA 

The Lab System interface is intuitive (i.e. It can be used without 

thinking) 

  6  

 The system is confusing to navigate  4 1  

System functions are not structured suitably  6   

The Sequence of screens is confusing  4   

You can explore system features using trial and error  1 4  

 

The data analysis points out that the prototype has been fairly appreciated. The tables 5.1, 5.2 

and 5.3 show the representation of the different usability aspects measured. 
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CHAPTER SIX 

 

DISCUSSION, CONCLUSIONS AND RECOMMENDATIONS 

This project aimed at developing a basis of Electronic health record system for medical 

laboratory. Through the Design and Development of a secured system for resource-constrained 

environment. This started with the evaluation of the current systems; establishment of users. 

By using paper prototyping and user centered design the system requirements and 

functionalities were identified. This was so helpful since the researcher used the actual users 

ideas to design the system. Users felt appreciated and satisfied with the results since they 

participated in requirement collection and design.  

6.1 Report summary  

This sub-section presents a summary of the study that was carried out at the Center. It presents 

the aim of the study, objectives, and how these were achieved, the challenges and successes as 

shown below.  The study aimed at developing a secure lab system in a resource-constrained 

environment. To achieve the study set out with objectives to evaluate the existing lab systems 

in view of business processes and technologies to establish weaknesses in relation to the lab 

unit; review methodologies to come up with the best approach and methods for executing the 

project; design a prototype solution and implement the solution (Chapter one). The study 

reviewed literature on related works to determine the gap (Chapter two) and established a 

secure lab system.  Evaluated the healthy policy standards. Business processes on the supply 

side through use of data collection techniques and tools user centered design and paper pro-

typing (explained in chapter three). Findings revealed Investigators constantly faced challenges 

of retrieving files and updating the existing ones and unauthorized access to medical results 

files. Management reports were delayed and sometimes inaccurate as a result of relying on 

inaccurate information to generate these reports. In response, a secure lab system was 

development and implementation was planned, user and system requirements determined; 

models designed solution implemented. Basing on the project objectives and requirements 

prior determined. Chapter five clearly shows that the MLRS system designed for resource 

constrained environment project was successful in implementing the objectives as stated in the 

previous chapters of this report. The use of this MLRS saves time, the system also operators 

on low hardware thus saving cost. And records security is guaranteed. 
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6.2 Recommendations 

It’s the government duty to provide good health services to its people. At the rate on which the 

population is increasing the available government facilities cannot accommodated meet the 

standards of all the people and also provide quick and efficient health services. Therefore there 

a need for the government to think of increasing funds in health and ICT ministry to developed 

a centralized EHR (electronic health records). This will soften/quicken and eliminate long 

queues especially in government hospitals thus reducing work of health practitioners and 

enhance smooth communication and better relationships between client and medical workers  

As an effect of the ageing of the population in general, the number of citizens with chronic 

diseases is increasing, especially among elderly people throughout the country. This is a great 

challenge for both the well being of the citizens and the public health care systems. Health care 

solutions provided by information and communication technology (ICT), also known as 

eHealth, offer one solution to this problem. The tools and services that contribute to eHealth 

provide better and more efficient health care services for all. 

E-Health technologies empower patients to take more responsibility for their own health and 

quality of life, and they lead to better cost-efficiency in the health sector. The use of eHealth 

technologies allows a mutually beneficial collaboration and involvement of patients and 

medical professionals in the prevention and treatment of chronic diseases. Overall, ICT can be 

used to ensure the top-quality health care of citizens 

6.3 Discussion 

Despite the potential of EHR systems to address the challenges facing health systems in 

developing countries, the majority of EHR systems designed for developed countries cannot 

be adapted for implementation in developing countries. The failure of adoption is attributed to 

many factors including: 1) Online Access Control:  The majority of EHR systems require 

online access control decision. When the server/database is unavailable, for example due to 

frequent power outages that is common in developing countries, access control decisions 

cannot be made, making health records unreachable; 2) Users’ Context:  The majority of EHR 

systems designed for developed countries were developed with the user contexts in the 

developed World and therefore do not represent the needs of the patients and medical 

practitioners in the developing countries. We therefore feel that in order for EHR systems to 

satisfy the intended users specifically in developing countries, existing systems needs to be 

extended on mobile phones such that records can be made available when hospital servers are 
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offline. Akinyele et al. (2011) affirmed that mobile phones (also called small handheld 

computers) could be used to provide health records without the need for a single server. 

6.4 Conclusion  

The Internet enhances information and communication among individual work-stations and on 

a large scale between medical information systems. However, the Internet is a public 

environment with high-risk security threats. When medical information systems, instruments, 

workstations and mobile devices are connected to the Internet significant protection is required. 

All medical personnel should have a basic understanding of Internet security threats and should 

be in compliance with their organization’s policies and procedures to avert them. Security is 

key factor in EHR system since it helps to improve quality of health care being provided any 

attempt to alter records can be of great risk to an individual. So help providers should make 

sure individual records are protected and accessed granted to only authorize personnel and 

services available all the time. As the researcher AES encryption that is implemented in the 

developed system in the research will help to provide security for the medical records.  
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Appendix 

 

The data base is called lab_db 

 

The SQL code for creating the database 

was; CREATE DATABASE 

lab_db USE lab_db 

Source Code for encryption: 

//encrypt function 

function mc_encrypt($encrypt, $key){ 

    $encrypt = serialize($encrypt); 

    $iv = mcrypt_create_iv(mcrypt_get_iv_size(MCRYPT_RIJNDAEL_256, 

MCRYPT_MODE_CBC), MCRYPT_DEV_URANDOM); 

    $key = pack('H*', $key); 

    $mac = hash_hmac('sha256', $encrypt, substr(bin2hex($key), -32)); 

    $passcrypt = mcrypt_encrypt(MCRYPT_RIJNDAEL_256, $key, $encrypt.$mac, 

MCRYPT_MODE_CBC, $iv); 
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    $encoded = base64_encode($passcrypt).'|'.base64_encode($iv); 

    return $encoded; 

} 

// Decrypt Function 

function mc_decrypt($decrypt, $key){ 

    $decrypt = explode('|', $decrypt.'|'); 

    $decoded = base64_decode($decrypt[0]); 

    $iv = base64_decode($decrypt[1]); 

    if(strlen($iv)!==mcrypt_get_iv_size(MCRYPT_RIJNDAEL_256, 

MCRYPT_MODE_CBC)){ return false; } 

    $key = pack('H*', $key); 

    $decrypted = trim(mcrypt_decrypt(MCRYPT_RIJNDAEL_256, $key, $decoded, 

MCRYPT_MODE_CBC, $iv)); 

    $mac = substr($decrypted, -64); 

    $decrypted = substr($decrypted, 0, -64); 

    $calcmac = hash_hmac('sha256', $decrypted, substr(bin2hex($key), -32)); 

    if($calcmac!==$mac){ return false; } 

    $decrypted = unserialize($decrypted); 

    return $decrypted; 

} 

 

//function for inserting a new record in the database 

function DB_Inserter($table_name, $form_data) { 

    // retrieve the keys of the array (column titles) 

    // print_r($form_data); 

    $db=  Database::getInstance(); 

    $mysqli=$db->getConnection(); 
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    $fields = array_keys($form_data); 

    //echo 'Names'; 

    // building the query 

    $sql = "INSERT INTO " . $table_name . " 

    (`" . implode('`,`', $fields) . "`) 

    VALUES('" . implode("','", $form_data) . "')"; 

 

    $myQuery = $mysqli->query($sql); 

    if ($myQuery) { 

        $result = 'Record Saved'; 

    } else { 

        $result = 'Record Not Saved' . $mysqli->error; 

    } 

    return $result; 

} 

//code for deleting database records 

function db_row_delete($table_name, $where_clause) { 

    // check for optional where clause 

 //$where_clause=" WHERE ID='$idValue'"; 

    $whereSQL = ''; 

    if (!empty($where_clause)) { 

        // check to see if the 'where' keyword exists 

        if (substr(strtoupper(trim($where_clause)), 0, 5) != 'WHERE') { 

            // not found, add keyword 

            $whereSQL = " WHERE " . $where_clause; 

        } else { 
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            $whereSQL = " " . trim($where_clause); 

        } 

    } 

    // building the query 

    $sql = "DELETE FROM " . $table_name . $whereSQL; 

 

    // run and return the query result resource 

    return mysql_query($sql); 

} 

//code for updated database records 

function db_row_update($table_name, $form_data, $where_clause) { 

 $db=  Database::getInstance(); 

    $mysqli=$db->getConnection(); 

    // checking for optional where clause 

    $whereSQL = ''; 

    if (!empty($where_clause)) { 

        // check to see if the 'where' keyword exists 

        if (substr(strtoupper(trim($where_clause)), 0, 5) != 'WHERE') { 

            // not found, add key word 

            $whereSQL = " WHERE " . $where_clause; 

        } else { 

            $whereSQL = " " . trim($where_clause); 

        } 

    } 

    // start the actual SQL statement 

    $sql = "UPDATE " . $table_name . " SET "; 
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    // loop and build the column / 

    $sets = array(); 

    foreach ($form_data as $column => $value) { 

        $sets[] = "`" . $column . "` = '" . $value . "'"; 

    } 

    $sql .= implode(', ', $sets); 

 

    // append the where statement 

    $sql .= $whereSQL; 

 

    // run and return the query result 

    return $mysqli->query($sql); 

} 

 

//code that encrypts patient data while saving it 

<?php 

                        if (isset($_POST['Register'])) { 

                            $p = mc_encrypt($_POST['names'], ENCRYPTION_KEY); 

                            $c = mc_encrypt($_POST['contacts'], ENCRYPTION_KEY); 

                            $ad = mc_encrypt($_POST['address'], ENCRYPTION_KEY); 

                            $ag = mc_encrypt($_POST['age'], ENCRYPTION_KEY); 

                            $sx = mc_encrypt($_POST['sex'], ENCRYPTION_KEY); 

                            $occ = mc_encrypt($_POST['occupation'], ENCRYPTION_KEY); 

                            $user = $_SESSION['user_id']; 
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                            $reg_patient = array('Patient_Names' => $p, 'Contact' => $c, 'Address' => 

$ad, 

                                'Age' => $ag, 'Sex' => $sx, 'Occupation' => $occ, 'User_Id' => $user); 

                            $registered = DB_Inserter('patient_data', $reg_patient); 

                            if ($registered) { 

                                _sucMsg("Patient Successfully Registered"); 

                                //_refresh("patients_register.php"); 

                            } 

                        } else { 

                            echo "Enter new patient's details below"; 

                        } 

                        ?> 
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APPENDICES 

 

Appendix A:  interview Questions.  

 

MIS finalist’s student of Uganda Martyrs Nkozi university student is conducting this interview 

guide. This data collection tool is for study purposes only and any data collected will be used 

for academic reasons only. 

1. How do you store your records? 

…………………………………………………………………………………………

…………. 

2. How do you perform the record retrieval process? 

…………………………………………………………………………………………

………….. 

3. How many computers do you have? 

……………………………………………………………………………. 

4. Who are the computer users? 

…………………………………………………………………………….. 

5. How has access to lab records? 
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……………………………………………………………………………. 

6. Security management of electronic health record is important to me? 

……………………………………………………………………………. 

7. What measures are used to protect the data from loss, theft, and hacking 

8.  

 

 

 

 

 

 

 

Appendix II Debriefing Questions 

 

 Secure lab management system.  

The objective of this study is to get the learning effectiveness of the staff about the newly 

developed system. This data collection tool is for study purposes only and any data collected 

will be used for academic reasons only. The Questionnaires targets the staff from the office of 

the system users i.e. lab tech receptionist and physician in order to get their opinion about the 

lab system 

How do you find the lab management system usability?  

…………………………………………………………………………….. 

How has the new system impacted your performance? 

……………………………………………………………………………… 

The lab management system is enjoyable to use? 

………………………………………………………………………………. 

The lab management system is easy to learn after training?  

……………………………………………………………………………….. 
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